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Executive Summary

The aim of the present document is to describeghe h anc e ment made on the
De s i g n Jl5](tovads a Ynified architecture and robust integration of the SMESEC Framework.

The main challenges addressed in this document @jerefining the SMESEC Framework
architectural requirement$2) providing indepth description of the architecturentmunications,
interfaces, and user desidB) documenting theurrentintegration of SMESEC tools intoercurrent
development of th€ MESEC Framework4) and defining th6&MESEC Framework functionalities

In D3.1 he SMESECuse caseequirementsvereproduced based on input frolkiP2 andWP6. Here
we presenthe detailed process and methodologgafecting these requirements and describe further
requirements that rose sinae a result of the feedback we gathered and the integration process.

The SMESIE Frameworkis enhancedo meet those requirementdew design viewsareadded,and
detailed UML diagrams are developédiditionally, userexperiences developed to answer multiple
and evolvingoersona requirements

The current modulaintegrationand cévelopment of SMESEC tools intbe SMESEC Frameworik

documented Last, the SMESEC Framework functionalitisdhere defined and describetdhese
functionalities fall into two categoriesSSMESEC tools functionalities anBMESEC Framework
beyondthetools functionalities

This document will serve as basis iSMESEC Unified Architecture and the Initial Version of the
SMESEC Framework prototypgD3.3).
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1 Introduction

1.1 Purpose of the document

The aim of the present document is to describeuthifed archiectureof the SMESEC security
frameworkincluding the integration and deployment of the SMESEC Framepmadf-of -concept

To achieve this objectivéhe feedback about the design describedii8 MESEC System Des
(D3.1) [15] was collected, new requirements from the integration process were collectede@nd
considered with the objective of ensuring that the proposed desigrs thkil market needs and

demands.

1.2 Relation to other project work

As describedn the DoA[12], this document willreportthe preliminary draft of the system level
functionalities for the proposed SMESEC, and Hiest Internal Releasef the SMESEC Unified
Architecture This documentorsidess as a input thesystem design described in D&Ad introduces

the enhancements to the architecture and design of the SMESEC FramBuwedefinition of the
SMESEC Framework will continue with the release of the final version of the SMESEC Unified
Architecture and the Initial Version of the SMESEC Framework prototype (D3.3) in M24.

D2.1

Requirements

DEW D3.3

Initial Unified
architecture Architecture

D2.3

Awareness

D6.4

Market

Figure 1: High-level view on the methodology for designing the SMESEC Framework
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iError! No se encuentra el origen de la referenciashows a hih-level diagram of the process we
followed for designing, refining and enhancing 8 ESEC Frameworkrchitecture.

1.3 Structure of the document

This document is structured fmajor chapters:

1 Chapter 1 presents the main objectives of the deliverable dascribes the following
sections.

1 Chapter 2introducesupdates tahes t a k e hcoricedns r 6 s

1 Chapter 3 extendthe main requirements to be fulfilled by the SMESEC Framework extracted
as described in D3.1

1 Chapter 4 enhance existing amatovidenew SMESEC Famework desigriews

1 Chapter 5 describes thntegration activities of the SMESEC tools in the proposed design.

1 Chapter 6 describes thextendedunctionality of the proposedSMESEC Frameworkn top
of thefunctionality of each individuatool.

1 Chapter 7 describes the conclusions of the work presented in this deliverable
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2 Goals of SMESEC Framework

In order to cover the needs of SMEs, SMESEC objectives, as defined in the DoW, are as follow: i)
high-quality cybersecurity solution attractive to companiesttwirestricted budget, ii) increase
protection by focusing on increasing awareness and training for SMEs, iii) SMESEC solution
validated in multiple SMEs environments, iv) consolidating international and European links and
harmonizing solutions with generatandards and directives, v) ready to market solutions and
immediate market impact.

These objectives were the ones guiding the initial design of the SMESEC Framework, in terms of
modular architecture, deployment and components of the solution. Aftenitiaé output we had
advanced discussions with the use case partners and other SMEs through questionnaires and other
dissemination activities where they commented us their issues for working with cybers&airigy.

of the more important ones we compibae:

1 Usability and user experience is critical. SMEs do not usually have expertise in cybersecurity and,
therefore, both the use of the framework and the tools must be asiesglly as possible. Also,
the SMESEC Framework should help as much as pess##rs in understanding the status of
their system and how better protect it (e.g. recommendations)

1 Costreduce. SMEs span from medium companies with a specific budget for cybersecurity,
planned training and appointed cybersecurity experts to small cigspahere cybersecurity is
used asonmon fAcarddt heir products. One of the main
the cost of cybersecurity tools is usually high and therefore not affordable (the more specific, the
more cost). The cost of the framork and related functionalities should be based in business
strategies that allow companies to use only the products they want with a minimum cost.

9 Solution tailored for SMEs. Another important feedback we have obtained from SMEs is that most
of the took are very generic for cybersecurity, not supporting or aimed for the specific needs of
SMEs. The information provided and way of working of the cybersecurity tools should be done
with the needs of SMEs as a basis.

1 Extension of the framework with new furantalities/being ugo-date. A concern of SMEs is that
cybersecurity tools they use offer a specific solution that, after a time, is not updated or adapted to
the new needs of systems or business. The solution they look forward should allow for extension
with other tools or improved functionalities of the existing ones in order to cover their evolving
needs.

Therefore, the SMESEC project aims at supporting SMEs by offering characteristics that can cover
their requirements and needs. More specifically, apdating the initial list of objectives of the
project, the SMESEC solution is being designed/developed with the following goals in mind:

1 Support norcybersecurity users in the use of the SMESEC solution. This is done in two different
ways: on the one haritie tools of the SMESEC Framework (the elements interacting with the
user more specifically such as interfaces and output) are being evaluated/tested by the use case
partners in order to refine the information or functionalities they provide and makes#séen to
understand by any type of user of their organization, ranging from cybersecurity expert to non
expert; on the other hand, the framework, being the main entry point, is being refined through
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J) SMESEC

several iterations in order to increase the user experielhis will be supported not only by the

use case partners (which already have experience of the SMESEC Framework) but also by the
new SMEs participating by the open call or other through any other program supported in the
project. This way, we will has a very valuable feedback about how to improve the use of
SMESEC for experienced and new users.

9 Costreduced SMESEC Framework. We are working, together with the exploitation team of the
project, on different strategies for providing the solution in theenaffordable way. We are
working bearing in mind the budget SMEs may have (which is very diverse) and the price/cost of
the cybersecurity tools of SMESEC. Therefore, the modular aspect of the project will allow us to
make available different sets of todis covering the needs of the organizations and offer what is
more necessary for each SME, being courses or solutions for specific cybersecurity problems.

I SMEs are at the heart of the SMESEC Framework. We are interacting with the use case partners
with every new characteristic we add to the solution in order to have it aligned with their needs
and be sure that any functionality we add is valuable to them. This will be later extended in the
open call in order to refine further the solution for SMEs.

1 Modular aspect. The SMESEC Framework follows a modular aspect that allows, not only the
update of the tools we include on it, but also the addition of-garty tools for providing new
functionalities. This will help the SMESEC solution to be alwaydadgateand cover needs or
problems not existing today but that could be a critical threat in the {wleditimlarge) future.

The tools of SMESEC will be able to be updated independently so the support of the framework
and availability will be also high.

2.1 SMESEC sakeholderéconcerns

The SMESEC stakeholders can be categorized into three groups:

1 The SMESEC usease partners
1 The SMESEC tool partners
1 The EUcommission.
The concerns of each stakeholder group are desdrdded:

2.1.1 SMESECusecasepartners

We herebydetail the methodology we followed in WP2 for requirement gathering of SMESEC use
case partners inputhe results of the requirement gathering process is detailed ifT5.1n order

to confirm our results, and stay updated on Ski&hcerns, we plan to follow this methodology again
with SMEs that respond to the open call.

2.1.1.1 Methodology for requirements elicitation

In order to identify the security requirements for tHdESEC we focused on thequirementsas
perceived by the end users, in our cases the four pilots. Thus, we created a requirements elicitation
template (see: Annex A) distributed to the partners and requested input from them. The template was
created basedn common and higkevel requirements both for their systems e.g. availability,
robustness but for the proposed cybersecurity framework e.g. Usability, Cost, Alerting. Along with
that highlevel identification of requirements we requested specific listystems/assets that need to
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J) SMESEC

be protected, potential threats/attackers that are applicable in their specifirsassecurity systems
and recovery methods that are already in place, incident handling and data protection and recovery
methods.

Intherequr ement sé el icitation phase eighteen repres
City pilot, three for the industrial monitoriflQT, six from the Smart Energy Grid pilot and four from
theeVvoting pilot. Al of tthe &map and Medard enterpreses aviths e s b

empl oyees®6 si ze rasshgwnnrfgigut2 ommhkl ptact2@0pants of
guestionnaire were from all age ranges with most of the them belonging to-Bdegddup wih years
of expertise in Cybersecurigs shown irFigure3.

Company size

N
a1
o

2
. I I
)
i
@)
S 150
S
o 100
e!
2 ) _ — -

0

University of Worldsensing GridPocket Scytl
Patras(NAM group-
ECE)
Figure 2: Company Size for each Use Case
Participants Age Distribution
(2} -
S 45-54
c
©
()
& 25-34
Figure3: Requi rement sé Questionnaire Participants' Ag
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The participant ds e gshpwninFiguseé vared fro@ pre éortveltycyearsi duty

the majority of the sample had long expertise in cybersecurity (more than three years) with an average
of more than five years in ¢harea. Also, the level of studies of the sample is high, with most of the
participants having mma s t and @Ph.D. degree and just one out of the eighteen tdowdtlt he |l or 6 s
degreeas shown irFigure5. Finally, we studied theole of the participants in the compaay shown

in Figure 6, 16 % of them were @&vel executives, 21%levelopers 21% researchegrsmost of the
participants were project managers 32% and 10% Cybersecurity managers. The santpke had
expertise and the level of involvement with Cybersecurity to be able to provide coherent requirements,
that aided a complete requirementsé6é gathering
true needs of the SME stionn&re maduded bothiigevel requitenents, me nt s €
that govern all SMEs, as well as, per pilot specific needs and assets to be protected, the majority of
SMEs, even those not belonging into our specific use cases, can be represented by our requirement

gatheing process.

Expertise in Cybersecurity (years)
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Figure 4: Expertise in Cybersecurity(years)
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Number of Participants

BS M.Sc. Ph.D.

Figure 5: Level of Studies, for all participants in the Requirements' Elicitation

Figure 6: Participant r ole in the organization

This requirement gathering process dentified severalhigh-level requirementgoming from use

case partnergeferring tothdr desired service levePlease refeto D3.1 for details of the usease
needs, identified threats, usase equirements and prioritization of concerns. To summarize, we
identified the following as the main requirements of use case partners: Availability, Usability, Privacy,
Cost, Alerting, System integrity, Confidentiality, Nogpudiation, Authentication, Scaidity.
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2.1.2 SMESEC product partners

We have identified the prodt partnersoncerns inD3.1, thesecan be summarized abitegrating
with other productsgetting feedback from SMEand etending product capabilities

2.1.3 European Commission

In D3.1 wehave datiled the EU commission concerns, these casubemarized agl) High degree

of usability and automatiqi2) provide an adequate degree of cyber situational awareness and control
forendusers(3)incor porate the HAhuman f hand behadourél factasy si n g
in the design proces&) follow existing relevant best practises ambptionof standardstailored to

SMEs and individuals

2.1.4 SMESEC consortium concerns

y & LImpiune
businesses with less than 250 employees . / ot A o RAN
W LargeE os 2. 6004+

¥, 2 B Smal Busnessos {SVEs) 1t 260

L7 ‘
0%
m

Figure 7: Statistics of cyberattacks to SMEs (Reference: Grant Agreement)

The threat$o cybersecurity have been givesmominenceand are beomingone of the most important
emerging threatto security From an SME perspectiveyloer sectity solutiors are highly intensive

in both economi@nd technical wise investment (they are considergensive, take too much time to
deploy, ad needhighly skilled staff tomanag® Limited budget on that respect have a very negative
impact in the investments SMEs (both SMEs public and private institutions need to be considered) do
in cybersecurity services and products

SMESECconsortiumaims toproducea product that wilb e ¢ 0 me -to-méarkeesalutign with an
immediate market impaciThe project will provide a harmonized solution wiligh quality and
affordable cybersecurity tools validated multiple SMEsenvironment.Increasing SMEs protection
will also be ensured by focusing on increasing awareness and training among these organizations.

The key driver of the SMESEEonsortiumorbits aroundS ME 6 s i rfprinkacy tamet)@s direct
marketar get shoul d i ncl ude alast maBeMpetia enplassin thes . The
main marketgargeted which correspond to the 4 project pilots (S®@#yt Industrial Internet of
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Things (lloT), eVoting, Smart Gridsas it is essential to provide proven results that our solution
enhances differernypes of SMEs operating in a range of market sectors and offering diverse products
and services

Thekey motivations for SMESEConsortiumcan be summarized as follows

1 The cyber security needsr SMEs are specific to each entity. SMESEC should be able t
provide a tailormade approach to those needs

1 SMESECframeworkwill integrate diverseand cuttingedge technologiesot only form the
security field and wilbe able to adopt the latest innovations by integrating prodittis the
framework in an effdtess way.

1 SMESEC will create cybesecuritya war ene s s an dSMiasiord how ifiportanotc at e 0
cybersecurity is for them and the critical impact neglecting it can.have

1 Security awareness and automatic tools are mandatory aspects to increase séloergia
context(to prevent breaches originated by malicious insiders)

1 SMEs targeted segments include technology providessganies designing and selling
security producisandendusers.

The interconnectionof tools in the SMESEC produetiiows the cration of a security operations
centre in the SMESEC Framework. In this security operations centre events from various real time
monitoring tools can be reassmhupon and new knowledge can be extracted about systems under
attack. The operations centre walso serve aan orchestrator of real time threats and offline threats
such as lack of testing and lack of training. This orchestration will create testing and training requests
for users based on real time attacks on their system. Finally, the operaiuns will leverage
security management and configuration along with threats detected to produce actionabler items
security admins of the SME.

This type of orchestration usually requires and extensive expert knowledge for setting up rules and
enforcirg regulations. In SMESEC we proposeadsearchmachine learning and artificial intelligence

to deduce these rules from data collected by our security operations ¢émtnéll be able to collet

the required data and researnshchine learning models ihg next phase of our project and will report
results in D3.30ur vision of thismachine learningnterconnection will reduce the burden of constant
research from the security admins and make security more affordable without compromising quality.
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3 Requirements fulfiled by the SMESEC
Framework

In D3.1[15] we identified the functional requirements as protect, detect, monitor, alert, respond, and
discover. As a result of reviews and interaction with use case partners we added the following
functional requirement:
T Audit t he secur i tinfrastaudtueer dll@vingofbrendichcapabifitigkEté the
SMESEC Framework.
We also identified the following nefunctional requirements:
9 Authentication and authorization The SMESEC Framework must allow authentication of
users and manage user roles.
1 As-a-service and ofpremise deployment The SMESEC Framework must allow bothaas
service and opremises solutions.
Last, we decided notto excludel nci dent responsed as stated in
of the Security Operation Centre functadity we plan to support. Further details about this can be
found in Sectior6.1
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4 Design of SMESEC Framework

In this chapter we describe the enhancements made to the design as desB®gfll5]. We choose

to describe this according to thEEE Standard 1018009 Software Design Descriptidf. For the

reader convenience we summarize each viewbds des
made.

4.1 SMESEC Fameworkdesign views

This section describes: context view, concept vipattern view, composition vievinterface view,
interaction view, andeployment view.

4.1.1 Context view

In D3.1we identified the primary use cases of the Framework, these can be swnagriznonitor,
protect, discover vulnerabilities, train employees, randomize softwasess security, and update
SMESEC configurations. We have identified an additional use case of the SMESEC Framework:
orchestrationThe followingfigure describes theecurityorchestratioruse cases:

1 An actor requestsrchestration of SMESEC security management and threat defence tools
the SMESEC Framewoitreates new orchestrated alerts and responses

Orchestrate SMESEC tools

System Admin

Figure 8: Orchestration use case

In addition to describing the use cases, we describe here the roles of users in the besSdMEIEC
Frameworkcomes with different roles defined with appropriate permissions to be used by different
profiles in the company. These roles aim to cover differecessities identified along with the use
case partners usage of the framework.

These roles are described below:

1 Admin: This is the role for the system administrator. Users with this role can do any possible
action in the framework. They are in charge configuring the SMESEC Framework,
deployl/install tools, integrate services provided by thpiadty tools, etc.
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J) SMESEC

T Security Anal yst: Thi s rol e i s i ntended f o
permissions to see the output of the security tools iedud SMESEC. Also, the security
analystcanconfigure some settings of the tools.

9 Auditor: The auditor is a role thought for internal or external audits. The users with this role
can see the configuration of the SMESEC Framework and its tools, but ¢hegtazlowed to
modify anything.

1 Reporter: Users with this role can see and download the reports produced by the framework.

9 User: This role does not offer any permissions to see security related information of the
SMESEC framework, but to access the ftrajnplatform of SMESEC and track their
advances.

Although these roles come with the initial SMESEC installation, the system administrator can create
new roles with custom permissions in the Keycloak console. We will provide more information about
this fundionality in the next deliverable of the SMESEC Framework.

4.1.2 Concept view

The main design concerns addressed indbigept vieware

1 How to design a Framework that orchestrates all SMESEC partner tools
1 How to design a Framework that answers the varisescase requirements

In D3.1 we suggested a concept view with all tools revolving around and extendStEXL We

have revised this to all tools revolving around an SDis was done because we understand that
event management (SIEM) is not at the heathe SMEs concerns and that automatic response and
operations are more importafurther,The Frameworkfunctionalities can be divided intbreemain
categories: threat defenaecurity managemenand orchestratiorConceptually it is advised to kee

those in independent components so that management is always monitoring the threat defence
componentsThis isvisually depicted irFigure9.

In the coming sections we will develop this concept into the appropriate design views
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Orchestrate

Manage Assess

Software Endpoint Compliance XL-SIEM 2, Requirement Risk
hardening protection testing training analysis assessment

Figure 9: Concept view

4.1.3 Pattern use view

In D3.1 we describe the design pattern we choose. This design pattern is based on the PAC software
architecture patterf20]. The main reasons for choosing this pattern are the modularity of deployment
and development concerns, and the confidentiality concerns. More on the design rationale can be
found in sectiort.3.

4.1.4 Composition view

In D3.1 we have described the composition view Hddress concerns related to the composition and
modular assembly of the syste@iven the new requirements identified above we have enhanced this
view. Figure1l0andTablel show the component diagram and components description of our system.

In additionto the diagram described in D3.1 we adauthentication and authorization mechanism is
connected to all components and actor in order to assure role meamdgd enable decentralized
deployment of theomponents
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SMESEC top layer

SMESEC meta-
integration layer

SMESEC
integration layer

SMESEC
tools l-’l)‘ﬁ

Table 1 summarizes the packages and components description of our systtailed description

Monitor & Protect

External APl «— Security Operation Center
frm—p

Y
Vulnerabili
Discovery &

Security Management

Security

Configuration

Security
Assessment

Patch

SMESEC partner tools

- .

canbe found in D3.115]

Figure 10: High-level composition view

Table 1: Composition view component summary

Authentication and authorization

Package Component Description
SOC Presentation User interface responsible to answer the ug
experience concerns. Present all tools interfa
and Framework interface. Provide exter
interaction.
Reasoning Orchestration of meta layers resultproviding
monitoring and response orchestration
History Gathering request history and status of requs
and caching the results history
ThreatDefence | Presentation Interaction with the Security Operatior@entre

package

Reasoning Provi di n g rchestmationiot Monitor and
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Package

Component

Description

Protect, Vulnerability Discovery and Patq
Vulnerability Discovery and Patch, Moving Targ
and User Training integration layers results

History

Cachingthe results histonand obfuscating data
required

Security
Management

Presentation

Interaction with the Security Operatior@entre
package

Reasoning Provi di ng MfrohastraiaefnSeaqurity
Assessment and Security Configuration lay
results

History Cachingthe results historand obfuscating data

required

Monitor and
Protect

Presentation

Interaction with the Thre&efencepackage

Reasoning API to tools
History Caching the results historgnd obfuscating data
required
Vulnerability Presentation Interactionwith the ThreaDefencepackage
Discovery an
Patch Reasoning API to tools
History Caching the results historgnd obfuscating data

required

Moving Target

Presentation

Interactionwith the ThreaDefencepackage

Reasoning

API to tools

History

Caching the results historgnd obfuscating data
required

User Training

Presentation

Interaction with the Thre&efencepackage

Reasoning

API to tools

History

Caching the results historgnd obfuscating data
required

Security
Assessmet

Presentation

Interaction with the Security Management packa

Reasoning

API to tools
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J) SMESEC

Package Component Description
History Caching the results histognd obfuscating data
required
Security Presentation Interaction with the Security Management packa|
Configuration
Reasomg API to tools
History Caching the results histognd obfuscating data
required
Authentication Provide authentication of all SMESEC user, &
and authorization per user roles. This compon
Authorization interfaces with all component of the SMES
Framework and tools

4.1.5 Interface view

Detailed interface description tables of internal package interface and internal interface to SMESEC
partner tools islescribed in D3.1We here bring an updated UML component diagiraffigurell.
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Figure 11: UML component diagram

Interaction view

In this view wepresent several sequence diagrams depicting the most common interactions between
the SMESEC component3his will aid in better defining of the strategidor interaction among

entities.

l [Sﬁ urity .\\srsmrm]

SOC SOrRy
Management
! assesmentrequest ¢ — .
n SME security re: e request
A SME security req

assesment of security M

recomandation reporn
raairinp gt ity sud

'

assesment of security M

ALL tooks and I | [r-st CYSEC ]
packages

system indo request _

system indo tepan U .
. oymemintorepon | ;

assesment request
SME secunty req and system info
[esievveicsrrcsevessedvsrssnnrsenansannren

assesment of secunty level
recomandation report

Figure 12: Security assessment
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Figure12 presents the security assessmesg caseThe requestrom the user is sent to thep level
(SOC)and propagatewm the Secuty Assessment layenext it is sent to thall tools and packages.
The information is collected back andsent to CYSEC tool for assessment. The assessment is
propagated back the various layers with the proper data filtering. The SOC presents thenasses
and recommendations to the user

SOK Security Security ALL tools and ‘
. Management Configuration packages

[[] configuration update

configuration update

tool configuration request

status of tools config

status of tools config

Figure 13: Configuration update

Figure13 depicts a configuration updatise casevhere the request is propagated frB@Cthrough
Security Management arecurity Configuration The Security Configuration holds the information
required to send to allools and packagemstalled and search for outdatednfiguration. The
configuration report than propagates back to the top layer.

‘ SOC ! 1 Theeat Defere | Meontior & Protect ‘ FORTH LWIS D Gravityzone CITRIX NetSoake |
: ; ' T ' On device
D secutity evont desecing L GWCHTly IVEIK delected | o 5
g MUty Event Seliciod [ @ ] agents
] le.

vent detectod I l On device

- ed securty even
‘ seciely event detech M’—‘le-( I* l siis
) s
srourty et deteciex o .
Y m lly et detected ‘"' i1y Ovont Getcted T ———————r-t - | On device
[ agents

' .

J

Figure 14: Security event detected

The monitoring use case is depictedRigure1l4 Agent s i nst al | epgbrt éventstoh e S ME
various tools likeFORTH EWIS, BD GravityZone and CITRIXletScalerin reattime. The everd

are propagated upwards through Monitor & Protect and ThisfencecomponentsThe threat and

defence decides if to propagate to SOC based on monitoring orchestration, and SOC decides how to
present to usease actor based on orchestration with security managamemisers maturity level.
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SOC \ Threat Defense Moving Target ‘ IBM AntiROP

(] randomize SW system |

benoe

randomize SW system

randomize SW system

randomization status
rand. unique SW copies

randomization status

TSR o el rand. unique SW copies
randomization status J

rand. unique SW copies

-

Figure 15: Software system randomization request

The randomization use case is depicted Figure 15. The userrequestsa software system
randomization reque$tom SecurityOperations CentreThis is themropagatedo theMoving Target
componentsand to IBM AntiROP tool. The tool prodes randomized copies and outpua

randomization status that propagates back to the SOC.

[ User Training ] [ Training tools J

traun users ’ .
train users '

».

tram users

-

training status

training status
[€aceee R cnea-- 4

N

wmmee]

Figure 16: Users training

The user trainingise casés depicted inFigure 16. The request corsdrom the SOGs sent toUser
Trainingandto the training tools. The training todtstiates atraining modulegor the employees and
notify them that newraining modules are availabl€he training status periodicallysent back to the
SOC.
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i MOftmare ver e

Figure 17: Vulnerability assessment and patch

The vulnerabilityassessmeraind patchuse casés mostly handled by the Thre@efencecomponent,

as depicted ifFigure 17. Thetesting toolswill receive the test request and will perform the required
vulnerability and compliance testingihe output ofliscovered vulnerabilities and the testing insights

is sent propadad back to user, while the data generated along the testing process is |IBint to
AngelEye tool that is responsible for virtual patchés.virtual patch is createdBitdefender
GravityZoneidentifies andoutdated and vulnerable software and even patdwoiime scenarios. The
request for this operation will be propagated through the Monitor and Protect component and the
output will be a list of old software found. Finally, the results from all these tools will reach back the
XL-SIEM at the SOC.

4.1.7 Deploymentview

The main design concerns in this view are cloud readiness and cloud deployment. Cloud deployment
was identified as one of the possible measures
A survey of cloud readiness of SMESEC partner tools waserted in D2L [3]. SMESEC partner

tools we not fully ready for cloud deploymentand further development has been done since
SMESEC Framework wilkupport orpremise andcloud deployment.

The SMESEC Framework offers diffent services supporting both-aservice and opremises
solutions. This way, the deployment strategy of the SMESEC Framework musiibe with the

needs and characteristics of the expected functionality for the tools that compose the framework and
the framework itselfln Figure18 we describe our initial deployment plans that answer the concern of
enabling future hybrid cloud deployment.
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Figure 18: Deploymentdiagram

The first step to laying théoundation for cloud deployment is to set up arthantication and
authorization infrastructurapplicable to all tools and components of the solution. This is done by
integrating KeyCloa17] Identity Management and Accebtanagemeninto the Framework and
managing roles and access to components and tools through KeyCloak only.

The SMESEC Framework ideployed in aSMESECnode, initially with all tools working as-
service. It is offered in the cloutb allow high resourcdlexibility. Note that the confidentiality
requirement of SMEs might differ from one SME to another, and some might be more conservative
about running SMESEC on public cloutherefore, our current instance is private for the consortium
and will use the reds and requirements of the use cases for better identify the deployment. options
Thiswill allow us to work better in scalability of the framework, which is a very important element for
the project and the business opportunities bearing in mind the tiepacid technical requirements of

the tools of SMESEC and the need for reducing the cost as much as possible.

Next, we address theonline monitoring tools of the SMESEC solution. These tools require

depl oyment of agents at stetheag®@MEG&s clah ibref rdaeptl nye
mobile, or 10T devices. All agents send information to a centralized analysis that analyzes information

and forwards alerts to the SMESEC Framework. SMESEC currently offers four analysis components:
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XL-SIEM, GravityZone NetScaley andEWIS. Each one of these tools is currently deployed at the

tool provider premise, and is available for depl
cloud. All these tools are providing next to real time monitoring, laad scalability can become a
bottleneck with the current deployment, therefor we plagdefoy those tools on a public cloud where

high flexibility is provided.

The non-monitoringtools are deployed either on a public cloud or on the tool owner prelide.

tools are deployed on IBM CloudHNW and EGM are deployed on the tecdwner premisesand

the user training is deployed on UoP servers

4.2 User nterface

Usability is a key requirememtf the SMESEC FrameworlBeing aimed to organizations and users

ranging from no expertise on cybersecurity to high, it is important that the usage and understanding of

the framework is as high as possilllee SMESEC Framework design offers a unified interface for all

tools included in the SMESEC Framewoillhe user riterface (Ul) supports the unification, while

of fering the needed simplicity, with a tool Il au
information andisplayof events This section describes the targeted psesona, gives an overview

of theprovidedUI functions, specifies the navigation, and describes the details of the Ul views.

4.2.1 Personas

To design the proper user experience (Ua)d identify the target personas of the SMESEC
Frameworkwe have conducted interviews with the «esse partnersybersecurity responsible in the

SME. The Ul has been designed for usedyyersona in the SMEAccording to the so far collected

survey data and by following the SMESEC fast rarmppgrecommendations for cybersecurity capability
improvement in the SME, wean expect that in each ender SME there will be a person appointed

for handling cybersecurity in the SMEo summarize our interview andescribe in a specific way

how to use the framewor k we def irespodsibiity Tabkedr cal |
specifieshis characteristics, expertise, dtcis to be noted that personas are not identical to the user

roles identified above, as user roles represent privileges and responsibilities of a person at a given
time, whle personas present catechistic, goals, desires, and expectations of §2idrson

Table 1: Persona fANicolas, the cybersecurity respons
Attributes Values
Name Nicolas

Responsibity Cybersecurity responsible in the SME

Characteristics | Curious about cybersecurity, while being afraid that it might be
complicated. Appointed by the SME management to handle the ufp
cybersecurity in the SME. Cybersecurity is a dioj@ic and ot the sole work
priority for the person.

Background Marginal knowledge of cybersecurity, which is improving through the us
the SMESECFramework Firsttime and repeated occasional user of
SMESEC framework without preparatory training.
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Tasks Expected to assess threat, vulnerability, and protection status; decide abg
set cybersecurity control s; i nvo
management.

Expectations Guidance with support of the personal learning of cybersecurity and h

address cybersecurity with the SMESEC framework. Minimal effort to ok
and maintain overview and awareness of cybersecurity in the SME 3§
report about it.

Additional userghat have other responsibilitiase of relevance in the extended SMESEC é&anrk
use. Their enablement is the concern ofdhgoingversion of the SMESEC framework. Therrent
version presented here covers only the intédponsibility(employee of the SME with minimum
knowledge of cybersecurity) but will be extended to supmore roles, identified with the following
users:

1 Martin, the cybersecurity expert and consultant offering personalized help and advice for
SMEs.

1 Jose, the cybersecurity reference person and community manager interacting with stakeholders
and advancingybersecurity for SME in Europe.

1 Christos, the cybersecurity external auditor responsible to verify that the SME is compliant
with regulations.

4.2.2 Functions

The SMESEC framework Ul offers a comprehensive overview of tools and access to the functionality
and information they offer. The following table offers an overview of the functions offered by the
SMESEC framework Ul, including the targeted benefits and key design decisions for the
implementation.

Table 2: Overview of User Interface(Ul) functions, including motivating benefits and implementation approach.

Responsibility | Functions Targeted Benefits Implementation
Cybersecurity | FWUI-UCO1.: Allow access to all SMESEC KeyRockbased
responsible in | Single sigron protected information and tools | authentication and
the SME with one effort. authorization.
Cybersecurity | FWUI-UCO02: Minimize cybersecurity 1-page tool information
responsible in | Integrated knowledge required to use visualization and
the SME display of SMESEC. launcher with
information Flexibility for consortium to add | hierarchical
about addressed| gnd remove SMESEC tools. categorization of tools.
cybersecurity
themes and
available tools
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Responsibility | Functions Targeted Benefits Implementation
Cybersecurity | FWUI-UCO03: Awareness of current threats an¢ Frame offering dynamic
responsible in | Display protection status. visualization rendered b
the SME cybersecurity The SMESEC tools report the | SMESEC tools.
KPland alarms | fgllowing information: eatime
for the SME security  detected event

discovered SW vulnerabilitieg
vulnerable SW versions detecte
user training statysrandomized
unique copies of a SW,
assessment of security leye
security recommendations and
status of tool configuratian

The SMESEC tools issue th
following alarms to: discover
vul ner abi |l i t,irans
SME employees ceate new
unique copies of a SWassess of
security Eevel Input system

information and security
requirements and ydate tool
configurations
Cybersecurity | FWUI-UCO04: Support exploradn of tools. Integrated tool display
responsible in | Switch between | sypport visual inspection and | With header indicating
the SME tools fast and correlation of |chosentool tooldisplay|
easily. outputs. and accordion with

compact tool launcher.

The Ul of the SMESEC framework can be used withhaaviser and offersisualandtextual interface

and allows display of dynamic teotndered information with an iFrar@sed approaclirefox v63

and Chrome v70 on Windows 10 and Safari v12 MacOS High Sierra planned for acceptance tests.
This allows integation of the SMESEC Framework tools and integration of sedatitthe SMESEC
Framework.

The Ul canwill be accessibleby signing in on the SMESEC homepdd8], and used as a public
cloud service offered by the SMESEC catison. The Ul may also be deployed-premise and used
in conjunction with locally deployed tools.

4.2.3 Navigation

To minimize the complexity of the SMESEC framework use, the Ul offers a simple navigation
approach based on two paradigms: a)-page overview wdw allowing to access functionality
through vertical navigation and information through horizontal navigation, and b) detailsdraéh

tool view with an accordion allowing to switch between the tools and return to the overview view. The
following figure shows the screens and navigation pathways.
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SMESEC Framework

j tmpsee
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Figure 19: SMESEC Ul navigation with one-pagetool and information access (left) and detailed tool view with
accordion for fast switching between the tools (right).

Users who visit théramework, will get on the main page a guegge overview of the options available

to them (1). All applications are grouped into the SMESEC sections and subareas to provide structure
for user guidance and fast access to a desired cybersecurity topiti¢cbrSMESEC offers tools (3).

If the userhas little experience in the field of cybersecurity, the Ul offers support through the
structured content and short text information. In addition, the images give the user a rough feel for the
subject areas. If theser does not yet know which topics are of interest or reteyéie can browse
through them by scrolling through page (2). As a benefit, even inexperienced users can quickly gain an
understanding of the individual functionalities.

If the user has foundhé right application, it will be opened in the same tab in a sdiiag mode, in

the tool view (4). For the design of the Ul, it was important that after the user has decided on an
application, the entire focus is on the application. The other appiisatre hidden but remain
accessible via an accordion menu (5). Through that menu, the user can quickly switch between
applications or return to the main page.
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As soon as the user has started to use applications, a dashboard is displayed on the @garThage
dashboard gives the user a quick overview of the status, alarms, and information of the applications he

is using.

4.2.4 View: OnePage Overview

The onepage overview offers an introduction with quiakks allowing to understand the scope of the
page,a section with hierarchical structuring and explanation of the SMESEC framework, and a

dashboard with SMESEC tool KPIs and alerts.

The following table specifies the sections. The ensuing figures show the visual appearance.
Table 3: Elements of the OnePage Overview Ul.

View Section Targeted Benefits Implementation
FWUI-PO1: | FWUI- The human endser gets a orattempt HTML with in-page
OnePage | P01.1: overview of the SMESEC tool categories | links.
Overview | Quick-Links | without the need to interact with the UI.

The human endser can navigate to the tog

category with a single click.
FWUI-PO1: | FWUI- The human endser gets introduced into th¢ HTML with cross
OnePage | P01.2:Tool | topic of cybersecurity through the categori¢ page links.
Overview | Launcher grouping ofSMESEC tools into sections an

subareas that offer short explanations.

The human endser can launch a tool with

full understanding
FWUI-PO1: | FWUI- The human endser is avare of the threat | iFrame integration of
OnePage | P0O1.3: exposure and protection offered by the tool-rendered HTML
Overview | Dashboard SMESEC tools. views.

The human endser can launch a SMESC

tool by clicking on the KPI or alert shown b

that tool.
FWUI-PO1: | FWUI- The human endser knows he is using the | HTML always shown
OnePage | PO14: SMESEC framework. on top of screen.
Overview | Header Bar | The human endser is alerted by an icon of

updates and alerts to be checked in one of

tools.
FWUI-PO1: | FWUI- Thehuman endiser knows that the SMSE( HTML with logo and
OnePage | P01.5: Footel framework is delivered by trustworthy disclaimers at the
Overview parties. bottom of the page.
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Figure 20: Top-view of the onepage overview, showing the quickinks, dashboard, and feader bar sections.
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Threat Defense

Monitor and Protect
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Figure 21: SMESEC tool launcher introducing the human enduser into the cybersecurity topics.
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L

4.2.5 View: Tool View

The toolview puts a launcheBMESEC tool fullscreen into the centre with an attempt to distract the
user minimally. The tool view allows interaction with the SMESEC tool as if the tool would be used

Consortium Members

CITRIX nu Qs GRII

Figure 22: Footer for trust-building.

standalone, while offering framework benefits. The framework benefits are brandingstduilding
and rapid switching between framework tools.

The following table specifies the sections. The ensuing figures show the visual appearance.

Table 4: Elements of the Tool View Ul.

View Section Targeted Benefits Implem entation
FWUI-P02: | FWUI-P02.1: The human endser uses the launched iFrame integration
Tool View | Tool Ul SMESEC tool without distracting cluttering| of tool frontend.
FWUI-P02: | FWUI-P014: The human endser knows he is using the | HTML always
Tool View | Header Bar SMESEC framework. shown on top of

The human endser is alerted by an icon off Screen.

updates and alerts to be checked in one of

tools.
FWUI-P02: | FWUI-P02.2: The human endser switches between the | Canvas toggled by
Tool View | Launcher SMESEC tools vihout being required to clicking the

Accordion leave the tool view. accordion in the

The human endser knows which SMESEQ
tools have updates or alerts to be checked

header bar.
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T

|} SMESEC

Figure 23: Tool view with header bar andtool Ul. An orange number besides the accordion indicates the number of
updates and alerts to be reviewed by the human endgser.

Figure 24: Tool view with opened launcher accordion for switching between the tooléin orange number besides the
tool indicates the number of updates and alerts to be reviewed by the human ender.

4.2.6 Discussion

The SME user interface and interaction view aims at fulfilling the SMESEC principle® dif

yourself keep the investment smadindkeep it anple, while offering GUHevel integration of the
SMESEC framework tools. To support human-esdrs with minimal cybersecurity and framework
knowledge, the Ul offers that guidance. At the same time, it does not hinder experienced users. The Ul
also offes awareness and guides attention through a dashboard and cues about important tool content
updates.
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The Ul has been validated in the discussions with the SMES&®@ework and SME use case
partners. Further validation, including -eite human endser usality tests are planned as part of
task T4.5 during months 124 and will be reported in the deliverable D4.2, D4.4, D4.6, D4.8, and
D4.9. The thereby acquired feedback and lestearsed will be used for updating the Ul in the task
T3.4 during months 236 with the final specification being reported in the deliverable D3.7.

4.3 Design rationale

We have described the design rationale in D3.1. We would like to elaborate on this by adding the
following points:

1

The cyber security domain is growing vdast; thusthe designed system must allow easy
evolution of new tools. The separation of components in our ddsiges well defined
boundaries and a standard API that maintains high deployment independence between
components. In our view this will enable easy edtbility of the framework into new
domains.

The designed system must allow cloud deployment while maintaining confidentiality and
privacy. This implies that proper data segregation, governance and obfuscation mechanism are
required.We believe that the dsen pattern allows adding data governance and obfuscation
measure wherever necessary

The design must allow load scalability for parts of the system, where new components can be
flexibly instantiated or terminated.his can create an imbalance betweenrdatime and

offline components, where one would like to run more instances of thétmeatomponents

while keeping the offline as is. We believe that the chosen patter allows this with minimal
overhead.

The design must allow muitenancy while preseivg security, privacy, and access
management of tenants.

The design must allow modular deployment and development of existing and future tools.

In addition, we identified two major use cases for SMESEC Framework: security management and
threatdefence This imposed on the design a clear separation of the packages serving those use cases,
and a design that supports security management full control of the variousigiezetecomponents.
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5 Integration of SMESEC tools into the
proposed design

5.1 Description of SMESECtools

We have described the SMESEC partner tools in D3.1. To summarize, the tool set cab be divided into
two main categories: real time monitoring and offline discovery, assessment, and protection. The real
time monitoring tools cover the follang security domains: Erploint-protection, network security,
honeypot early warning, and event management. The offline discovery, assessment, and protection
cover: moving target, patching, and testing.

5.2 SMESEC tool extensions

During the projectthe SMESEC tools were enhanced by multiple innovations and extensions, meant
to strengthen the market position for each individual tool, raRE, and strengthen the SMESEC
Framework interconnection capabilities. These extensions are detailed in1BR.4rhis section
summarizes them.

The SMESEC toeproviding partners worked on two kinds of extensions: individual and
collaborative. The individual extensions improve each tool and the work on them was performed by
the tool owner. In the collaborativextensions, two or more partners worked together for
implementing information exchange and reasoning to provide improved security.

In Deliverable 2.1[2], a market analysis was performed, and several products extensions were
proposed. Most of the proposed extensions were implemented during the Task 3.2.

Atos worked on providing an overview of indicators about cybersecurity threats and attacks, with a
focus on indicators for small and medium enterpnisevorks andvorked on etending the SIEM to

the 1oT domain.

For collaborative extensions, Bitdefender worked on the integration of the GravityZone tool with Atos

XL-SIEM, while for individual extension, they improved the ransomware protection and added

support for detecting outtksd and vulnerable software.

Citrix added new security features such as DDoS, malware and bots detection. They also support more
complex security policies and deplaga-service.

EGM integrated in the SMESEC dashboard and added support for more tastsignioT testing.

FHNW added risk and audit management, data aggregation from multiple sources and custom
dashboards.

Forth incorporated SMHariented honeypots, integrated with the SIEM and the SMESEC dashboard
and worked on events correlation from nqlki sources.
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IBM extended their tools AMROP and AngelEye, while providing a platform for testing JavaScript

extensions.

5.1 Integrationplan

Figure 25 describes thdinal integrationplan of the SMESEC tools intche SMESEC Framework
design.The SMESIE and thetools are planed to be deployed on a cloud to enjoy the flexibility and
agility of deployment and developmem/here each tool comuunicates via APl to the SMESEC

Framework.
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Figure 25: Tool integration
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5.2 Modularintegration into the proposed design

5.2.1 Modular integration plans

The road to reachinthe above integratiopasses through a modular integration and development of

the SMESEC Framework. In the first steps of the project welojese:

1 The infrastructure of Authentication and Authorizationan essential step towards

decentralized cloud deployment.

1 The user interface modulean essential step towards communicating with SME users and

receiving feedback.

1 The security operation cerai the heart o SMESEC Framework where all innovation around

orchestration will take place.

1 A communication modulé the SMESEC Framework API to all tools.

These are the essential modules to provide a minimal viable prddMEY) that we will evaluate ith
SMESEC use&ase partners. We are developing these module with high degree of modularity in mind
that will allow us to reuse code and advance towardditia integration We are aware that the
current integration does not allow many of the -fiomctional requirements we identified, but

achieving the MVP is our top priority at this stage of the project.

5.2.2 Composition view of the integrated Framework

To support the different functionalities of the SMESEC Framework we are following a modular
approach thafacilitates the development and integration of SMESEC in new and existing systems.

Figure26 showsthe different moduleand their relations.
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Figure 26: Integrated Framework composition diagram

Following we describe each of the modules and their objectives:

1 Authentication module: This module handles all the authentication mechanisms present in
SMESEC. This module relies on open source project Keydbdk configured with different
roles for accessing the components present in SMESEC. Thesearelesready defined in
sectiond.1.10f the deliverable.

1 Presentation module: The presentation module contains different packages for showing
information from the dta that the solutions integrated in SMESEC provide. It uses different
elements for reporting and visualization such as dashboards, alerts, graphs, etc. At this moment,
this module allows the representation of the information provided by the tools offered
SMESEC and the data generated by the Security Operations Center.

9 Extended SOC module: This module contains the Security Operations Center and the data
sharing components. These components are in charge of store, analyaeraudrationof
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information The module can be extended with more components such as encryption, history
analysis, etc. The output of the module is sent to the presentation nféidaléy, this module

could allow for information sharing capabilities by allowing input from cyber#gadatabases

or entities and, that way, improved the result of the protection of SMESEC or provide extra
alarms or reports.

1 Communications module: This module contains the different APIs that are used by SMESEC
to communicate with cybersecurity solutiofisoth the ones extended and improved in
SMESEC and thirgbarty ones). The data of this module is exchanged with the intelligence one,
in order to make additional data analysis and perform extra functionalities. In this module we
provide two different APIs(1) the SMESEC Data API is used by the SMESEC tools to deliver
information to the Security Operations Cen{&).the SMESEC Toolbox API, provides an API
to third-party tools for integration in SMESEC. This toolbox API also provides a way to
integrate thehird-party tools dashboards, in case they exist, into the SMESEC framework.

9 Configuration module: This module contains the component that allows the user to change
some configurations of the different tools present in the framework. These configueatons
necessary for the integration of some tools (APl keys of some tools, URLs for on premise
installations, etc.) and can control also some specific behaviors of the tools and the framework.

9 Training and awareness module:This module contains both the ceas and material for
training and a platform for performing courses. This module can be extended with additional
elements (different tools or solutions for awareness and training) or even integrated in other
elements (for example we are using this modapproach to integrate the training and
awareness platform into the SMESEC hub).

5.2.3 Interface view of the integrated Framework

The communication in the SMESEC Framework covers two different elements: communication of the
tools of SMESEC with thextendedSOCand presentation modules and the exchange of data of the
SMESEC Framework with external tools or entities. These communications can be seerardhigh

in the following UML diagram ofFigure27.
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Figure 27: Integrated Framework interface diagram

Following we describe each of these communications atlaigh and then the direct connections.

The tools, both the ones of SMESEC and the external ones, communicate with the SMESEC
Communication module thugh different APIs. This information is used as the general input for the
SOC and uses the available APIs for all the tools. The SMESEC Tools communicate with the
SMESEC Data API for exchanging data that will be send to the SOC. Additionally, this cormponen
interacts directly with the SMESEC todpecific dashboards for showing the output of their
functionalities. The Thirgbarty Tools communicate with the SMESEC Toolbox API, which is the
connection for external tools. This API communicates with the SMES3&& API for data that could

be used for the SOC (as the external tools could provide new functionalities or be used instead of the
existing ones of SMESEC) and the Thpdrty dashboards for showing their direct output.

The SMESEC Communication modulensmunicates with the SMESHExtended SOG@nodule and

the SMESEC Ul Module. Regarding the first one it provides the information of the tools to the SOC
for use and information sharing through the data exchange module. Additionally, as commented
before, the BIESEC Toolbox APl communicates with the SMESEC Ul Module for showing the
output of the functionalities of the external tools.

Finally, the SMESEC Ul Module receives information of the previous modules in orgeggenthe
output of the functionalitiedeing this of the SMESEC tools, external tools or SOC.
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5.2.4 SMESECCommunicatiorAPI

This section descrilsghe current status of the creation of the API for external communications at the
higher level of the SMESEC Framework.

5.2.4.1 Alert object

The API allows tansformation of alert object¥he alerts follow thévialware Information Sharing
Platform (MISP) standard. MISP is an EU founded project aiming to draw near threat intelligence
information to any end user for freEhe retrieved object will be in alertrimat. All the fields that the
object has are explained Trable5 below.

Table 5: Model for alert object

Id Integer
title string
maxLength256
description string
maxLength256
recurrence integer
default:1
resolved_at string($datetime)
assigned_to string
maxLength:64
updated_by string
maxLength:64
resolved_by string
maxLength:64
related_item_id string
maxLength:32
related_item_type string
maxLength:32
address string
maxLength: 256
meta_type string
maxLength:32
type string
maxLength256
sub_type string
maxLength:32
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absolute_value number($float)
absolute_difference number($float)
score_value number($float)
severity integer
status integer
default:0
operaive_status integer
default:0
created_at string
readOnly:true
updated_at String
readOnly:true

In the next sessions there is the description of the available options to extract information from the
API. This is the current version up, runningldasted.

5242 GET

ALERTS
[GET/alertd i Retrieves one or more alerts.
1 Parameters: No parameters.
1 Responses (if code 200)
o Description Array containing alert objects.

o Content typejson/xml.
0 Links: No links

ALERTS (With alert ID)
[GET/alerts{alertID}] i Retrieves one alert.

1 Parameters:
o Integer Alert Id.
1 Responses (if code 200)
o Description Array containing alert objects.
o Content typejson/xml.
0 Links: No links

5243 POST

ALERTS
[POSTalertd i Stores one or more alert.

 Parameters:
o0 Object Alert.
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(0]

Content typejson/xml.

1 Responses (if code 201)

(0]

5244 PUT

Description Operation has been successful.

ALERTS (With alert ID)
[PUT/alerts{alertID}] i Replaces an alert.

 Parameters:
Integer: Alert Id.

(0]

1 Responses (if code 200)

(0]
(0]
(0]

Description Array containing alert objects.

Contert type json/xml.
Links: No links
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6 SMESEC Framework Functionalities

The SMESEC Framework aims to support SMEs in different ways:

1 Providing cybersecurity solutions for the protection of their business and employees

1 Increasing awareness of employees wahbrses, training tools and material

1 Analyze information of the cybersecurity ecosystem and inform via alarms and notifications to
SMEs about potential problems

All these functionalities are supported by either the tools of SMESEC, which have beateéxad
enhanced in the project to cover the identified needs of SMEs, or by the SMESEC Framework. The
SMESEC Framework, as presented in the previous sedtiasa modular architecture that allows the
different modules to provide specific functionaliti€allowing we present a higlevel description of

the functionalities provided by the SMESEC Framework and then a moileveldefinition with the
properties and characteristics of the tools of SMESEC.

6.1 SMESEC Frameworkecurity operations center

We stat by describing thdunctionalities made possible by the interconnection of the SMESEC tools
andthe security operations centre this Framework provitlesse are functionalities provided and are
beyond the coll ecti on o fdesdrilmedih thedfolldwingnsedtianonal i t i es

The main added valugf SMESEC Frameworis delivered by theecurity operations centre (SOC)
component that resides in the SMESEC Framework top layer. This component receives data from all
other components of the SMEC Framework and requests from the uistrface and orchestrates

the later to provide monitoring, forensics and respohsetionality beyond thefunctionalities
provided by each one of the SMESEC tools that can be accessed by the SMESEC Framework Ul.

To enable the above functionalities, structured data of the alerts provided by the various tools is
collected in the SOC component. The alerts provided follow Madvare Information Sharing
Platform (MISP) standard. MISP is an EU founded project aimindraw near threat intelligence
information to any end user for free. The core format for the transmission is a JSON file that will
allow the systems to communicate between each other. All the information regarding the data models
for the information exchage can be found ii.6].

Orchestrated monitoring functionality is provided by implementinlg based and machine learning

analysis formci dent detection wusing alertsd info. The
configurable rules that the user can edit, change and upload via Ul. We will provide a default rule
package and allow community development of this package in a public repository. Next, we will
develop machine learning algorithms that will consume these alaitsnplement anomaly detection

algorithms that will automatically detect new incidents that escaped thbasdel engine detection.
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This orchestrated monitoring will be able to detect kill chains and advanced petbisats (APT)n
the SMEGS system

Forensics functionality is provided by implementing a set of queries over the alerts database that relate
to an alerunderinvestigation. These queries are predefined, configurable per alert, and can be
executed from the Ul. Results of these queridshei presented in the Ul. Configuration of queries

will be available from the SMESEC Framework Ul. An example use case of the forensics
functionality is: a user chose an alert for investigation, a set of investigation queries are offered for the
user alog with configuration options, the user choses a query for execution, and the SMESEC
Framework returns the query result. An example configurable query is: Please provide all alerts for the
same alertype within last timewindow, while time window is configrable, and the default is one

day.

Response functionality is provided by implementing a set of configurable processes that provide a
response per alert. The responsedatned processes cover the following areas:

1 Security event notification and escadat i an automatic or serautomatic process for
notifying security admin of high risk alerts and automatic escalation of security configuration
of all SMESEC security tools.

1 Law enforcement involvemeiita semiautomatic process for notification of leemforcement
parties in adherence with incident response regulations

91 Public relations a semiautomatic process for public relations notification and mitigation of
damage to reputation with adherence to incident response regulations

1 Security device failrei an automatic or seraiutomatic process for notifying security admin
of failure of a security device

1 SMESEC tool provider involvementan automatic or sergiutomatic process for notifying
SMESEC tool provider of an escaped attacks, false aleffijure of their device.

Additionally, the framework provides other functionalities that are useful for other features different of
cybersecurity:

1 Generation of cybersecurity intelligence for data sharing: the Security Operations Center allows
the sharingof data (using anonymization and protection techniques) generated in the framework
after the analysis of the cybersecurity status. This allows informing users of the SMESEC
community of cybersecurity topics, last detected attacks and viruses, etc. themynimrmation
gathered from the different systems running SMESEC. The information can also be shared with
other entities such as CERTSs to help protecting systems (e.g. ransomwares)

1 Integration of external tools: SMESEC provides a API for integratiothicd-party tools in the
framework and take advantage of them, either as -stiomé functionalities, integrated in the SOC
for more complex functionalities or replacing one of the existing tools of the framework

We arealsoresearching solutions to foliving problems:

1 24x7 responsd an automatic response outside of security admin work hours. We have
identified the lack of constant monitoring (Béur, #days a week) of the SMEs system by a
security admin as an issue for SMEs. This issue arises frooothigination of scarce staffing
of the security admin role (if this role is staffed), and the requirement of constant availability
of the SMEs system. We are researching solutions for this issue in directions of rules for
automatic and configurable respengrocess. Also, machine learning will be considered to
solve this problem.
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9 Asset discovery and manageménan aut omatic t ool t hat di scov
system.

1 Vulnerability managei an automatic tool that scans for knownnerabilites int he S MEOG s
system.

All the functionalities described here are wamkprogress and we plan to continue working in
extending them and including new ones to support better the needs of SMEs. This will be evaluated
both with the use case of the partners ardagpen call of the project. It will allow us to create more
functionalities and increase the adoption of SMESEC in the market.

6.2 SMESEC toolspecific functionalities

The SMESEC tools provide a wide range of functionalities that are combined through &zeentra
offering andprovide the followingcapabilities.A detailed list of the functionalities can be found in
Table6 describing functionality, provider and accessibility from the dashboard.

Table 6: Tool functionalities accessible from dashboard

Tool Functionalities offered Dashboard | Functionality

ATOS Risk 1 Risk assessment from business profile { Yes Protection ang

Assesment Engine vulnerability scan reporting

IBM AngelEye 1 Check binaries or source coder possible| No Discover

vulnerabilities

EGM TaaS 1 Full test suites concerning security issues Yes Discover

IBM AntiROP 1 Shuffles a binary file to avoid ROP attacks No Protection ang
reporting

BitDefender Total 1 Quick scan: it scans only criticdVindows and| Yes Protection ang

Security Linux system locations. It does not remog reporting

malware, to do that you need to do a full scan

9 Full Scan: Checks the entire system.

9 Memory Scan: This checks the programs that
running in the virtual machine memory.

9 Network scan: This allows scaimg the network
drives only if the BitDefender agent is install
on the target virtual machine.

1 Custom scan: Allows the user to create a S
with their preferences

CITRIX NetScaler 1 Web Application Firewall Yes Monitoring
9 Secure Web Gatewa
9 VPN

ATOS XL-SIEM 1 Collects information about security events g Yes Monitoring

alarms in real time
1 Priorization, filtering and normalization of th
different data

FORTH EWIS 1 Honeypot system for early detection of attacky Yes Monitoring
FHNW CySec 1 Benchmark about product and SME matui Yes Training
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Tool

Functionalities offered Dashboard

Functionality

level following the SMESEC maturity modks
developed by University of Utrecht.

1 Identification of missing gaps and proposals
measures to improve security.

1 Awareness about cyber threats and referra
relevant training and tools.

1 Guidance for capability improvement, includif
schedulesetting, reminders, and user feedbac

management

Training platform

1 Training employees Yes

Train
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7 Conclusion s

We havedeveloped the unified architectureskd on the system design that we have proposed earlier

in ASMESEC

Sy st e 5] e gdfirpa the régDir@meht) collection methodology

documentation and updated the SMESEC requirements according to feedback wel gatifieereWe

have focused our effort arouniree areas: Further development of design views, integration of the
SMESEC tools into the SMESEC Framework, and designing the functionalities of the SMESEC
Framework beyond the collection of functionalities pded by the tools.

We have developedesign viewswith in depth information andiagrams anédded interaction and
deployment views. We have added new use cases to the context view and updated composition and
interface view accordingly. Further we updatde views to address new requirements of the
SMESEC framework like allowing forensics capability anehaervice deployment of the SMESEC

Framework.

We have described our vision fortegration of tools into SMESEC Framework ashescribed the

planned mdular integration. We explained why this modular integration is the best integration choice
and fastest path for creating a minimal viable product that will allow us to receive feedback from our
use case partners in the next phase of the project.

We have described the collection of functionalities of the SMESEC tools and defined the
Framewor k
orchestrated monitoring, forensics and automated response as the m@éamélites provided by this

funct. i

Framework.

onal i ties of t he SMESEC

beyond

Further we have developed the SMESEC user interface (Ul) to answer usability requirements by
multipleper sona of t he SMEOGs stieisccliwhiletkgepirgdhmindthattiiée de v e
use case persona if this fram@Ww is constantly evolving and acquiring more expertise in the field of

security.

This document will serve as basis i SMESEC Uni fi ed
Fr ame wo (DB.3), ard duttheet deyelepinent of design vieassd SMESEC
innovation directions will reside intieSMESEC Uni fi ed

SMESEC

SMESEC

Framework prototypedo (D3. 3).

Architecture and

Architecture anc
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Annex A: Requirements Elicitation Template
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SMESEC Co-funded by the Horizon 2020 Framewaork Programme of the European Union

Horizon 2020
Framework Programme of the European Union

ﬂl SMESEC

Protecting Small and Medium-
sized Enterprises digital
technology through an innovative cyber-
SECurity framework

SME Pilots Provider Information

Template

Abstract; The current document includes a description of the software to be used in the
pilot, the initial set of security threats and what characteristics/features need to be provided
by the SEMsec framewaork. Each Small and Medium-sized Enterprise should provide input for
the IT and OT infrastructure that they own and operate, along with the human factor risks
that can be applied to their Infrastructure,
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SMESEC

Co-funded by the Horizon 2020 Framework Programme of the European Union
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SMESEC Co-funded by the Horizon 2020 Framework Programme of the European Union

1 Introduction

Please provide a description of the SME system that you own and operate (text, pictures,
graophs, network diagrams etc), Please create the appropriate subsections and discuss in
detail the hardware, software used in your infrastructure. Finally, please provide an
architecture description of your system and how different components of your architectures
are interconnected,

2 List of requirements
Please provide the requirements and answers to the questions below,

Note: This is NOT an exhaustive list of requirements/questions and you are more than
welcome to provide as many requirements/needs/characteristics of your infrastructure os
possible. That will help the writing and the processing of the data in the D2..x deliverables.

2.1  What must be protected

2.1.1 List all the systems that have to be protected
Network elements, systems, application/datobase servers, dotabases etc

2.1.2 Classification of criticalness
Based on any risk assessment of each system provide a ciassification based on criticalness

2.2 Potential attackers/threats applicable to your SME

2.2.1 Potential internal threats
Please describe the potential internal threats that are applicable to your SME taking into
account your OT network architecture and functionality.

2.2.2 Potential external threats

Please describe the potential external threats thot ore applicable to your SME system both
Including cyberattacks and physicol attacks torgeting all the products services of the SME.
Additlonally, which of those are connected to the IT network need to discussed here.

2.2.3 Threats and vulnerabilities due to human factor{end-users)
Describe how can end users pose a threat to the SME system. Provide a number of scenarios
if possible.
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