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Executive Summary

This reportprovides an overview dhe statusof taskT3.5 fimplementation of SMESEC SME end user
training and security awareness pla7-M36). It implemens the security awareness plan that was road
mapped in task T2.4 and described ililzerable2.3.

The task is taking into account collected feedback from SME arsgrs and following thé®2.3
roadmap structure implemestappropriate aans that includethe recording of SME and public
authoritie® enduser personnel views on security issues @neddevelopnent of training sessions,
workshops and appropriate certification actiofisis report overviews the preliminarywork to
develop tod to interact witithe SMEs such athe dedicatedjuestionnaires anthe Cyber Security
Coaching tool (e.g. CYSEC toolfhe SMESEC consortium has alreadsited tointeract withsome

SMEs at various events and initiated many contacts with European and National SMEs associations.
Such associations are now waiting for SMESEC to preberfirst iteration of the projecsolution

Many interactions with SMEs through -ine communicationwebinars and workshops aaready
plannedfor the 29 period.

The raining platform wasuccessfullydevelopedand some initiamaterials and coursegereadded
We plan to organisatraining sessioat thebeginning 2 projectperiod.

The nitial feedback fromthe SMEs about theunderstanding of cybersecurity items was provided in
the 1% period but the more we interactvith them, themore we expect getting moretailsin the
second period.
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J) SMESEC

1 Introduction of the T3.5 task activity

This reportprovides an overview dhe status of task T3.8mplementation of SMESEC SME end user
training and security awareness plafM7-M36). It implemens the security awareness plan that was road
mapped in task T2.4 and described in D2.3.

The task taks into accountthe collected feedback from SME emsers and following thé2.3
roadmap structure implemestappropriate actions that includee recording of SME and public
authorities endliser personnel views on security issues Hradevelopnent of training sessions,
workshops and appropriate certification actions. The training and awareness phase that is consolidated
in this task will be realized in various stages within the project lifecycle, aiming to collect appropriate
feedback from the define/pratémonitor actions. For this reason, two repavih be provided:one
preliminary reporfthis on@ anda final one where after collecting data from the validation phase (in
WP4 andWP5) a new recommendation phase will toiggered withthe implementatiorof more

accurate training and security awareness actions.

Cybersecurity has become a problem for many small and medagth companies (SMES). Despite a
continuedrisein cyber threats and digital connectivity that allows threats to propagate, SMEsieontin
to protect themselves insufficiently. For that reason, SMESEC aims at improving the awaf¢ness
cybersecurity problem, knowledge of good practices, andhgtigutionalsation of tailored, effective
capabilitiesin SMEs. This aim applies to the whole company as well as to the individual employees
who are the users of cybersecutiigls

In the context of cybersecurity foan S ME , a fAsecurity awareness pl
interpretations, both for the entiyeveloping the awareness and the scope of the plan. Security
awareness may be the awareness of the SME about cyber threats matched with capabilities for
addressing thegbreats Security awareness may al so be the a
cybersecurity threats andtv the employees should behave to avoid or mitigate problems. The plan

may be enactedrom the perspective of the entity benefitting frahe cybersecurityactions For

example, theplanmay be a stepvise process of discovering afthreats and building the capabilities

of addressing théhreats Theplan may alsabe enactedrom the perspective aghe SMESEC project.

The plan may involve dissemination actions raising awareness in the targeted industries and the
release, validatigrevolution, and exploitation of the SMESEC framework that helps Europeass SME

to buildup cybersecurity capabilities.

1.1 The overall approach

Accordingto the task description and duties to increase awareness to SMEs and previdiated
training we haveplamedthe following tasks in a-phaseapproach:

a) Develop tools for interacting with SMEs the main tool is a Cyber Coaching (CYSEC) tool
(see2.2) but othertools were also developed suchself i assessment questionnaire and
feedbaclquestionnaire¢see 3.3.1).

b) Organise the SMEs feedbacksThis is done through

1 Ontline interactios through questionnaires and webinars
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J) SMESEC

1 F2F meetings at kegvens (eg loT world Congress 2018, ICT 2018 Vienna, Crete
Workshop)
1 Direct interviews by phone or F2#th selected SME people;
We will also plan interaction with Public authorities as part of the feedback process
c) Development of training materials and the organisation of training sessions we haveput
in place a training platform arfthvestaredto popuate itwith specific materialWe will also
explore interactions with other security related training platform
d) Organise a certification programme: we will developa plan per training and we will study
the feasibility of aroverall certification programmier cybersecurity for SMEs

The overall activities over thgroject implementation periothn be described as follow:

Development and trials | Implementation and refinements

L l >0 & L}

C:YSK: - v " - >

QuestionajreJ; ' A A A /\ A
Self-Assessment AN ! /\ /N — '
Online Survey | Alphatesters Betatesters BJ Users 1
! Internal feedbacks * FR& CH ‘
SVI E | 1 .
feedbacks > | <> _ | <>

Online survey * F2F Barcelon | We%nars/ F2F $ ﬁnars/ F2F N I
Training ' I blic authority -

sessions I— -"q'::}.'u’:"", H .t . - | — T 1 oxuw
L '—_fvl [ - = ’ TRANING ; 7 'RMN_N_{; ; 7
- | — - —
Basic | svEsC . Bxd A" .
MooC , trainings T | T MooCj 1‘ tools > |
: |

I
Certification | ! R — DevelOP programme —>» .
| WSQete ! b :
i | - l
worskhops » ' » .
M12 M18 M36

Figure 1: simplified overview of T3.3 activities

The awareness programme activity is aligned with actaganised in the dismination planTo
reach the SMEsve will combine 3 fores of SMEs contacts overa3es,as described in the D6.2:

a) Overall SMEsreached through F2meetingsand theEuropean and National Associations
(see chaptes). Individual SMEswill be contactedhrough such associatigns

b) SMEs using technologidsiown by SMESEC partners and where partners experience can be
useful. Forinstance]oT is already anajor technology fieldmpacting SMEs in a broad range
of domairs. We areapproaching dT-related SMEs at major loTevents(e.g. loT World
Congress or Smart Cities ( &gp://www.smartcityexpo.con:

c) SMEs already involved ithe cybersecurity domaiand acting as multipliers. SMEs selling
cybersecurityservices are already in contact withh e i r icust pthesefore O . We
looking at cybersecurity key events. For instanoehe first period wehave beerpresent at
ETSI security weekMore actionsare described in &liverable6.2
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Intensive
technology
... consumers

) Other
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Smart
Grid
Smart
city

7 Ol loT

Figure 2: 3 axis SMEs contact forces described in dissemination pldb6.2)

1.2 Relation tootherproject work

The task implemestthe security awareness plamthivas road mapped in WR2ask T2.4.

A final reportpreparedafter collecting data from thealidation phase (in WP4 and ®jll close the
work.

The task is synchronised with WHA particular on dissemination and standardisagictionsasthey
foreseestepsto reach SMEs directly or indirect{g.g.through SDOS)

1.3 Structure of thelocument

In Chapterl, we present the overall approaohthe task 6 raising thecyber security awareness
SMEsandthe linked training actions First, we present some tools to interact witle SMES such as
the Cyber security coach described in Chapter Ztiapter 3 we report on how we reable SMEs
and how wehavealreadymetsome of thenthrough meetings and national association&Hapter 4
we present the SMESEC training platformdich areready to welcome moraining coursedn the
coming weeks anavhich will be usedater onto help SMEsduring the second period=inally, in
section 5 we providéhe initial feedbackfrom someSMEs about theircybersecurity understanding
taken from thenalysis otheinitial response$o the SMESEQuestionnaires
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2 Implementing the roadmap (D2.3)

2.1 Remindingof the D2.3 roadmapawareness and training plan

D2.3 has proposed the following milestones for the SMESEC awareness and validation plan:
Table 1: Milestones forthe SMESEC awareness andalidation plan (D2.3)

Milestone Timing | Elaboration

Cyber threat | Year 1 | During this phase, SMESEC disseminati@sraisel awareness of cyber
awareness threats for SMEs. At the same time, the SMESEC bvaagkstablished
with the values of trust in SMESE@spect for the expertise of the
SMESEC consortium, and simplicity of the SMESEC framework.

Interest in Year 2 | During this phase, SMESEC dissemination will communicate results ¢
SMESEC SMESEC project and endorsements of SME that were using tlsedis.re
SMEs will get the opportunity to register in the SMESEC community a|
apply for the open call.

Adoption of | Year 3 | During this phase, SMESEC dissemination will communicate results @
SMESEC SMESEC validation to encourage adoption of the SME8&@ework.
More SMEs will register in the SMESEC community and enable broag
adoption of the framework.

2.2 The status of the CYSEC tool

2.2.1 CYSECconcept andool

CYSEC is a tool developed by FHNW for helping 8/ dE employee responsible for cybersecurity to
leam about cybersecurity and develoapabilities for the SME in the capability areas described in
D2.3

- Fast rampup: user training, access control and audit, patch management, malware scans, and
code inspection.

- Capabilitybuilding: absorption networks, wedrk controls, intrusion prevention, credential
management, second opinion defence, security engineering, application change management,
compliance audits, and standards compliance.

The use of the CYSEC tools allows the SME to cut the cost of adoptingseghéty thanks to the
support ofthe simple dait-yourself cybersecurity assessment and improvement. CYSEC dthege
expensive consultatatriven process improvement approach thatwisll established for large
companies to selfeliant, inexpensive cylbgecurity assessment and improvement thailgo
sustainable for cybersecurity vendors because a large number of SMEs can benefit from it.

The overview of features aritle technical approachas been described in@3. ( AFHNW | ndi vi ¢

Extensionso), including the capability i mproveme
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J) SMESEC

the ability to assess the progressing cybersecurity status of the SMi6 gatl recommendations
regarding what to do in the next steps.

This section outlines the status of develmmt of the contents for the capability improvement
journeys that provide the SME employee with the ability to learn and implement about cybersecurity
for each of the capability areas in a simple, stég® dait-yourself fashion.The following figure
illustrates the user interface of the capability improvement journey and thewybersecurity
feedbackandtheimprovement advice is delivered to the SME employee.

¥

@ =
WY THIS iS5 PORTANT N (4‘:,
\_). Even straeg cestwor ks conmut profust yom ageieet bavy legpar
v anchy MUBTaco Actaetcrias IMPA) mayp be & sofution
Advarzed Autharrcaton Method:
Do your users use any other '
authentication method such as
. Y
fingerprint or 2-factor? @)
= JIYRES OF PASSWORD SECUMTY ATTACKS AMD HOW
10 AVDID T
— Fongmrge s 1o
ADVANCED ANTHENTICATION METHUOS
DETERMMING THE BEST FIT FOR YOUR AGENCY
B hadd? b noded A 1 s pocsile o e 5 M e
) NEXT — (5)
o~ e :
\3/‘ Moduv 7. What n Sevloggng
L] -

Figure 3: Example of ascreen reflecting astep in the capability improvement journey.

Thescreen offers the following benefits for the SME employee:

Assessment of cybersecurity capability: simple assessment question (1) and answers reflecting
the implementation degree (2).

Advice for how to implement cybersecurity: call for action, motivation and facts supporting
the action, recommendation for guidelines, and tools (with preference SMESEC framework
tools) (4) and training to get introduced into the topic underlying the cagabilith
preference SMESEC training) (5).

Management of cybersecurity improvements: instructing colleagues, setting reminders, and
starring questions to be remembered (6) and feedback of the CYSEC recommender regarding
the SME employee®s decisions and actio

FHNW collaborates with the University of Utrecht in the development of the contents for the CYSEC
capability improvement journeys. As2ep content development approach is being pursued:

Development Step 1: Definition of scope and questions for egebitity areaThe definition
reflects the statef-the-art analysis results of cybersecurity anSMEs performed by the
University of Utrecht.
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J) SMESEC

- Development Step 2: LoWwi prototyping of the journey and how the questions, answers,
recommendations, and traig are offered.The prototypeseflect the presentation of the
capabilities and selection of advice offered to the SME employee in the framework of the
CYSEC tool. The prototypes reflect the opinion of cybersecurity experts regarding the
application of te CYSEC contents for SMEs.

- Development Step 3: Specification of the XML file used to configure and inject the
appropriate cybersecurity coach behaviour into the CYSEC tdw. specifications are
rendered by the CYSEC tool, giving the final appearancheditiman end user of CYSEC.
The rendering offers the full SMESEC user experience for the developed content.

2.2.2 CYSEC content development step 1: scope and question definition

The developmenstep 1for a CYSEC capability area concerns the definition of s@mkquestions.
The following figure shows an example of the definition of scope and questions for one capability
areatheend user training.
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J) SMESEC

ANSWERS
Question |Question LevellQuestion Type |[Pre- Action [Action [Action [Action [Action [If the answers iJA1 A2 A3 A4
Number requisite  |Al A2 A3 A4 A5 Not "Fully
Implemented"
ask user to
create a task
after the TA.

F3Q1 Have you identified cybersecurity| A Implementation SQ1A2, TA1l, TA1l, TA1, Yes Fully Largely Partially Not
user-training requirements releval rating SQ1A3, T3 T3 T3 Implemented Implemented Implemented Implemented
to the roles and responsibilities in| SQ1A4 (FI) (L1 (P1) (NI)
your company?

F3Q2 Have you provided any A Implementation TA2, TA2, TA2, Yes Fully Largely Partially Not
cybersecurity user-training to you rating T4 T4 T4 Implemented Implemented Implemented Implemented
employees? (FI) (L1 (P1) (NI)

F3Q3 Do you take into account the A Implementation TA3, TA3, TA3, Yes Fully Largely Partially Not
previous cybersecurity incidents rating T5 T5 T5 Implemented Implemented Implemented Implemented
when identifying requirements fo (FI) (L1) (P1) (NI1)
user trainings?

F3Q4 Are you aware of cybersecurity A Implementation TA12, TA12, TA12, Yes Fully Largely Partially Not
obligations and rules defined in rating T11 T11 Ti11 Implemented Implemented Implemented Implemented
policies, standards, laws, (FI) (L (PI) (NI)
regulations, contracts and
agreements?

F3Q5 Do you take into account the A Implementation F3Q4Al TA4, TA4, TA4, Yes Fully Largely Partially Not
cybersecurity obligations and rule| rating T6 T6 T6 Implemented Implemented Implemented Implemented
when identifying requirements fol (FI) (L1 (P (NI)
user trainings?

F3Q6 Do you have any booklets and/or | B Implementation TAS5, TAS5, TAS5, Yes Fully Largely Partially Not
newsletters to increase awarenes| rating T7 T7 T7 Implemented Implemented Implemented Implemented
on cybersecurity intended for youl (FI) (L1 (P (NI)
employees, contractors?

F3Q7 Have you prepared a plan for B Implementation TA6, TA6, TAG, Yes Fully Largely Partially Not
cybersecurity user-training? rating T8 T8 T8 Implemented Implemented Implemented Implemented

(FI) (L (P (N1

F3Q8 Have you allocated a budget for B Implementation TA7, TA7, TA7, Yes Fully Largely Partially Not

cybersecurity user-training? rating T9 T9 T9 Implemented Implemented Implemented Implemented
(F1) (L) (P1) (NI

F3Q9 Have you evaluated the C Implementation TA8, TA8, TAS, Yes Fully Largely Partially Not
effectiveness of the cybersecurit; rating T10 T10 TI10 Implemented Implemented Implemented Implemented
user-trainings? (FI) (L1) (PI) (NI)

F3Q10 |Do you periodically review and C Implementation F3Q2A1 TA9, TA9, TA9, Yes Fully Largely Partially Not
update cybersecurity training rating T2 T2 T2 Implemented Implemented Implemented Implemented
requirements for your employees (FI) (L1 (P1) (NI)

F3Q11 |How frequently do you review a Multiple choice F3Q10A1 T1 T2  TA9, TA9, Every 6 Once a year Every 2 years Every 3years
update cybersecurity training T2 T2 months
requirements for your employeeg

F3Q12 |When have you reviewed and Date/Time Date
updated cybersecurity training
requirements for your employeeg

F3Q13 (Do you periodically provide C Implementation F3Q2A1 TA10 TA1l0 TAl0 Fully Largely Partially Not
cybersecurity training for your rating Implemented Implemented Implemented Implemented
employees? (FI) (L1) (PI) (NI)

F3Q14 |How frequently do you provide Multiple choice F3Q13A1 T1 T2  TA11, TA11, Every 6 Once a year Every 2 years Every 3years
cybersecurity training for your T2 T2 months
employees?

Figure 4: Definition of scope and questions for a capability areaHere: the end user training.

Each capability area is defined with a series of assessment questions that are mapped to a
cybersecurity maturity level. The maturity levels from A to C offer a partial ordering of the
assessment, giving the SME the ability to appraaAehassessment and improvement in a-aiisp

fashion. Each question is associated with training tips that allow the SME employee to learn about the
guestionbés topic and actions that are recommende
guegions are answered with a statement about the implementation degree of the capability or a

decision of when or how frequent a practice will be pursued by the SME.

The following figures show the training tips (TAx) amdsks (Tx) that are recommended asoast
supporting the cybersecurity assessment underlying the CYSEC questions.
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J) SMESEC

TA1 Explain the importance of user trainings tailored according to different job functions.

TA2 Explain the importance of user trainings.

TA3 Explain the benefits of including lessons learned from previous incidents when identifying requirements for user trainings.

TA4 Explain why companies need to take into account their cybrsecurity obligations and rules when identifying requirements for user trainings.
TA5 Explain how booklets and/or newsletters prepared for users and contractors could be beneficial to increase awareness on cybersecurity.
TA6 Explain how planning for user training and awareness could be beneficial.

TA7 Explain how allocating budget for user training and awareness could be beneficial.

TA8 Explain how evaluating the effectiveness of the user-trainings will help for designing more effective trainings.

TA9 Explain how periodically reviewing (at least one a year) the cybersecurity training requirements help for designing more effective trainings.
TA1CExplain the benefits of providing periodical cybersecurity trainings.

TA11Explain how providing periodical (at least one a year) cybersecurity trainings will help to reduce cybersecurity risks.

TA1ZExplain why companies need to be aware of cybersecurity obligations and rules defined in policies, standards, laws, regulations, contracts and agree!

Figure 5: Recommended actions supporting the assessment: training tips

T1 Schedule areminder task for date+6 months.

T2 Schedule a reminder task for date+one year.

T3 Ensure that cybersecurity user-training requirements relevant to the roles and responsibilities are identified.

T4 Ensure that cybersecurity user-trainings are provided to the employees.

T5 Ensure that previous cybersecurity incidents are analyzed and incorporated in the cybersecurity trainings.

T6 Ensure that cybersecurity obligations and rules are analyzed and incorporated in the cybersecurity user trainings.

T7 Ensure that booklets and/or newsletters are prepared for employees and/or contarctors to increase awareness on cybersecurity.
T8 Ensure that a plan is prepared for cybersecurity user training.

T9 Ensure that a budget is allocated for cybersecurity user training.

T10 Ensure that the effectiveness of the cybersecurity user-trainings are evaluated.

T11 Ensure that the company is aware of the cybersecurity obligations and rules in policies, standards, laws, regulations, contracts and agreen

Figure 6: Recommended actions supporting the assessnterecommended tasks.

2.2.3 CYSEC content development step 2: prototyping

Thedevelopment step fdr a CYSEC capability area concerns the prototyping of the SME employee
end user journey and how the questions, answers, recommendations, and treitenglsare
offered. The following screenshots show the series of screens prepared for the CYSEC tool for the
capability area user training.
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J) SMESEC

Jil sMESEC

User Training, initial level

Have you provided cybersecurity training
for all employees in your company?

‘ YES, WE HAVE PROVIDED ALL TRAININF

‘ WE HAVE PROVIDED MOST ‘

WE HAVE PROVIDED A FEW

‘ NO, WE HAVE NOT PROVIDED ANY ‘

Train your employeesThe best security system in the world is still vulnerable if

SYLX 28SSa R2y Qi dzyRSNEGI YR GKSAN N
sensitive data and protecting company resources. 1-a2NB AY]
Why training is importantin 2015 a UK study has shown that inadvertent humar]
error (48%), lack of staffwvareness (33%), and weaknesses in assessing people
(17%) were important factors in causing the worst successful attacksa 2 N5 4 v

What to train:

A Introduction to Cybersecuritythis block should introduce the relevant cyber threats, the
costs of cleaning up after an attack, and allow participants to detect and understand
attacks targeted at your company.

A Attack Responseshis block shouldrain countermeasures to common attacks like
password guessing, phishing, infected web pages, insecure software, and social
engineering. The block should train your employees in how to prevent data leakage and
react to an incident. 3-a2NB A

SMESEC offers you online trainitgSMESEC Online Training Catalogue

Who in your company should do the training:
Managers the managers will influence the employees. The training should allow them to
become a role model.

A Employeesthe employees will safeguard your company. The training should teach good
behaviour, reduce risks, and mitigate the consequences of an incident.

A IT Staffpeople who are handling sensitive information assets or take cyber security meag
in your company should be updated to decrease the vulnerabilities. 5a2NB Ay

Whoin your company received any = "
training during the last 12 months: e s

6-a2NBE Ay q

/ 732 8-Free Phishing Tools!

Jil s*ESEC

User Training, initial level

5AR @&2dz GF 1S AyG2
cyberincidents when you selected the
training?

‘ YES, WE CONSIDERED ALL INCIDENT#.

‘ WE CONSIDERED MOST INCIDENTS ‘

‘ WE CONSIDERED SOME INCIDENTS ‘

‘ NO, WE HAVE NOT TAKEN INTO ACCOUNT‘ANY
PRECEDING INCIDENTS

Close YOUR vulnerabilitieSMEs can build thorough protection with lightweight
means if they learn from preceding mistakes. Compspcific training enables your
employees to apply the lessons for future threats and incidents.

.dzZAf R 2y @2 dzNJ tAskarauhdlo sSebvhagharlary gf Golirsppliers,
customers, or colleagues have been attacked. Learn from their experiences.
lT-a2NB AyT2

) Qviatifmifeiits to BolgorteNJovdcrahi Jlosifofn@naicidents that
companies worry about. The figure also shows how hard each incident is to
address. Consider, however, that the cyberthreats may have changed since 2015.
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J) SMESEC

Il sMESEC

User Training, initial level

Did you consider the cybersecurity rules
that apply for your company when you
selected the training?

‘ YES, WE ARE AWARE OF ALL ‘

‘ WE ARE AWARE OF MOST ‘

WE ARE AWARE OF SOME

‘ NO, WE ARE NOT AWARE OF ANY ‘

< > e

Get clear on your responsibilitiesRules are imposed by laws and regulations. They constrain
what a company, its managers, and its employees may and must do. The training should al
employees to become aware of the rules and enable them to adhere.

Why you should take account of the ruleShese rules apply to every company which procesq
personal information on data subjects. People have more rights on how your business use {
data and failure to comply with the rules may resultin harsh penalties. 1-a2 NB A

GDPRs The European General Data Protection Regulation, applied to all companies (regar

of their size) and revolved around these points:

A Giving citizens and residents more control of thersonal data

A Simplifying regulations for international businesses with a unifying regulation that stands
across the European Union (EU) 22a2NB A

GDPR applies to:

A EU companies and entities that deal with personal data of EU residents

ANon9! O2YLIl yArASa GKIFIdG RSIE gAGK GKS 9! NB
equipment is hosted.

A Businesses with any information that can be used to directly or indirectly identify a natural
person- Including customer and staff data. 3a2NB A

GDPR key points that may apply for you (note, the list may be incomplete)

- Know the type of personal data you hold - Train your employees, and report a seriou:
(Such as: name, location, IP addresses, de | breach within 72 hours to the DPO [Data
IDs, and biometric data) Protection Officer] or the person or team

- Check that you have consent to process tl | responsible for data protection compliance
data - Conduct due-diligence on your supply cha

. 4-a2 NB A
Other regulations?

NIS Regulations: The Directive on security of network and information systems is an EU-w
directive. It establlshes security and notification requirements for operatorslprowders of dig

B S U P Ty P S

5-a2NB A

6-GDPR FAQsHow will the GDPR affect small businesses?

Jil SMESEC

User Training, Intermediate Level

Do you providebooklets or newsletters to
AYONBIFAS @2dzNJ SYLX

FyR Odzai2YSNBRQ 0o

YEAR THEREAFTER

ONCE PER YEAR

‘ ONLY WHEN WE START COLLABORATIO‘N

NO, NEVER

- S5 bt notfy o bls Nebich

NE Y@JI@O@ZNW?CIU@ help[inegn ﬁﬂ"CNLBtNﬁ ®@prgad

‘ WHEN WE START COLLABORATION AND ZT PER

Spread the word about cybersecurity! you know that cybersecurity is important for your
company but you do not know where to begin, aplySMESEC Checkli@bserve your
current situation regarding the most important technical, organisational and employee
related (2)measureslfnk to: SMESEC >8IEM) for a minimum level of cyber protection.

Why checklist and newsletter are crucialine successful cyberattack can seriously damage
your business. It can bring about cost of business disruption, cost of lost customers, and

negative reputation. However, there are some simple steps to protect you against the most
common types of cyber threats. 3-a2 NB A

rgly e{.% mpanies. Concerni
gectanons regarding

Measured in US$ millions (2018)

4-a2NB Ay
Apply SMESEC Checklist and RADAR

A 5-Checklist (PDF)
A 6-SME RADAR (September 2018)

Furrera Caase Das Sroachrs

T
I‘-'.{.'é‘r’."i 3
=

L1 e |

—l 7- Security Awareness Training Videos
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J) SMESEC

Il SMESEE

User Training, Intermediate Level

Have you planned the next cybersecurity
usertraining?

‘ YES, WE AIM FOR TRAINING WITH QARTIﬂRLY
REMINDERS. THE NEXT ONE IS:

‘ YES, THE NEXT TRAINING IS:

‘ NO, WE HAVE NOT PLANNED THE NEXT TR%\INING

Plan for awarenessAn indepth training oncea-year is common. However,
awareness requires a short reminder every 90 days, especially for the employee
who are handling sensitive information. 1a2NB &
Statistics tell: SMBs ———— -

- e ey 4

percelved that from 2016 Anton please redraw the figures with SMESE(’:Acolaurs

102017 cyber attacks ——
h ot 202 3 g ol s 4

against them became e — S ™

more targeted,

ot RS
sophisticated and Severe. < sms . sy s s LT

LR
WON NN WR AN AN N TN

2-a2NB A

AT TN

If your company is small with no highly technical in focus, face to face approach
may work. If you are mediunsized with technically expert staff, may select online
training.
Different methods of training:
Emails: easy to reach everyone in your company. Godgl fomulating
phishing attacks
A 4-Webinars a costeffective way and also accessible for those who could not
attend
A 5-Group sessions/workshop&ood for all employees to learn an test in a safe
environment.
A 6-Online training can be design as blanket courses for all (or specific staff)
Good to consider October for your annual-gtepth training:7- CyberSecMonth
Do you need a physical trainerfffo@smesec.eu

Jil SMESEC

User Training, Intermediate Level

Have you evaluated the effectiveness of
your training?

YES, WE HAVE EVALUATED OUR TRAINING|WITH
IMPACT METRICS

YES, WE HAVE COLLECTED FEEDBACK KFROM
PARTICIPANTS

NO, WE HAVE NOT EVALUATED OUR TRAINING

Assess your impacfind where knowledge gaps still exist. Also, evaluate the effectiveness
the training method, message and behavioural change
1-a2NB Ay

Why you need an effective trainingYour employees need to apply what they learned in the
real world situations and not only learn concepts and procedures.
2-a2NB_AY

Metrics that may apply for yoygnote, the list may be incomplete. Also you need to consider
YSGNRO&E &St SOGA2y o0F &SR 2y &2dNJ 26y 02 YL

A Number/percent of employees who fall victim to a [fake] phishing attack.

A Number/percent of employees following reporting procedures after detecting a [fake]
phishing attack

A bdzY6o SNXLISNDSyid 2F SyLX2eSSa ¢Kz2asS LI &aag
criteria

A Number/percent of employees who can identify, stop and report a social engineering
attack

A Number/percent of employees who are properly following data destruction processes

3a2NB A
i_ (- — - T N

B e — b 4- Training Evaluation (TE)
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J) SMESEC

Keep things freshA lot can happen in year such as new telecommuters in your company, new
implemented technologies, or new targeted attacks. Since cybersecurity practices change fast,
E' SMESEC continually updating your employees with the latest security awareness training is almustnG A

User Training, Intermediate Level Symantec have become aware of

an average of 29 new targeted
Did you plan a review and update of the attack groups every year
training for your employees?

Be effective!Your employees will likely get tired of hearing, seeing, and doing the same things
YES. EVERY YEAR. every three months. you should rotate modules, reinforcing different topics for eacg geQriﬁ%

THE REVIEW IS PLANNED FOR: Find more about SMEsyber attackgrends: SMESEC RADAR

Statistics tell you:
. Astudy byPonemonNB 3 NRAY 3 a{dFGS 2F / €0SNESOdNNR (@
‘ YES, THE NEXT REVIEW IS PLANNED FCTR' A In 2016 only 2% of respondents described the cyber attacks they experiencadsasnware While
in 2017, 52% of respondents say their companies experienced a ransomware attack.
A From 2016 to 2017ph|sh|ng/soua| engineerindas replacedveb-based attacksas the most

‘ NO, WE HAVE NOT PLANNED ANY UPDA{{E FNBI Syl (eLs 27 Fadl oy ee FARNE T

2-a2NB A

Ay

IQYa}\RSNJ RATFSNByY(d {a.a0Q O08oSNI Gl O 4
EEEEEE—

e e i)
et . — 37

e =

—
———— R ™
i o e — T\,

",
2 »

T 3a2NB Ay q

Figure 7: Low-Fi prototypes for preparing the contents of the CYSEC tool.

2.2.4 CYSEC catent development step 3: XML specification

Thedevelopment step fdr a CYSEC capability area concerns the prototyping of the SME employee
end user journey and how the questions, answers, recommendations, and treiterigls are
offered. The XSEbasedmetamodel and an example of a compliant XML were described in the
deliverable D3.5 The following screenshots show screens rendered by the CYSEC tool for the
capability area user training.
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) SMESEC

¥ CVSEC

Did you take into account your company’s cyber-
incidents when you selected the training?

YOL W COMIIDIALD ALL INCIDENTS WE COMXIDTND WIS® INTIDENT

Wi CONLIDEECD SOME TACIDENTE MIWE WAVE MOT TAREN INTO ACCOUNT
AT PRECLDIME INCI2ENTE

P cvsec

Have you provided cybersecurity training for all
employees in your company?
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J) SMESEC

§ CYSEC

Have you evaluated the effectiveness of your

training?
Wiy yous snnd o offantive baming (e er g e

YE5. WE HAVE EVALUETED DGR fRAININGD

WITH IMPALT METRICS
Matrice Frt rewy apply Sor ypou Ficte e ot ray e roemses My

Figure 8: Screens of the UseTraining capability area rendered by the CYSEC tool (note: some screens involve
scrolling and could not be shown here completely.

2.2.5 CYSEC content development status

The development of the CYSEC content requires a systematieo$tdieart mapping and valation
through discussions with cybersecurity experts and feedback tfrertSBMEs that use the content.
Accordingly, the CYSEC content development is split over the duration of the SMESEC project with
the following milestones:
- Start of SMESEC evaluation asrp of the SMESEC open callll dast rampup capability
areasspecified in XML and rendered by the CYSEC toAll capability-building areas

defined with scope and questions.
- End of the SMESEC project: athpabilitybuilding areas specified in XML andrréered by

the CYSEC tool.
The following table shows the progress of the CYSEC content development at the moment of the
submission of the deliverable D3.5.
Table 2: CYSEC content developmenstatus.

Capability area Scope and Question | Prototyping XML -based
Definition Specification
Fast RamgJp
User Training Done Done Done
Access Control and Audil Done Done Ongoing
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J) SMESEC

Capability area Scope and Question | Prototyping XML -based
Definition Specification
Patch Management Done Ongoing In backlog
Malware Scans Done Ongoing In backlog
Code Inspection Done Ongoing In backlog
CapabilityBuilding
Absorption Networks Ongoing In backlog In backlog
Network Controls Ongoing In backlog In backlog
Intrusion Prevention Ongoing In backlog In backlog
Credential Management | Ongoing In backlog In backlog
SecondOpinion Defence | Ongoing In backlog In backlog
Security Engineering Ongoing In backlog In backlog
Application Change Ongoing In backlog In backlog
Management
Compliance Audits Ongoing In backlog In backlog
Standards Compliance | Ongoing In backlog In backlog

To validate the CYSEC contents, the scope, questions, and prototypes are discussed with cybersecurity
experts drawn from the SMESEC consortium as well as from the open cybersecurity community.
These discussions are held in physical and onlinenaelmeetings performed as part of the tasks

T3.3 and T6.2. The full implementation of CYSE@I be first validated with the SMESEC use case

SMEs in the tasks T5.3 and secondly within the beta tests performed in conjunctitim the
SMESEC open call ithe tasks T5-4%. Therespectiveresults will be reported in deliverabl&s.6,

D5.1-3, D5.4-5, and D6.&4.
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J) SMESEC

3 Increasing SME awareness in security

3.1 Reaching overall SMEs community

As explained inChapterl, we are carrying out combined actions to reach a maximaomber of
SMEs.To achieve this objectivaye worktogetherwith SMEs associations and Security National
Authorities which arealsoorganising actions towards SMEs. At this momerd have identified the
following key associations:

At EU level:

A CYBERWATCHING

.

<

A Dlgltal SMEs O H - vropean Enl o.;r.:oiw;;:*
®_Cyberwalching.cl  [te

A EU SMEshttp://www.ceapme.com
A EASME

A COSME Q. /|\P|V|—

WSSO
‘f LN l

At National Level . :
A France: contaaictive withAFDEE ( )and recently ONTPIE )

A Spain:contact established with ANPME

A Switzerland contact active with SKV —

A Greece contacts in progress MKB
A Netherlands contacts in progress Nederland

A Romania: contacts in progress

A Israel: contact in progress

Besides, w havealready organised a webinar wityberwatching see3.2.1)and wehave ongoing
discussions with these organisations for organisawywebinars and workshops in 2019.

Authorities

At this moment we have established contact wit JL\NSSI ’
ANSSI (French National Agency for Informatior

Security)for undertakingcommon actions (key meeting schedule Decembéy. 19
ESOs: European Standardisation Organisations

Through activities in task 6.2 on stardisationwe are also touching SMEs such as at the ETSI
security week even organised in Juneii{
) . we ae now in contact also with CENENELEC
(
)and ETSI TC CYBERI{ ) for

discussing SMESEC involvement to reach SMEs.

Combining forces witlEU-fundedGDPR related project&SDPR is m
an important concern for SMEdn this contextsome EU projects l

have also the duty to interact with SMEs to help addressing GDO7%
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https://www.cyberwatching.eu/
https://www.digitalsme.eu/
https://www.digitalsme.eu/
http://www.cea-pme.com/
http://www.cea-pme.com/
https://ec.europa.eu/easme/en
https://ec.europa.eu/easme/en
https://ec.europa.eu/easme/en/cosme
https://ec.europa.eu/easme/en/cosme
https://ec.europa.eu/easme/en/cosme
http://afdee.eu/
https://ontpe.org/
https://www.etsi.org/news-events/events/1250-2018-06-security-week
https://www.etsi.org/news-events/events/1250-2018-06-security-week
https://www.cencenelec.eu/standards/sectors/defencesecurityprivacy/security/pages/cybersecurity.aspx
https://www.cencenelec.eu/standards/sectors/defencesecurityprivacy/security/pages/cybersecurity.aspx
https://www.etsi.org/technologies-clusters/technologies/cyber-security

J) SMESEC

implementationFor instancewe contacted the SMOOTH projecti( )

This project has thebjectiveto assist micrenterprisesvith GDPR adaptatiorand weare already
discustng synergies betweenMBDOTH and SMESEC on a combined effort to re&ehopearSMEs

3.2 Campaigngor cyber threat awareness and interest in SMESEC

3.2.1 Setting up aising cyber threat awareness (Milestone Year 1)

The SMESEC consortiutnascooperated with influencers at the European, nationdl|@zal levels
to reach SME

At the European leve| SMESEC suports the campaigns of cyberwatching.eu, a European
observatory of research and innovation in the field of cybersecurity and privacy. The following figure
shows the homepage of the webinar that was performed with the support of SMESEC.

1 https://www.cyberwatching.eu/cybeisk-managemersmepoint-view
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Cyber risk management from the SME point of view

1t al

House!

@ Please close your webcams

@ Each speaker has ten minutes
@ Ask any questionshhat box in the right

®We’ll deal with qu in the Q&A blocks
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J) SMESEC

check tool to assess their maturity awresultjnitiate the first improvementactions(see separate

section in this deliverablevith the seHassessment questionnaire in 3).3.1

The ETSI Security Week 2018osted in Sophia Antipolis, France from June 11th to 15th, was an
event encompassing all parts of cybersecurity stakes gathering key experts, companies interested in
contributing in standardization policies, and solutions. It offered the opportunity discuss the
underlying cybersecurity challenges and resulting technical staadardizationactions taken or
needed toeachthem.

Easy Global Market participated in the ETSI Security Week. On behalf of the SMESEC project, the
team presented the main piiples of the SMESEC cybersecurity framework dedicated to SMEs. The
audiencefavorablywelcomed the project approach during the poster session in the programming part
entitled Security and Trust in ICTheValue of Distributed Ledger Technology.

For SMESEC the working conference offered the opportunity of networking, feedback, and
discussion of the SMESEC framework with a leaditepdardizatiomommunity.

More information:

\4

E181 SECURITY WEE!

ROGRAMME

Figure 10: presence of SMESEC at ETSI Security week 2018

At the national level, SMESEC cooperates with influencers to encourage a public opih&in
welcomes SMEto become secure and makes the SMESEC initiative viShlESEChasstarted to

be active irFrance, Spain, Greece and Switzerldrat example, in Switzerland, SMESEC cooperates
with the Swiss Academy of Engineering Scien@A&TW, themost important network of experts for
engineering sciences the country. SATW is in contact with the highest Swiss bodies for science,
politics, and industry.

Coordinated by SATW, the Swiss population has been made aware of cyber threats foby\SME
raising the topic in top Swiss news, including the Tagesschau programme Néittbeal television

provider SRF (6006000 watchers) and newspapers.
Tagesschau contribution. The storyline concerned an SME thaxpasiencing a ransomware attack

2 https://www.satw.ch/en/uebsatw/thesatw/
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that was initiated through fishing. The company succeeded to counter the attack with the help of a
recent backup of their systems.

v’
Tagesschau, September 9, 2018, 19:30PM |
Swiss top news programme, 600’000 watchers

SRF TAGESSCHAU

.

ARL ZIEGLER

-

Ransom Attack

Figure 11: Owner of the SMET-L i nk t
program.

el I ing hi <ed obepseurity i she leadipgeSwissamews TV

The following figure shows an entry published by the leading newspapers in Northwestern
Switzerland, addressing 5506000 newspaper reader

CYSEC tool ad its use for easy div-yourself cybersecurity improvement, and invited for
cooperation, e.g. as part of the beta program that will be launched in 2019 with the SMESEC open

call.
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Figure 12: Raising awareness of cyber risks and information about the SMESEC project
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The impact of these media campaigns was visible through proactive contact that was initiated by
professionals and companisseking toa differentiatedbusiness value in fostering cybersecurity for
SMEs. Especially the newspaper article in the Aargauer Zeitung generated contacts with local
networkers andhe SME community managers that were interested in helping to spread SMESEC to
SMEs.

Communication activities with SMEs and SME associations in Spain

The work for communicating with SMEs and associations in Spain was done early in the project in
order to start creating contacts as soon as possible and identify with them joint opportunities.

In this section we describe, on the one hand, the identified activities that we aim to fulfill with the
SMEs and associations and, on the other hand, the initial list of associations Spain we have contacted
in Spain and initial joint work we plan to do.

Activities to be performed with SMEs

The activities that were identified aimed to both increase the impact of SMESEC and to have initial
feedback that could be used in the technical, dissemination and exploitation areas. Following, we
describe an initiali$t of activities we plan to perform with SMEs and associations:

1 List of cybersecurity needs, constraints and status of SMEs: although we already identified needs
using the expertise and knowledge of the use cases of the project, we wanted to expand this
information with as much feedback as possible. This information was not only about technical
requirements but also from the damyday business point of view. For example, knowing the
economic limitations of different types of companies (based in theirenarkferences or size)
could allow us to better plan the exploitation strategy of SMESEC. Also, it is very useful for us to
know the type of cybersecurity solutions used by each company according to their business and
cybersecurity requirements.

1 Cybersearity expertise and knowledge of SMEs: in order to provide a ramistion,we also
wanted to know what is the normal situation of cybersecurity expertise and resources in SMEs.
We prepared an initial questionnaire about cybersecurity awareness thetanad with external
organizations and users in order to have an initial idea of their situation. We have developed now a
second one, with more information, that will guide us further on how to continue working in
SMESEC from the points of view of techricanplementation, usability, usdriendly,
information provided, etc.

1 Interest for adopting a different solution and why: for SMESEC it is important not only to create a
robust, and usable solution but also to facilitate SMEs to adopt it. We are awareawhe
organization uses an application it is difficult for them to move to a new one (technical integration,
training of personnel, etc.) so it is very interesting for us to know how we could make any SME
adopt our solution. This way we will guide the teiclah development and business orientation in
order to increase the adoption of our approach.

9 Participation for the open call: the open call of SMESEC aims to allow several external SMEs of
the project to integrate, use, test and evaluate our approadhid-@ason, the bigger the number
of SMEs involved in the open call the more diversity of types of business, size, area of expertise,
countries, cybersecurity needs, possible collaborations, etc. Therefore, we think we have to start
contacting SMEs and ssciations in order to increase the list of contastsoon as possible and
make it grow with additional networking we do.
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91 Dissemination of the activities of the project: along the lifecycle of the project we plan to organize
different activities: advisory board meetings, workshops, technical presentgt#tisipate in
webinars and presentatioretc. This way, it is impoant to have a large number of contacts for
increasing the impact of the project, make them aware of the updates and possibilities of our
approach, do networking with them for increasing the reach of the project in more areas or type of
business, etc.

1 Busiress plan of SMESEC: as abovementioned, we think having feedback of SMEs about their
business opportunities and constraints would allow us to better refine the final business plan of our
approach. This is planned to be done in several iterations aftenidgsaigmature versioof the
project and their business needs.

Spanish SME associations

As we described before, we have identified an initial list of Spanish SME associations that we have
contacted and have shown interest in collaborating with SMESEi€list is a living one and we plan

to increase it as the project evolves and we have more outputs to present. Finally, we would like to
mention that together with these associations we are also contacting individual SMEs. Following we
present the moreriportant Spanish organizations we have contacted:

1 AEIl Ciberseguridad [1] (Agrupacion Empresarial Innovadora Ciberseguridad): the Spanish
cybersecurity innovation cluster is composed of organizations of different type: industry,
universities, research cerge etc. It has more than 80 organizations of the public and private
sector. Any organization with the aim of promoting new technologies at industry or research level
is welcome to join and participate in the activities. The cluster is supported by th&siSpa
National Cyber Security Institute (INCIBE), providing operational support to any company
interested in the promotion and development of business technology areas. The organization has a
special focus in SMEs and communicates directly with that ardeeiMinistry of Industry. The
initial contact with this partner has been satisfactory and we are looking forward for involving
them in the work with SMEs in Spain. We already patrticipated together in the Cybersec 2018
(Krakov, Poland) discussing in a wetlop about how to support SMESs in cybersecurity.

1 CITIC [2] (Centro Andaluz de Innovacion y Tecnologias de la Informacién y las
Comunicaciones): this institution focuses in the research, development and innovatoin of ICT
technologies and acting as a bridge providing them to public and private organizations. They
work mainly with organizations from Andalucia (south of Spain), and are in charge of the
organization cluster of cybersecurity chapter. Among a long list of activities for closing the gap
betweeninnovation and industry they organize cybersecurity workshops forugtarand SMEs,
joint conferences with other chapters of Spain for sharing knowledge, networking with other
organizations, etc. Our initial contact with them has been very positiverapthn to participate
with them in a workshop of cybersecurity for SMEs where we can present our approach and
solutions.

1 PLANETIC [3] (Plataforma Tecnoldgica Espafiola para la Adopcion y Difusion de las
Tecnologias Electronicas, de la Informacion y la Coiracion): the main objective of this cluster
(Spanish platform for the adoption and dissemination of ICT) is to promote the dissemination and
adoption of ICT. For this objective they have different groups for academy, research institutions
and industry ath work in various areas of application: energy, IoT, smart cities, etc. This way, we
think it will be a good addition in order to reach more sectors and types of SMEs.
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1 PESI [4] (Plataforma Tecnolégica Espafiola de Seguridad Industrial): this platform s{Spani
platform of cybersecurity for industry) is an organization led by industry and with the main goa lof
involve organizations, research centers, and universities of european and national level focusing in
cybersecurity for industry. The partners of thetfplan are able to work together with other
agencies of cybersecurity, participate in research projects, promote cybersecurity for industry, etc.
This organization contains both large industry and SMEs so we will focus in this area as the
members are alwaypen to use and adopt new cybersecurity solutions.

In Poland Gridpocket.S.Ahas workeddynamically on creating cybersecurity awareness among
SMEO®s i n Olbeyattené@dmedtimgy and conferences, also infedour followers via our

social media. Weal so posted an article in &é6New Energyo
project. This yeailGr i d p oahdirman,6Jerzy Gluszak attended the cybersecurity conference in
Kazimierz (PL), where he presented ideas and targets of the SMESEC. Also, lasilveeekpolish

team attended I T meeting, 6Spar kCampod, wher e mr
am attaching the illustrative screenshot of our LinkedIn posts.

FOR SMALL AND
D ENTERPRISES |

Figure 13: presentation at Smart Camp, Poland conference oReliablility, cybersecurity and technologicatfinancial
continuity i-19 Sapterdbar2qld y o . 18

At the locallregional level, SMESEChas started to cooperate with local networkers and SME
associatias. Theselatter havegiven the opportunities to meet with SMEs, get to know them, and
discussaboutcyber threats and how to addréssm As an example, one of these local networkers is a
senior lawyer who offers seminars in cybersecurity for SMEd sggested to include SMESEC
conceptin his courses. Another exampie set byinsurancecompanieswhich offer seminars on
cybersecurity for SMEs and are testing protection for cyber threatprsiuct. Examples of local
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SMEs associations are the Swiss Asistion of SME i S K¥and the SME Region Brugg

A KMURE G| ON B'RTbUeés@tional organization SKV is organizing a series of entrepreneur
meetings indifferent Swisgegions that allow SMEs to present themselves and get introduced to each
other. SME RegionBrugg is an example ofheorganization that performs meetings series at just one
location.

SE LJU RED In Francg, SMESEC hasinteraced with the nationalSecure
Y Communication ClusterPple SC$
). SCS is a worletlass competitiveness cluster dedicated to digital

TING
Q(‘]‘ lJT!(]N%

technologies.
Created in 2005 in the Provence Alpe

(F:r;ntcee it brcilngsﬁcfg(l;threr anr eecogs;st A L EA D I N G
of mor’e than 300 industrial gfers, E U R 0 P EA N
ECOSYSTEM

large multinational groupsSMEs and
startups, research laboratories an
LG MV NS [ R LY T e gl N SECURITY & DIGITAL IDENTITIES TECHNOLOGIES,
are working together to develop ariidcataiat LLISEUREEIE AT

) : B} CONTACTLESS
market products and innovative servic
with the aim tagenerate growth and jobs in high growtharkets.
SCS cluster already forwarded SMESEC questionnaire to their members and they are ready to help in
further actions. In particulathe French security authorities ANSSI asked them to help organising
actions toward SMEs and SCS cluster put us intaabrwith ANSSI for discussions on common
actions.

3.3 Meeting the SMEs

We havemet SMEs in many contextm particular throughparticipation to events (see Dissemination
report in D6.2). Howevemwe were also practive to meetace2face SME#& having bodh at the key
events.

To meet SME, FHNW and EGMhave beermarticipating at largscale events that offered visibility
across Europe and smaltale events that allowed connecting with the locally oriented SMEs.

The largest event was the IdSolutions World Congre$shat took place on October -3 in
Barcelona. SMESEC was present with a booth offering talks about cybersecurity for SMEs (Prof. Dr.
Samuel Fricker) and allowedpreadinginformation about the SMESEC offering. The congress

recoded 166250 visitors with many SMEs being prese

presence.

3 http://www.kmuverband.ch/unternehmertreffen.html
4 http://www.kmuregionbrugg.ch/
5 https://www.iotsworldcongress.com/
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Figure 14: Booth at IoT Solutions World congress (left) and talk about cybersecurity for SME (right).

As result of thepresencetherewere many discussions with SMEs that visited the congress or were
present themselves with a booffihe nost significantones were discussions with people who
experienced cyberattacks and leaders of local networks offering acties SkdE communities.

An example of a interaction witHocal SMEs is the SKV entrepreneur meeting visited in Winterthur

on August 3t 2018&. The figure below shows the venue of that meeting. SMESEC was present with a
booth There,cybersecurityaspects were digssedwith the present local SMEs. The SKV meetings

are organized since 2006 and are held in various regions in Switzerland, such as in the cantons of
Basel, Zug, and Zurich. The meetings of the KMU Region Brugg usually take place at FHNW.

Figure 15: Local SME event organized by SKV in Winterthur, Switzerland.

8 http://www.kmuverband.ch/unternehmertreffen.html
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The result of the presence in the local SMizentsis an indepth understanding ofie SMEs, their
business mods| the degree ofmaturity in cybersecurity, and their reasofor adoption or noen
adoption of cybersecurittools The local SME events visited so far, showed a broad diversity of
SMEsat European levelSome of these SMEs were successful companies, operated in the IT domain,
and showed iaepth understanding ambod practice of cybersecurigspects Other SMEdirectly

fight for their survival, struggled with ITssues and they havéneard about cybersecurity, bt
general theylo not implement cybersecurity practices ovdeisconceptions abolsasicconceptsA

big difference was also observed between small and meslzed companies. The meditgized
onesusually organize their activity betwedil and business parts ahdve acleardefinition of the
responsibility for cybersecuritgspects

A third type of eventxoveredby t he SMESEC proj ect was the ind.l
Forumo (SIF), whi ch t"“®201Bin Bakey Switzerand THé digues roddosy r 22
shows the booth of SMESEC at SIF. A next such event is the Europea&01BTonferenc which

took place on December@in Vienna, Austria.

SMESEC
Cybersecurity fir KMU

Loab ettt a1 g )

Figure 16: Innovation-oriented fair.

The participation at the event allowed meeting people and organizations that are interested in
innovation. For SMESEC, thesseetings allowed identifying themeslated to the projectuch as

cyber threat monitoring, certification, and insuranestablishinglinks for cooperation within the
SMESEC open call or beyond.

Meeting SMEs at Key security event, Monaco Octoe2@®L8

7 https://www.swissnnovation.com/
8 https://ec.europa.eu/digitaingle market/en/events/i€2018imaginedigital-connecteurope
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135 representatives of SMiacated in the FrencRiviera participatedt theSophia Security Camp
on October 9 2018to understand the operating modes of hackers and data security techfilipies
contents wer@resentedby various experts in cybersedyrincluding SMESEC.

On the eve of the 18th edition of thassises de la Sécuréién Monaco and in this European month

of cybersecurity, Telecom Valley and its partners (CCl Nice C6éte d'Azur, ANSSI, Clusir Cote d'Azur
and the Gendarmeridlpes-Maritimes) have alsoorganised the event at Inria Soplatipolis
campus.

Formerly less concerned than large firms, French SMEs are now plagued by acts of cybercrime, a
scenariahat can seriously damage their busieass

Organized in two phases, Sophia Security Camp began with a workshop "Hacking Lab" led by the
cybersecurity expert Marc Arnaeffhllowed by the Chief Warrant Officer Barré and the adjutant
Citérin of the Economic Intelligence section of the GendarmerithefAlps -Maritimes. All three
slipped the participants into the shoes of a hacker, then into a team of forensic investigators, to
illustrate and understand the mechanisms of a cgiaick and the management of digital crime
scenes.

The event continued dng a conference focused on data security technologies and-rogliee
protection devices available to SMEs:

Frédérik Aouizerats, leadarchitectVMWare at IBM, presented an overview of the security
of cloud solutions based on "VMWARHEgEchnologies

Abbas Ahmad Engineer at Easy Global Market, present&MESC, a European
Cybersecurity Toolkit dedicated to SMEs,

Patrick Chambet, RSSI of Nice Cdte d'Azur Metropolis and representative of Clusir Cote
d'Azur, showed multiple examples of cybersecurity risksedléd connected objects scattered
throughout a city of the future,

Cédric Vamour, CyberSecurity Architect at Renault Software Labs, made the link with the
previous presentation by showing a specific application for the autonomous vehicle,
Marjorie Billa ud, Economic Intelligence Advisor at the Nice Cote d'Azur CCl and Moise
Moyal, Regional Delegate of ANSSI, presented a reminder of the European Data Protection
Regulation and its "data security" aspect,

Finally, Moise Moyal concluded the evening with a pemtation of the national system of
assistance to the victims of cyber malice acts "Cybermalveillance.gouv.fr".
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inusntatirs du mande numerniaue

Figure 17 : Easy Global Market, presenting SMEEC at the Sophia Security Camp

The representatives of the SMEs presertihe evenexchangegboints of view and concertsng after

the conference. Edmond Cissé (Uraeus Consult), host of the day-hondtawsith Lionel Faure (TAS
Group) of the Telecom Valley Safety & Cloud community, will meet them all year long to continue
sharing on the themes of security and clmahagement

3.3.1 Pursuing aising interest in SMESEC (Milestone Year 2)

For raising awareness of cyber threats and generating interest in SMESEC, FHNW has been
developing a quick check instrument for SMEs. The quluick can be printed on one doupbged

A4 paper and handed out to SMEs. It provides the SME employee responsible for cybersecurity to
check the SMEOGs cybersecurity practices i n 10
guestions. In just about Ifdinutes, the employee can calculate a score indicating how mature the
SME is.

The quick check questionnaire offers the foll owi
well is your company protected against cyber t ac ks ? 0 and ndem twi chezls t he
immediately whether they meet minimum standards for small and mesitrgch companies. It covers

the topics of task, powers, and responsibilities, awareness, data protection, backups, password and user
administration, malware protection, upel® secure communication, software and device
development, and emergency response.

The definition of that standard is based on campaigns from peer organizations, such as the Swiss satw
and SwissICT organizations, that has been adapted to meet the SMEBIEE and completed to
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address albverthe cybersecurity concerns. For example, SMESEC does not assume that an SME
would be able to define guidelines and baselines for cybersecurity themselves but takes a proactive
approach of proposing concrete recomnaioths that allow easy dbyourself cybersecurity
capability developments. Also, SMESEC supports a diversity of SME business models, such as the
development of software or devices that need to be protected.

The quick check questionnaire contains questithrat encourage a snowballing approathalking

about SMESEC. The questions fADo your <clients Kkni
to cyber threats?0 and ADo your vendors know ho
cyberthred 7?0 encourage discussion about cybersecurit
spread the word about SMESEC, e.g. by forwarding the quick check questionnaire.

The quick check questionnaire offers guidance and support for the SME. It provides theitBNte
ability to calculate the number of YES answers and encourages the following actions:

- 0-9 points (out of 30 points): identify the questions that would be easy to turn to a YES, hence
immediately work on improving cybersecurity.

- 1023 points (out oBO points): share their contact information with the SMESEC consortium
and register for a newsletter that regularly reminds them about cybersecurity and offers a way
to know about SMESEC.EU.

- 24-29 points (out of 30 points): share their contact informatiadh the SMESEC consortium
and register their interest for the SMESEC beta program that will be launched with the open
call.

- 30 points (out of 30 points): share their contact information with the SMESEC consortium and
indicate that they are so mature ttisy are an interesting candidate to share ledsamnsed
with other SMEs.

The following figure shows the questionnaire.
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Check your Cybersecurity: Fast and Easy

compary.

The nisks of cyberanacks are ohien underestimated, For example, Symantec reported that already in 2015 here were more
phishing attacks on SMEs (43%) than on lage businesses (35%) Accerding 10 1BM, the cost of a data beeach, which may

result from such an amack, was 3'400'0C0E (129€ per siclen record)
Check and improve your cybersecurity now!

@ smesec

How well is your company protected against cyberanacks? Check now whatier you meet minimum standards foe small and
madium-sized companies (SMEs}. In jugt a few minutes, this guestionnaire lets you determine the current situstion of your

Think of a cyber-attack happening tomotrow on your company..
1. Tasks, powers, responsibilities

Has your company definad who is respensible for cybersecarty?

Duoes that person have the inowledge, skills, abilities, and empowerment necessary for today’s
cyberattacks?

Have you identified how your company will minimise the econamic impact if the atack would be
successtul?

2. Awareness

Do yeur employees know how 1o daat with inzecure e-mail, data, and the intamet and act
accordingly?

Do your chients know how to work securely, thus do not expose you fo cyber thrests?

Lo your vendors know how 10 work secursly, therefore do not expose you 1o cyber threats?

3. Data protection

Is e sensitive and crifical data you store ancrypied, including data on mobile devices?

Dees your company hanale persanal and sensinve data comphant with the GOPR? GDPR i1 the
General Data Profection Regulation for al individuals in the EU and EEA.

Dvd you protect the physical access to computers, servers, and e network of your company?

4, Backups

Do you have a recent backup of your dats and your systems?

Is 3 backup availsblz cffline, or 3t Jeast at 3 different place and completaly disconnected from
your systems?

Have you tned 1o restore a data and or system backup and seen that it is werding?

5. Password and user administration

Are your employee’s passwords strong and speciic for each wser account and system?

Can each emplayee only access the gystems the employee = suppoted fo (also think of the
farmer employees)?

If any employee has expetienced a cyberatisck, have that employee’s posswords been
changed?

6. Malware protectfion

15 your IT neawark protected by a firewall fiat protects your systeens from outside aftacks?

Ara your devices, systems, and apphcations protectad agasnst makware (e.g. antvirus program,
ransomware protecton, and spam filter)?

Have you configured your mabware pecsection fo scan mail attachments, downkoads, files
received over networks, end connected storage media?

P renc) v wwven frvh g AT e Lo 1007 FEos TTID et 4 STV TS

B el R R e il e b o L P
N Vst T i’ v e 17 X0KT Tt e e S € oo
e 2 sl Wit v W sees o Funs fuie § DO
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7. Updates Yes No know
Is sl software on your employees’ devices regulardy updated (&g appbeations and aperating — f
systems|? L — )

Is your malware protection regularly updated (e g antvirus program, spam filker)? ] ] |

Is af software of your servars and devices regularly updated, mcluding the firewall? | |

8. Secure communication Ves Mo .’}‘-;;
Are $ie passwords and data tent encrypled between he cliorss and the servers? il [ ]
Iz your WLAN encrypled ard protectad, and 00 you require your employess &t home 1o use 3 - — r
VPN © access your systems? — ) L

| the WLAN for employees separated from e WLAN for gueats? i1 il 1
9. If you develop software or devices Yes No o
Did you dehne who is responable For the security of each of your software products snd |
senices? | |

Did you perform code inspection, espacially to detect wulnerabilitios and security loopholes? 7 7' ,,J []
Did you do black-box testing against the common security thraats? ] ] L
Think the cyber-attack happens NOW_.

10. Emergency response Yes No Er?gw'

Is the person responsible for cybersecurity able 1o end the cyberattack and hmit its offects? [iii] ] [

If your cherts or vendors are atackad: would thay inform you about fie attack it you would be e
affactad? l | L
Do you know that registered SMESEC beta peogeam participants can reach out 3o our team f i | -
thoy nead help? L 3] 3

Your Result: Count the Number of YES | J

09 Alarm level red — You are aasy pray. Choose the easest “No” or “Dan't know ™ answees 2nd furn them oo 3 “Yes ”
1023 Hm, think how it woukl fael % be secure. Get reminded by registenng for a nowalstier with tips, & g. on SMESEC EU.

24-29 You do qum a lot of cybersecurity already. Challenge your company with more advanced prosction, 2.9/ by joining the
SMESEC beta program during 2019,

30  Youare & reference for SME Jom cur Cybersecunty Master's Clubs and thare your expenences!

Participate Learn more Contact us
Register for the newslatter, You will find addtional mfarmation Registered beta members may wrde
bet-program, or Master's Club ar on SMESEC s Twer channel or at u$ 10 get queshons answered

wWww . smesec eu/contace www.Smesec.eyu INAL Iinfof@smesec.eu

Copyrght © 2018 Savaal Froter. Urile Scock, and Martn Gwerder, 100N, Bige Yot Ostas, Urnersty o U, ad Abasc M nds Cesa ATCE, on bebaf of #e SVESEC cormrtun
Versere 1.2 Roen Nowenbies 21, 200 You redy Use o0l dhins S b acconting b e teivs of e Crastwe Comeronn A% Bt NonC ermvrs 8 binAGie 4.0 fmwrsbony frerse The
yoropt b b i by S T Cybmemc oty Sapch Ohwok for SME Dy 10 Taw tinrlnd s SATW sni] s iasd s TMESET sibums of ainphe and bowaot dodponiem! cybeaecurny v
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Figure 18: cybersecurity quick check questionnaire for SMEs.
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The feedback from SMiEon the questionnaire was overwhelmingly positive. The recipients were
immediately studying it, and those who had experience in cybersecurity considered the quick check
guestionnaire to be reasonable. Al them were promising to eitheanswerthe questianaire
themselves or to test their employee responsible for cybersetaritieterminehow good their
company performs. The recipient most experienced in cybersecurity gave the feedback that it would be
interesting to have such a questionnaire writterafoemployees in the SME, hence allow spreading
good practice as suggested by iadependentbody like SMESEC (an EU project)within the
company.

Several recipients asked for multiple copies of the questionnaire, indicating that the questionnaire was
interesting to have ante distributed At the time ofthis writing, it is still too early to assess the
impact of the quick check questionnaire on the Skégistrations for SMESEC. The deliverable D3.6

will report about thdinal figures
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4 SMESECtraining pl atform and trainings

SMESEC project will create and publishcampleteset of online courses to increase security
awareness for its users and also train them on how to configure and operate the SMESEC framework.
To provide these courses, the project will make use of a flearming platform designed and
operated by one afs partners (UoP). This platform is called SecurityAware.me and can be found at
the website.

SecurityAware.me is a platform whiellows users to create and manage "interactive" online courses
using real infrastructures and testbeds (servers, computers, networks etc.) across Europe. Contrary to
various elearning platforms SecurityAware.me focuses solely on cybersecurity. Exmenisdcurity
companies and institutes around Europe are invited to create courses and contribute training material
for various security topics and levels of complexity.

Cybersecurity training for all!

of |ust browse all courses

Figure 19 SecurityAware.me website

The platform is completglfree and can host courses that are open to the public (no registration
required) or only accessible by registered userseO of t he pl atformds featur
companies, projects etc. create their own space (page in the website) atitkinasin private or

public courses, presenting to their users a personalized training experienttds spacethe
company/project can create their own security ingircourses or select among the free courses that

are already created by other expartthe platform.

Hosted courses can be executed directly in this platform or exported in various formats to be inserted
in other LMS (e.g. Moodle). In this point we must mention that SecurityAware.me is based on
FORGEBoOX, an #earning platform that wasreated in the context of the EU project FORGEBoOX

( ). Since SecurityAware.me is an updated instance of FORGEBox it has adopted all
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the additional software tools, widgets and services that were creatdidafoplatform. Such tools
include webssh components, visual log reports, automated resource allocation tools etc. More
information these tools can be foundhir

SMESEC and SecurityAwareeme As ment i oned above, one of the Sec
feature is the ability to allow companies, projects etc. create their own space (page in the website).
SMESEC has taken advantage of this feature and has already created its own training webpage with
private courses provided by its security partners. Access to this webpage is only possible through the
SMESEC framework platform.

4.1 The training platform

The SecurityAware.me training platform already hosts a set of courses which focus on various
cybersecurit topics like Intrusion Detection, Digital Forensics, SIEMe¢urity Information and
Event Managemehsystems, Hardware Security, Ethical Hacking etc.

A course is organized and presented in separate sections thus providing an experience similar to a
preentation slideshow. The content of a course can be anything e.g. text, figures, graphs, videos etc.
An example of such a course in presented in the following figure.

o,‘

Incident detection: Security Information and Event

Management
I
J
- 7
I . .
g 9 g B
g0 9o 935 ¢

M .
ES=1 S| b j» 3 2

Figure 20 A course module for SIEM

One of the SecurityAware. me platformbés innovati
term interactive content refers toon peaxrptesr ioefn ctehoe
trainees through connection to real resoursesyers, networks and testbeds as well as access to
various security products. In these interactive parts, users are asked to perform tests and exercises
based on the theory of the overall training course (and usually precedes th@maady. Such an

interactive part where a trainee is asked to configure a honeypot for intrusion detection is presented in

the followingfigure 21.
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Figure 21: configuration of Honey pot for intrusion

4.2 The training modules

End November 2018 we praig 9 training modules. SMESEC partnet®o provide tools are working
on the training on theuse andesides dew overall trainingnaterialson the SMESEC platformas a
wholeare also expected be ready in the coming months

Categories List of courses

.........

Over the next months dhe project, the SMESEC partners will create all the necessary training
courses required to support the framework. These courses will include general cybersecurity training
for inexperienced users, training material for the various tools provided by SMBEGHE finally an

overall course for SMEs that want to install and configure the SMESEC unified security framework.
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These courses will be uploaded to the selected training platform (SecurityAware.me) to be evaluated

by various types of users and employeesot he pi | ot s. Further more, at t
SMESEC training webpage in SecurityAware. me pl a
templates to offer a unified final experience to the-esers

4.3 The process to add training

The main goal of SMESEC is to identify what the needs from the SME perspectaad translate
them into requirements for a unified framework, which will eventually consist of the SMESEC
partnersod contributed products.

The proposed products are often conaikel to understand ar deployed if no cloud solution is
provided. With respect to the goal of proposing to all SMESEC partner the ability to add a training on
the Security Aware platfornthe Consortiundecided to have a common document in order to unify
the way we add trainings into the platform.
The basic process of adding a new training to the platform is realised in three steps:
1. Write the Training
2. Send the Training to the Training platform via malil
3. The training platform responsible axitie new course
The first part of adding a new training process is to write it. The preferred format is an editable Word
document. The document is composed of two parts:

Theinforma i on6s part must include the foll owing:

Author

Company

Contact

Training Title

Difficulty Level (Hard/Medium/Easy)
Small Description

Category (Example: Cybersecurity)
Key Words

Then the training body must be sheprausars.ed in dist

Each part must DbRARTONn alnyd tbhee fkod ywomedd by its part
PART 3¢é.

Thefinal result from the Word document into the web training platform\gYesIWYG (What You
See, Is What You Get) approach. All listn@nd numeration including picture placement is
reproduced visually in the training platform. As well as for external link.

=A =4 =4 4 -4 -4 4

Nevertheless, one specific pamniust be annotated: the code block part. If required in the training,
including a code block must beearly annotated by the tagscCODE> (Include Code here)
</CODE>

We have cr eat e dCroassite Bcaptinyi(X$$) & SQLunjestiens iy practicet hat has
been added into the Security Aware platform:
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Annex Aprovidesthe completéVord document.

5 Assessment of cybersecurity awareness and
maturity of SMEs

SMESEC offers cybersecuritawareness and improvement to SME and reports for the open
cybersecurity community about the stafehe-practice of cybersecurity in SME. The questions that
will be addressed by the community report will include the following:

- What are the cyber threatsat SMEs are exposed to?

- How common are the respective attacks?

- How common is a cybersecurity practice in use among the SMEs?

- How much do SMEs appreciate a given cybersecurity practice?

- What are the enablers and hindrances for cybersecurity practiceoadopSMES?

- How long time does an SME need to complete the improvement work for a given capability
area?

- How fast does an SME respond to an experienced cyber incident with incident response and
improvement of the associated capabilies

The community regrt is built with the participating SMEs. So far, the SMEs that participated are the
SMEs that participated in the SMESEC online survey and the four SMESEC use case SMEs
SMESEC continuous to growthe community of participants through the disseminatioivities
described in WP6 and the validation activities in WP5.

5.1 Survey investigatinghe cyber threat exposure and awareness of SMEs

SMESEC has been creating and is continuously advertising a survey to understand the exposure of
SMEs to cyber threats andiareness of these SMEs about these threats and how to address the threats
with cybersecurity. Thesurvey is offered in English, German, French, Spanish, and Greek. The
following figure shows the call for joining the survey on the SMESEC.EU homepage.
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E SMESEC Home  Framework v  Project v News L Events v  Contact

CYBERSECURITY FOR SMALL AND MEDIUM-SIZED ENTERPRISES ARE SMALL AND MEDIUM SIZED

COMPANIES UNDER FIRE?

Please join us in bringing
together the facts on cyber

a lightweight Cybersecurity framework for
thorough protection

EARN MORL _

threats,

'
\‘ "

e

JATEST NFWS

Figure 22: Call for joining the SMESEC survey on www.smesec.eu (blue box on the righiand side).

The surveytries to find out the company profile, the threat exposure, and optionally the cybersecurity
practices and priorities of theM&k. The survey is anonymous, and contact information is collected
with a form separate from the survey form. The surirejudesthe questions described in the

following table.

Table 3: Survey questions.

Question Questions Comments

group

Respondent | What is the job title stated on your business card? To collect information about

profile Are you responsible for the cybersecurity of your | the responderio judge the
company? credibility of the answers
Did you receive any training in the field? and connect the rece|yed

) = answer with answers in

Your pseudonymous identifier future survey.

Company Company Size To collect information about

profile Type of Business contextual factors that may
Domain of Business influence _the threat exposut

and practices.

Cyber threats| Does your company consider itself to be a target { To collect subjective and
hackers? objective information about
What cyberattacks or data breaches did your the SMEGs cyl
company experience in the past 12 months? €Xposure.
What were the consequences of the attacks on yd
company?
Is your company woied about cyber threats?
In comparison to 12 months ago, did your compat
worries about cyber threats change as follows.
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Question Questions Comments

group

Protection Can yourcompany well mitigate cyber risks, To collect subjective and

and practices| vulnerabilities, and attacRs objective information about
Can yourcompany easily recover fromacyber |t he SMEOGs cyl
attack practices.

Does yur company hae a systematic approach to
ensuring cybersecurity

Who does cybersecurity for your company?
What budget is allocated cybersecurity?

Cybersecurity, Sources of knowledge about cybersecurity To collect information about

improvement | Mmay your company consider slowing or pausing [t he SME&s pr ¢
operations for some days and impeaybersecurity] improve cybersecurity.

How could your company improve cybersecurity?

The survey form was used in an online sglfwering mode by the respondents as well as in
structured interviews #t FHNW was performing witmany SMEs.

5.2 1t Community report: mpping of cyber threat exposure and awareness of
SMEs

Based on 22 answer s, the first KRisidarsfer Bi@all and mmu n i t
Mediumsi zed Enterprises (SMESEC Radar3gME®6hsa so pbiene non
about cybersecurity, of fers an interpretation f
for joining the SMESEC activities.

Cybersecurity Radar for Small and Medium-sized Enterprises (SMESEC Radar)

With the SMESEC Radar, we want to find out about the start of cybersecurity for small and medium
sized enterprisedlVe have received 22 answers on a structured questionnaire (which can be found
below). 64% were micro companies, and 27% small companies. The companies were active in
development, trading, or service provision with hardware, software, data, fhaved offerigs. 48%

were active in the ICT domain, 13%educationand the rest coveresifurther business domains.

Are SMEs Targets for Hackers?

The SMEs tended to have a positive view of their potential exposure to hackers. 41% did amt have
opinion. Of thosavho had an opinion, only 38% thought that they are a target.

This positive view corresponded with the experience of the SMEs. 47% of the respondents could not
remember any attack in the previous year. The SME attack profile shows that the large megority h
experienced mild attacks, while moderate or severe attacks were rare or inexistent.
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@ Strongly agree
OAgree

ONeutral
ODisagree

O Strongly disagrec

Figure 23. Perception of being a target for hackers

What are the Consequences of Attacks?

23% of the respondents did not know the consetpgenf the attacks their enterprise had experienced.

Of those who knew, 59% encountered incident costs or business disruptions. 41% did not observe any
consequences of attack3he SMEs felt better prepared to address threats than to recover from an
incident. 45% of the enterprises believed that ttmyld address cyber threats, and 2B#icatedthey

would have low ability. In comparison, only 33% feel they would be able to recover with 24% feeling
they would have low ability.

None ]
Incident coSt< )
Unknown ]
Business disruption HE
Sanctions or fines
Damaged reputation
Termination

0 1 2 3 4 5 6 7
Figure 24: consequences of attacks experienced by the participating SME

Are SMEs Worried?

The SMEs tended to be worried about cyber threats, and the worries tended to increase over the last
year. 63% of the SMEs who had an opinion stabeg tvould be worried, while only 38% disagreed

with that statement. 27% did not haaeopinion. 50% of the SME stated that their worries increased

over the last year, while another 50% indicated that their worries were the same.

O Strongly disagre
O Disagree

| - O Neutral

OAgree

0% 20% 40% 60% 80%  100% W Strongly agree

Figure 25. degree of worry among the SMEs
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How do the SMEs do Cybersecurity?

SMEs tended to consider their cybersecurity practices as being unsystematic. Of the respondents who
could judge, 67% indicated that their practices were unsgsienwhile 33% indicated that their
practices were systematidNevertheless, most SMEs had clear assigned responsibility for
cybersecurity. 64% of the SMEs had appointed an internal person or team to be responsible for
cybersecurity. From the rest, 67%t leverybody do a bit of cybersecurity. Onlyfew SMEs
outsourced cybersecurity (8%) or had nobody doing cybersecurity (4%).

However, SMEs did not sperah cybersecurity or had just little spending. Of the respondents who
could estimate the spending, 659 dot devote any budget to cybersecurity. 29% spandx@dmum

of 2% of their turnover, and 6% a maximum of 5%.

B Strongly disagre:

O Disagree

. | | | | O Neutral

O Agree

0% 200  40%  60%  80%  100% D Strongly agree

Figure 26. systematicity of cybersecurity practices in SMEs.

Would SMEs Improve Cybersecurity, and How?

Almost halfof the SMEs considered cybersecurity to be critical enough to slow or pause business for
developing their cybersecurity capabilities. Of the respondents who had an opinion, 44% strongly
agreed, and 22% agreed. Only 33% disagreed. 40% had no opinion.

The giorities for improvement should be on training employees (68% of the respondents), followed
by systematising vulnerability search (45%) and improved tooling (41%). Interesting for the
community is that some SMEs would participate in exchanging lessaned (36%). Figure27

gives a complete overview of the priorities for improvement.

Train Employees I
Systematize Vulnerability Searc I
Improve Tooling I
Exchange Lessons-Learncill|
Respond to Prioritized Threat
Increase Cybersecurity Bud gl
Get Advanced Cybersecurity Solutior
Get Cybersecurity Specialist
Unclear I

0 2 4 6 8 10 12 14
Figure 27: priorities for improving cybersecurity in SMEs.

SMEs are open to a variety of channels to receive support. Most would weledrsigesor forums as
knowledge sources, and many would accept external experts and webistrsome appreciated
classroom trainingand only afew considered the media as an adequate knowledge source. For
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