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@SMESEC

Executive Summary

In order to maximise the impact of its results, SMESEICimplementa strategy basedn a multi
dimensional approach to foster dissemination, exploitation and standardisation actisitesarket
driven project and due to the scope of the projettwill especially focus on SMEs, delivering a
dedicated cybesecurity framework. To ens& the wider audience, SMESEC will lead direct
communication activitiesamong otherstowards companies in ordén generate awareness in top
management, decisions makers, foster the framework adoptidgechgiciansand developersby
organsing workshopg#rainings enhancement of products and servicasd opensource software
contributions

Acting as a driver of cybersecurity markéte$seSMES orientedactivitieswill be strengthened by a

set ofscientific and informational publicationassociated witlstandardisation contributions order

to consolicateinternational and European links and harmonizing solutions with general standards and
directives — promoting cybersecurity policies and modelBhis active participation will give
relevancy, added solidity and opesther new networks of SMEs involved in the satellite fields of
cybersecurity.

As SMESEC aims at delivering an advanced cybersecurity framework for SMEs, its concept is broad
enough to address a wide rangefiefds of applicatbn. To optimise its effectivenessnd massive
adoption it is planned to firstly focus on the four projecpilot use cases (IoT, Smart City, Smart
Grid, eVoting), build vertical communities and extend them in a second timebtoa@r range of
industrid domainsthroughanopen call system.

The dissemination activities will be supported by a set of comntignicactions meeting the
SMESEC objectives and notably in:

X Ensuring project visibility by generalised marketing of the project activities via stieedia
and dissemination channels

x Fostering the SMESEC Framework adoptiga targeted marketing of specific activities and
outcomes to identified target groups
Supporting a sustainable exploitationtlké SMESEC outcomes
Contributing in policy and stalards related activities

This deliverablgresentghe preliminary dissemination and standardization plakisg into account

the project assets atigeir current status. Market liskvill be maintained all along the project lifetime

and each plan wilbe continuouly updated to match expectations and stakeholders needs, supporting
the future exploitation plan.
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1 Introduction

1.1 Purpose of the document

This document presenthe preliminarymarket analysis and the corresponding dissemination and
standardization plathat will be developed during tfeMESEC project. The initial plaprovidesan
overview ofthe communicationand standardizatiostrategy presenting thenaterials,the channels,

and the target groupsf the project This strategy willbe updated and adjusted all along thi
duration of theproject to maximize the projéstimpactandwill be completed with the exploitation
planpresentedn the next deliverable.

1.2 Relation tootherproject work

As a preliminary plan, this deliverabdiefinesconcrete actionderivedfrom the description céction
definingdistinct phaseand respective roles of SMESEC partners. This work is also based on all WPs
and especially on WP2 bringing inputs for technical understanding and usedefigé®n. This
pushed a complementary approach to the current market analysis.

1.3 Structure of thelocument

This document is structured fiour major chapters

Chapter 1 preserg the SMESEC assets and relative IPRs

Chapter 2 presend a market analysis pregig possible competitors and market maturity for each
project asset.

Chapter 3 presers the preliminary dissemination plan, including strategy, materials and schedule of
activities

Chapter 4 presents thestandardization strategy planepicting generabtrategy and associated
partnersactions.
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2 Project assets

2.1 Project assets

2.1.1 SMESEC Framework asunified solution

The SMESECprojectaims to delivera completeframeworkable to provide validated solutions to
secureSMEs This section presents some outputs from WP2 trying to give an overview of main
technological features and their impacts on a reference architésttoren inFigurel).

Sensing layer Interface layer

PC Mobile

SEE NS SN EEEEEEEEEEEEEEEEEE [ T~ S N NN NN SN NN NN EEEEEEEEE L]
Network layer ,
: y S )

1 ) Gatewa

axm
Qo-Pria./ Service layer
. Cloud / Hybrid y :
E servers H
000104 B 888,843 8880303 o483k o 8PP PP e E R -
: Interface layer :
Privileged
. user .

Figure 1: SMESEC reference architecture and different system layers

The table below depicts the main technologies addressed in the SME§EE and their impacts on
the different layers of IT systems.

: . Application
Security products \ Sensing | Network . PP
Service layer / Interface
System layers layer layer
layer
Security products Data Data Data Data Data Data Data use
chain function collection| carriage | storage| analytics| market
place
Encryption r r r
Governance, Risk, r r r r
Compliance
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u%SMESEC

. : Application
Security products \ Sensing | Network .
Svster | | | Service layer / Interface
m r ayer ayer
ystem layers y y layer
Data Loss Prevention r r r r
Unified Threat r r r r r
Management
Security Information and r r r r r r
Event Management
Intrusion Detection and r r r r r
Prevention Systems
(IDS/IPS)
Distributed Denialof- r r r
ServiceMitigation
Business Continuity / r r r r r
Disaster Recovery
Web Application Firewall r r r
Secure Web Gateway r r r r
Application Security r r r r
Testing (AST)
Endpoint protection r r r r r
platform (EPP)
Security Awareness and r r r r r r
Training
Deception technology r r r
Endpoint Detection and r r r r r r
Response (EDR)
Cloud Access Security r r r
Brokers (CASB)
User Entity Behaviour r r r r r r
Analytics (UEBA)
Identity & access r r r r
management
Table 1: SMESEC framework technologies and layers impacts
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u%SMESEC

2.1.2 SMESEC Framework components

2.1.2.1 Encryption

Encryption refers to the process of protecting sensitive dataiyertingit to an encoded form that
canonly be decrypted by means of a protected key. This method ensures that even if security is
breached in other levels, data will still be highly protected and will be useless to any mabe&ious u

2.1.2.1 Governance, Risklanagement and Compliance (GRC)

Governance, Risk Management and Compliance (GRC) is a term often used to describe the
organizatiors efficiency to achieve its objectives, address uncertainty and act with integrity. In these
three terms, (i) Governance refeo the processes involved to assure that the organization handles
information properly across all workflows, (i) Risk Management stands for predicting and handling
possible risks that may slow the organization achieving the goals and (iii) Compliahuwkes all the
processes to adhere with laws and regulations, as well as company policies RUtIDES HIPAA,
HITRUST, EI3PA,SOX, GLBA, FISMA,ISO 27001)

2.1.2.2 Data Loss Prevention

Data loss prevention is the set of security controls for protectingisensmterprise data from being
disclosed to unauthorized users, across all platforms (computers, mobile, etc.) and throughfeut its |
cycle.

2.1.2.3 Unified Threat Management (UTM)

Unified Threat Management is the-allone security solution that integrates tipié solutions, such
as antivirus, VPN, firewalls, content filtering, etc. often running simultaneously.

2.1.2.4 Security Information and Event Management (SIEM)

Security Information and Event Management (SIEM) is a technology that enables the aggregation of
dataproduced by multiple devices, network infrastructure, systems, and applications. Log data may be
the primary source of information but SIEM systems are able to consume more complex data
structures. Combined with other sources, such as user directolie,atilities, etc. SIEM systems

are able to monitor systems and users as well as compliance to policies and standards.

2.1.2.5 Intrusion Detection and Prevention System (IDS/IPS)

Intrusion Detection/Prevention Systems implement threat deterrent technologiewnothitdr live
network traffic to detect and prevent vulnerabilities based on a given set of rules.

2.1.2.6 Distributed Denialof-Service mitigation (DDoS)

Distributed Denialof-Service (DDoS) refers to the type of attacks from multiple sources to a single
target tlat causes denial of service due to flooding by immense traffic. It directly affects the
organization operations by denying access to legitimate users.

Document name: Page: 13 of 84

D6.1 Dissemination plan and market analysis

Reference: D6.1 | Dissemination: PU | Version: | 2.0 Status: Final version




I%SMESEC

2.1.2.7 Business Continuity / DisastRecovery

Business Continuity Management plans the crisis managementspescéhough a configurable
system to describe the business continuity needs, analyse the risks, create and test busioégs contin
plans and initiate and manage the disaster recovery activities.

2.1.2.8 Web Application Firewall (WAF)

Web Application Firewall dir from the typical firewall as they focus mainly on protecting the web
traffic (HTTP protocol) from a variety of attacks, such as GRiss Scripting (XSS), SQL injection,
etc. WAFs are able to inspect the payload of the HTTP traffic and decide # tkiti and provide
input to other tools like SIEMs.

2.1.2.9 Secure Web Gateway (SWG)

Secure Web Gateways protect company assets while surfing and enforce the policy companies to the
network traffic. They may offer a range of capabilities, including URL filterargivirus/antimalware
protection, SSL traffic inspection, etc.

2.1.2.10 Application Security Testing

Application Security Testing help developers, administrators, enterprigesidentify security
vulnerabilities by performing exhausting testing on variousetspof the software. It may be also
categorized as:

- Static Application Security Testing (SAST): Essentially white box testing, allows the source
code to be examined for vulnerabilities

- Dynamic Application Security Testing (DAST): Black box testing iyning the software
under many different environments and inputs without access to source code.

- Runtime Application Security Protection (RASP): Testing by examining the runtime
environment of the application (e.g. JVM) using instrumentation.

- Interactive Aplication Security Testing (IAST): This is a combination of SAST and RASP,
allowing users to check various attack scenarios and the effect on the runtime environment.

- Mobile Application Security Testing (Mobile AST): Combination of SAST, DAST and
behavioal analysis using static and dynamic techniques to identify

2.1.2.11 Security Awareness and Training

Humans are usually the weakest pointyber security. Either by their online behaviour (browsing
malicious sitesunwittingly disclosing sensitive informatiofiall prey to social engineering attes;
etc.), or by bringing into the infrastructure infected devices (laptops, etc.), they impose s 1$gkiou
in the organizatios securitymeasures

A number of companies are focusing on increasing security awarandseducating employees and
users in general on security aspects and best practices for their everyday online habits.
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I%SMESEC

2.1.2.12 Endpoint protection platform (EPP)

An endpoint protection platform (EPP) is a solution that converges endpoint device security
functiorality into a single product that delivers antivirus, @myware, personal firewall, application
control and other styles of host intrusion prevention (for exarbgleaviourablocking) capabilities

into a single and cohesive solution. More advanced E®tions are starting to integrate with
vulnerability, patch and configuration management capabilities for more proactive protection. Beyond
fighting malware, modern EPP products are expanding to include data protection features, skch as dis
and file encyption, data loss prevention, and device control. The majority of the EPP market is
focused on P@ype endpoints; however, these solutions increasingly are starting to encompass
management and tracking of other mobile devices, such as tablets and smesttpho

2.1.2.13 Security Information and Event Management (SIEM)

Security information and event management (SIEM) technology supports threat detection and security
incident response through the réate collection and historical analysis of security events from a
wide variety of event and contextual data sources. It also supports compliance reporting and incident
investigation through analysis of historical data from these sources. The core capabilities of SIEM
technology are a broad scope of event collection andlittigy to correlate andnalyseevents across
disparate sources.

2.1.2.14 Deception technology

Deception technologies are defined by the use of deceit and/or feints designed to thwart orf throw of
an attacker's cognitive processes, disrupt an attacker's automation tools, delay an attadkiessoactiv
disrupt breach progression. Deceptions algezed throughheuse of deceitful responses, purposeful
obfuscations, feints, misdirections and other falsehoods. These techniques leverage the trust that
attackers and the attackers' tools must have in the network protocols, infrastructure, applications
systems and data elements they interact with or access during the execution of their attacks or
throughout their intelligence gathering activities. Deception in this context is used as a teébmique
defensive or disruptive purposes, and is not offengiwnature.

2.1.2.15 Endpoint Detection and Response (EDR)

Endpoint Detection and Response is the next step in Endpoint Protection Platforms (EPP). Typically,
EPP involves the detection and mitigation to a more sophisticated process including detection,
analyticsand prioritization of incident response.

2.1.2.16 Cloud Access Security Brokers (CASB)

Cloud access security brokers (CASBs) argmises, or cloubased security policy enforcement
points, placed between cloud service consumers and cloud service providerdioecand interject
enterprise security policies as the cldwatsed resources are accessed. CASBs consolidate multiple
types of security policy enforcement. Example security policies include authentication, singla,sign
authorization, credential mappinglevice profiling, encryption, tokenization, logging, alerting,
malware detection/prevention and so on.
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u%SMESEC

2.1.2.17 User Entity Behaviour Analytics (UEBA)

User and entity behavio analytics offers profiing and anomaly detection based on a range of
analytics approdwes, usually using a combination of basic analytics methods (e.g., rules that leverage
signatures, pattern matching and simple statistics) and advanced analytics (e.g., supervised and
unsupervised machine learning). Vendors use packaged analytics tdeettaduactivity of users and

other entities (hosts, applications, network traffic and data repositories) to discover potedesatsn

2.1.2.18 ldentity & access managemé&ihAM)

Identity and access management (IAM) is the security discipline that enableghthiedividuals to

access the right resources at the right times for the right reasons. IAM addresses thecritisaion

need to ensure appropriate access to resources across increasingly heterogeneous technology
environments, and to mettte advancingigorous compliance requirements. This security practice is a
crucial undertaking for any enterprise. Itfidly businessaligned, and it requires business skills, not

just technical expertise. Enterprises that develop mature IAM capabilities can reedéehtity
management costs and, more importantly, become significantly more agile in supporting new business
initiatives.

Document name: Page: 16 of 84

D6.1 Dissemination plan and market analysis

Reference: D6.1 | Dissemination: PU | Version: | 2.0 Status: Final version




3 Market analysis

3.1 Introduction

As part of market analysis (a quantitative and qualitative assessment of a market), SMESEC project
has initiated a first approach to the key driversoider to create a basis for the design and
development of the objectives of the proj&MESs represerih Europe about 99% of the total number

of established companies and contribimebout 60% in the valsaddedproduction Usually early
adoptersandfirst players in emerging marketSMEsare facingtoday cybersecurity threats that may
seriouslyhinder the company’'s development. Larger enterprises can afford costly security solutions
and own expertise resourcegteventalert and readb cyberattacks and cybercrime threats

In order to select appropriate channels, messages and efficiently tune tis&=SME&lue proposition,
the focus has been placed in the current and forthcoming market ddora88lEs the size of the
market for both volume and value and the key competitor for each dohheirbjectives of this task
are to better understand the marteeincreas the SMESEC potentialitiegith a trirangled approach
as illustratedn theFigure2: Overview of SMESEC market analysis approbgh

X Analyzing currentriends, performing market segmentation and investigating market barriers.

X Surveying the existing technologies, potential competitors and their distinctive features.
(described irD2.1)1]

X Assessing selected business and technology transfer models in different EU countries and
defining a deployment strategy for SMESEC partners.
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Figure 2: Overview of SMESEC market analysis approach
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A top-down market analysis approach will includiee generic SMEsmarketdomain upto theuse
casepilots market domainsalongside with new emerging marketdhiese SME have a specific
weight. As a living document, market will be monitordatoughoutthe projects lifetime and any
major impact on the analysis would be reported in the forthcoming exploitation documents.

3.2 SMESEC motivation

The problem otyber-security is a complex one. Each company with its services and products has its
own peculiarities antequirements forcing solutions to be tailomadde for each casedividually.

Due to this security solutions are expensiveboth time and moneyare highly complex and require a
dedicated expert team to setup and manage. Big organizations havie sfleciited budgets to pay

the price to protect them as a potential breach could have severe economical and reputatiosal impact
SMEs and public administrationsn the other hand, have limited budgatslare generally reluctant

to invest in cybesecuity.

“A survey of over 1,000 UK SMEs also showleat almost hali~ or 49 per cent- admitted that they
plan to spend £1,000 or less on their cyber defences in the next 12 months, while 22 per deait said t
they don’t know how much they vapend?2]” .

Reality shows thatexurity is not a key driver in their agendasly 27% of small businesses have
formally defined ICT security policj3]), focusing on generate new services and products with two
main objectivestime to market and cost minimization

The threats ta@yber-security have been given prominence by rent EU projects as one of the
most important emerging threats to our security

The damage caused by cybercrimes will increase $8rtrillion in 2015 to $6 trillion globally by
2021as presented inufin infographic 80% of the cybercriminals are affiliated with organized crime.

In June 2014 the McAfee study “Net Losses: Estimating the Global Cost of Cybercrime”, depicts an
estimation of the economic impact of cybercrime for the EU, as 0.41% of GDP (at®w@r66urg
to be compared with 64% of GDP in USA.

Overall losses recorded in European Union: UK was the most studied country in EU, as we have
identified in 3 studies. According to one study UK compariesses reach up to 37 billion euro per
year (27 billion pounds). As a comparison, this was approximately the investment of the European
Commission in Innovation, Research and Development during ayteaegeriod for the entire H2020
program. Another study underlines that the economic impact can vary betweg{£34@1000) to

26.19 million euro (£14 million) annual cost per company. Cost from 104,000 (£75,000) to 4.35
million euro (£3.1 million) per affected company are also mentioned. Germany is also in the focus of
one of the studies with losses varying fron5A®0 to 20 million euro per company per ygzr.

France is also affected by losses from 445,000 1@ mdllion euro economic impact per company per
year.

Secumg network and informatiosystems in the EU aessential to keep the online economy running
and to ensure prosperiig]. The following research shows th&ndency5]:

86% of the Europeariselieve that the risk of becoming a victim of cybercrime is increasing. Sectors
like transport, energy, health and finance haeeome increasingly dependent on network and
information systems to run their core businesses.

Cyber incidents and attacks are on the rise:
X +4,000 ransomware attacks per day in 2016.
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In some Member States 50% of all crimes committed are cybercrimes

Securily incidents across all industries rose by 38% in 201t biggest increase in the past

12 years.

80% of European companies experienced at least one cybersecurity incident last year

+150 countries and +230,000 systems across sectors and countries feeied afiith a
substantial impact on essential services connected to the internet, including hospitals and
ambulance services.

The scale of the problem makes it necessary to act at the European level. Recent figures show that
digital threats are evolving $& ransomware attacks have increased by 300% since 2015. According to
several studies, the economic impact of cybercrime rose fivefold from 2013 to 2017, and could furthe
rise by a factor of four by 201%hereas companies are stilcking from knowledgeawareness to

protect their assets as depictedFigure 3. Evidence suggests that people from around the world
identify cyberattacks from other countries among tbading threats to national securiy.

Awareness and knowledge

Despite the growing threat, awareness and knowledge of cybersecurity issues is still insufficient
69% of companies 60% of companies 51% of European
have no or basic have never estimated the citizens feel not at all
understanding of their potential financial losses or not well informed
exposure to cyber risks from a major cyber-attack® about cyber threats’

Figure 3: Cybersecurity awarenesg6]

Regardless of the latent reluctance towards cybersecurity measures adoption manifested in several
studies, there is a constant growing trend that shows how important are the adoptionroétseses
in the daily operation of SME’s activitie§he following paragraphs show the results of some surveys
that investigate this issyié]:
x Half of the SMEs,polled in a survey have hadcyber security conditions included in
contracts with enterprise customers in the past five years.
x 33% (of the 250 IT decisiemakers polled at UK) SMEs said they have had thgirer
security measures questioned as part of witing contractsin the past year.
X 44% said theyhave been required to have aecognizedcyber security standard such as
ISO 27001, by their enterprise customers in the past five years and 28% in the past year alone.
X The threat of sanctions by the Information Commissioner’'s Office (ICO), the looming
deadline for compliance with the EU General Data Protection Regulation (GDPR), and fear of
reputational damage from a data breach meaneth@tprises are increasingly looking at
the security oftheir entire IT estate, including thirdparty suppliers.
Other findings from the study include:
x Just over two in five (43%prganizationshave cyber insurance to protect against data
breaches.
X Less than half oforganizationshad begun taking data protieet steps ahead of GDPR
implementation.
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X More than two in five respondents would inform all customers immediately following a data
breach.
x Just over half have been asked about employee cyber security training by enterprise
customers.
Figure4 presents ameuplifting statistics related to SME’s cybersecufity

Only14%o0f small businessaate their ability to
mitigate cyber risks, vulnerabilities and attacks as highly
effective.

60%o0f small companies go out of business witkix
months ofa cyber attack

48%o0f data security breaches are caused by acts of
malicious intent. Human error or system failure account
for the rest.

Small businesses amost concerned abouhe security
of customer data.

Figure 4: SME's cybersecurity statics[8]

From the demand point of view, SME’s are receivingnassive amount dhputs from different
perspectives régulatory customers and internal organization) which are paving treth to the
cybersecurity awareness and thereforthe adoption of measures to minimise the impgenerated

by the lack of the appropriatessgms

Even if cybersecurity is a common issue for citizens, governments and companies of any size, the
level of awareness not matchedor the existing threats. Large companies represented in 2011 half of
the documentedatyberattacksbut this situation tends to change in the past years. This ratio has

changed and SMEs registered 53% of total cyberat@skfiown irFigure5. SMEs are increasings
thetarget for hackers because of structural and behavioural features.

2 Small business trends (https://smallbiztrends.com/2017/01/sgveritystatisticssmaltbusiness. html)
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Figure 5: Cyberattacks by business siz€Symantec report 2016)13]

The phenomenon is such that a Zurich Insurance report on November 2016 underlined that "a
decreasing percentage of SMEs feel safe whimking about cybercrime, with theft of customer data
being the most concerning effect”. Damage reputation and business disruption are also common fears
in the European SMEs. Security refers to a subjective notion but figures also confirnreshdha

study of Barclaycard9] shows that48 per cent of SMEs fell victim to dast onecyberattackin

2016and 10 per cent were targeted multiple times.
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3.3 Market analgis

3.3.1 Market trends

The following spider charshown in
Figure 6 represents both the
traditional and emerging market
segments of the main security
product areas. An initial approach
has been done in order to position
SMESEC current scope in the chart,
but also to see where SMESEC
framework might want to bplaced
at the end of the project.

The red area represents the current
situation and the yellow onethe
expected ame at the end of the
project The percentage in the scale
represents the coverage of the
SMESEC framework for each topic
visualized in the whole picture (main
market segments identified).

This preliminary analysis of
the market shows a wide rang
of the maket segments whiclill receive a direcbenefitfrom SMESEC projects developments.
Along with the technical evolution of the project, the final version of the business plan willsshow
well-defined impact of the SMESEC technolegand the market segmtsrunder its umbrella.

Figure 6: Security market coverage for the SMESEC framewor

A general overview to thglobal cybersecurity market shows an expected size tirdvem USD
137.85 Billion in 2017 to USD 231.94 Billion by 2022t a Compound Annual Growth R&@AGR)
of 11.0% during the forecast periddoO].

3.3.2 PEST analysis

An initial P.E.S.T analysis has been carried out arabe@MESEC framework adoptiofseeTable
2). As result of this analysis, several Barriers and obstacles have been idémiiftsth have a direct
impact on the projetachievement (as initially mention in the Grant agreement deothn

The first barrier is théraditional working method, which still exist in many SMEs. It is not only an
issue of technological support, but a seeamnomical challenge. Such barrier can be smoothened with
a number of measures mentioned below thkte suppoted through the SMESEC results.

% Grant Agreement number: 740787 SMESEC— H2020DS-20162017/H2026DS-SC7-2016
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‘ Variable

Re

Political/

gulatory

Table 2: P.E.S.T Analysis of SMESEC framework

Description

New requirements through regulations could have an impact on the technical sol
developed in the SMESEC project e.g. EU policies for privacy, data protection (as

utions
direct

impacts on the materialization of benefits for industrial partners). There are wm kno

regulations or standards at this time that restrict/limit or prohibit the use of the prg
technology in Europe.

Economical/Business

& Market:

SMESEC puts a considerable emphasis on all inputs to be collected from kassnelgs

posed

markets in order to orient the implementation. This will drive the project to focus the

implementation into the more importanéquirementswhich represent the specific

markets needs. Since security solutions are most of the time seam asldedcost

without providingnew business opportumgs, SMESEC will study this barrier in two

levels:
x Costs for the provided security products/services

X Provide necessary examples and proofs of the negative economic impagts that

potential cybeiattacks have ohusinesses.

Societal

Reluctance to new technology acceptance (from awareness to economic concerng) would
have a significant impact on SMESEC adopti@n the other hand, concerns pn

security, specifically in terms of access to sensitive information, mepgesent am

important obstacle for proper adoption of SMESEC solutions. Since security is ngt only

a technological issue, but also involves several organizational and procedural
SMESEC also plans to provide security guidelines addressing thgogsur The

issues,

collaborative approach proposed by SMESEC naturally faces one of the most bakic pre

conditions for any collaborative work: theust building. Another societal barrier is

human understanding of what SMESEC is building, and how to ensure tldstgrag 3
common understanding, especially given the number of disciplines involved.

Technological

SMESEC pays extreme attention to the interoperation of all kind of modules playing a

role within the cybesecurity environment. Support of existing gmmdposed standards

is mandatory in order to guarantee the full integration and features of all ref

components and interaction with external systeNsiradoption of these standarfs

would frustrate or prevent connections to some devices or extertwdsofind systems

evant

or loss of features, thus impacting business potential and revenue. Following, we

summarize technological barrier in a list of important issues:
1-Replicability of proposed solutions for different domains:SMESEC solutions wil

be testedn the pilot activities but also in the exploitation activities that will engage
potential early adopters and stakeholders across Europe as soon as possible |(moving

from pilot solutions to additional local/regional testBYIESEC has an open call
scopeto extend the framework adoption).

2-Complexity for the technicians: The proposed solutions will have to be managgd
technician staffs of generic SMEs, which are not security exi@M&SEC will define
userfriendly tools in order to facilitate their use and understanding.

3-Interoperability and standard solutions SMESEC will cope with a large diversity

of components / subsystems developed using different technoldggeadoption of
interoperable mechanismseagpected to lower this obstacle, which nevertheless ca
be underestimated.

n

nnot
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3.3.3 Market segmentation

Market segmentation “is the process of dividing a broad consumer or busimassket normally
consisting of existing and potential customers, into-gnaups 6egmenis based on some type of
common characteristics, needs, interests, [&tt.

Regardless of the marketing theory (to idenhiiyh yield segmentssegments that are likely to be the
most profitable or that have growth potenti@MESECaims to beome a “ready to market solution
with an immediate market impadtith international and European linkshe projectwill providea
harmonizd solution withhigh quality and affordable cytscurity toad validated in multiple SMEs
environment Increagng SMEsprotectionwill also be ensuretdy focusing on increasing awareness
and traininggmong these organizations

SMESEC approach to the market segmentation comes ftorauagledperspectiveKey driver of the
SMESEC project orbits arour@ME’s in Europe (primary target)therefore the direct market target
should include all SME’slf 2015, just unde3 million SMEs generated€3.9 trillion in value
addedandemployed90 million peopleas illustrated irFigure?) [12].

Figure 7: Europe's SMEs by sectof12]

A more specific target (secondary target) will place the focus on the main SME’s areas where
cybersecurity developments can generate a greater added value to the organization whichtsnplemen
those enhancements:

x Data management
According to the Europe l0T Data Management Market Report(2017— 2023} [14], published by
KBV research, the Europe Internet of Things (loT) Data Management SMEs Market would witness
market growth of 16.1% CAGR during the forecast period (202D23). Other studieg15] value
globally this market irUSD 23.8 Billion in 2016 and are projected to reach USD 66.44 Billion by
2022 at a Compound Annual Growth Rate (CAGR) of 19.3%.

The Germany market holds the largest market share in Europe Small & Medium Entéopridesa
ManagementMarket by Country in 2016, and would continue to be a dominant mark@O0B;
growing at a CAGR of 18.8 % during the forecast period.

The Smart Manufacturing market holds the largest market share in Europe IoT Data Management
Market by Application in 2016, and would continue to be a dominant market till 2023; growing at a
CAGR of 14.8 % during the forecast period. The Smart Healthcare market is expected to witness a
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CAGR of 15.6% during (201#2023). Additionally, The Connectddgistics market is expected to
witness highest CAGR of 19.6% during (2642023).Source: KBV Resezh Analysis

Finally, an indirect approach to the market segmentation wiiheagraineddomain selection can
specifically target the main beneficiaries of SMESEC development. This approach can be done from
both vertical and horizontal perspective in order to create precise market segmentation botktin mark
domains and technology areas:

3.3.3.1 Vertical segmentation

The vertical segmentationoffers goods and services to a specific indusbysinessor a group of
customers with similar needs. On the other hdmdizontal segmentationoffers a broad range of
goods and services to a wider group aftomers with a wide range of needs.
On thevertical axis for this project there are mhain markes targeted which correspond to the 4
project pilots, adt is essential to provide proven results that our solution can enhance different types
of SMEs operatig in a range of market sectors and offering diverse products and services, against
threats and risks introduced by the recently adopted ICT advances:

x SmartCity.

X Internet of Things (I0T)

X eVoting.

X Smart Grids

3.3.3.1.1 loT

Market size in 2022 :
561.04 USD Billion
Growth rate : 26.9%
Estimated number EU
SMEs : 2 074 010

Estimated EU SMEs market
share : 35% (64.83 USD
Billion)

Type of SMEs : Consulting,
System integrators,
Application providers

INTERNET OF THIN@S . Image source: wwunsplash.com

“Solutions aim to detect and prevent possible risks to structures and infrastructures by monitoring
their operations and status in real time. These solutions are essential for ensuring that the assets
operations are maximally optimal, safe and cost competitive”

4 Grant Agreemen740787SMESEC
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Thelnternet of Things (10T) [32]market size is expected to grow fromSD 170.57 Billion in 2017

to USD 561.04 Billion by 2022at a Compound Annual Growth R{t@AGR) of 26.9%. Eurosmart

on November 2016, in the report “Internet tafist, security and privacy in the connected world”
estimatesthat about 10000 projects are ongoing on a global scale. All forecasters expect an
exponential growth in the future years thanks to the potentia Vaveraging of the concept.

Bringing intelligence in existing and future infrastructures, in any activity figlddhes, cars homes,

plants ...) the market players focused in past years on convenience features. Once the proof of
concept and experimentgearly validated, time is now on reliability and one of the main challenge is
security. Data is the “new gold” and all companies estimates that security and privacy issues are a
fundamental basis for 10T developmeRtom servers, networks to devices, thereasing number of

entry points may compromise the full system if specifications, desigimplementation are not fully
securedOn our existing IT systems, the loT introduces an added layer for sensing, sometimes also
based on emerging technologispecific low energy communication protocti&t could considered

as any doorway to attack the whole system. Any other lageta/drk, service,interfacedpplication)

can be reacheom any unsafe device.

The market size is large enough to expect a subsequent role of SMEs in the Internet of Things
revolution. Rethinkingparadigms creating value by bringing data intelligence tools, the SMEs are
notably drivingchangesVerizon in “State of thenarket:Intemet of Things 201633] estimated that

in 2016, IoT startups will generate two or three times more funding than their consumer counterparts

3.3.3.1.2 Smart city

Market size in 2022 : 1.201
USD Billion

Growth rate : 23.1%

Estimated number od EU
SMEs : 708 971

Estimated EU SMEs market
share : 50% (285 USD
Billion)

Type of SMEs : Start ups,
Hardware manufacturers,
Application developers

SMART CITY. Image source: wimsplash.com

“Provides the tools that activate citizen's creativity, imagination and communication, engages urban
thinking and improves the relationship between citizens, the city municipality and city's public
services. With their own communication devices (mobile phonesa @nvapplication, citizens can
post in real time issues and problems for something that happens in their city and inform their fell
citizens as well as the municipality for problems and incidents that occur every mbment”

5 Grant Agreemen?4078#SMESEC
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The Smart Cities Market (global) [34] size is expected to grow fromSD 424.68 Billion in 2017 to
USD 1,201.69 Billion by 2022at aCAGR of 23.1% during the forecast period.

Smart citiesoffer wide opportunities by concentratingban services and fostering intelligence within
networks. Urban applications of 10T technologies necessarily imply a broad range ofeaeray (
building andinfrastructuresmobility, governanceeducationhealthcare..) where interconnection of

each network potentially unleash the data value potentials. 2016 report, “Cyber security, A
necessary pillar of Smart Citig85], authors agree on the fact that ttiek landscape is consequently

the widest with security and privacy concerns led by insecure hardware, a larger attack surface,
bandwidth consumption issues, application riSansitive data and the netwakope insmartcities

implies high stakes in security to ensamnfidentiality, integrity andavailability assimple buganay
hindershuge impacts

The smart cityimplementation involves a variety of stakeholders, combining institutional, physical,
social and economic infrastructures. In teaterging marketSMEs intends to play a key roln a

May 2017 report named “Who will lead Smart Cities@ng&Wood Mallesorg[36] depicted a pioneer
role of SMEs bringing the key building blocks sihart citieson diverse areas. Even if they are not
able to offer leadership in the fieldmall & mediumsized companies will bring most of the main
disruptive technologies and ideas with functional features based on concrete applications fields.

3.3.3.1.3 Smartgrid

Market size in 2022 : 50.65
USD Billion

Growth rate : 19.4%

Estimated number EU
SMEs : 14 739

Estimated EU SMEs market
share : 46% (5.56 USD
Billion)

Type of SMEs : Consulting,
System integrators,
Application providers

SMART GRID. Image source: wansplash.com gﬁmlar fields : Water, Gas,

“Energy networks that can automatically monitor energy flows and adjust to changeergy supply
and demand accordingly. When coupled with smart metering systems, smart grids reach consumers
and suppliers by providing information on rd&ghe consumption”.

“They can also help to better integrate renewable energy and also open upofiséility for
consumers who produce their own energy to respond to prices and sell excess to fa8]grid”
Thesmart grid [30] globalmarket size is projected to grow frdd&D 20.83 billion in 2017 to USD
50.65 billion by 2022 at a Compound Annual Growth Rate (CAGR) of 19.4%
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European smart grid market revenue ipested to grow at a CAGR of 8.6% from 2015 to 2025
reaching almost 30Bn USD, Demand response will be the fastest growing segment within the
European smart grid market withl#year growth rate of 17.6%., according to “Frost Sullivan
European Smart Grid Market Overview”

This area offers wide potentials and fallouts to respond to sustainable development by ensuring field
evolution, able to combine mubiources of energy, inform alert and predict to properly adjust
productionto realtime consumption.Technically speaking, this implies to rethink the current
networks, implementing sensors, smart counters, breakers, in production, distribution and in
consumption / end users layers. This increase of potential vulnerable eintsyrpses security and
privacy issues with unauthorized networks access, data spilling of private data, consumtionrfrauds o
any malicious activities. The electricity network remains sensitive activities where securitgid cru

and especiallyin energysupply towards civil or militarian activities, health, water supply, food,
communication. Any service breakdown may have high consequences on other dependant fields.

In the value chain, the sector is characterised with a high concentration of assetisthedpdoes not
allow any SMEs actors as end users. But in this traditional sector, the need for change wileepens n
opportunities for small players and especially for SMEs in consulting, system integrators, applicati
providers or any ICT solutiondVEs.

3.3.3.1.4 E-Voting

Estimated number EU
SMEs : around 34

Type of SMEs : Consulting,
System integrators,
Application providers

EVOTING. Image source: wawsplash.com

One of the most critical environments from the point of view of security is the electoral prodesses.
ensure privacy and integrity of the votes, electronic voting systems usually implement advanced
cryptographic protocols at applicatitevel by implementing entb-end encryption and verifiability

of the election results, which detects if there have been any attacks. However, these meastires do no
prevent possible attacdks

b Grant Agreemen740787ZSMESEC
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As a niche market, there is rawcurate and updated information about the market size. Based in
Austria, E-Voting.CC provides a long list of key players. This is not an exhaustive list but the evoting
activity seems to count about 50 compd3ies

In addition,with legal and political constraintfor a real development, the security aspects remain the
first barrier. Trust and acceptanaannot be gathered without a strong guarantesedarity privacy

and transparency in the voting procédse needed security level is such that the end to end security is
a must to ensure reliability of voting activitiefhis implies security measures for data, system,
transactions, VPN and associated networks.

3.3.3.1.5 Other fields

To extend this vertical axis other areze alsobe mentioned as part of the initial segmentation to
keep them in the radar as emerging markets:

Also, apart from these four pilots, SMESEC will organizeCpen Callin the final year of the project

to invite more SMEs operating in diverse contexts and offering various kinds of services andsproduct
This open call will allow SMESEC to collect additional evaluation results and make the necessary
adjustments towards @bust and flexible security framework capable of supporting companies and
organizations with limited budgeThis first focus on pilots aims to start the SMESEC awareness,
approaching market players with a vertical validated framework. That is a fiysirslehe consortium

will progressively extend to other fields. The following fig@Fégure 8) gives the number of SMEs in
Europe depending on their activity.

Number of European SMEs by activity

4500000
4000000
3500000
3000000
2500000
2000000
1500000
1000000

500000

Figure 8: SMEs landscape in Europe by activity- Source Own creation/ Eurostats data

This combined approach (vertical and horizontal) try to investigate the wider SMEs audience and also
refers to the way the SMESEC identified saua# for market needs. This is confirmed by the latest
Eurosmart repof42] on l1oT security where some best practices are dissemirkdtene9 shows the
preconized action canvas.
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Figure 9: Best practices approach for security development Source Eurosmart report

3.3.3.2 Horizontal segmentation

Thehorizontal axis will include all main security product areas SMESEC aims to provide a service as
part of the project scope:
X User Entity Behaviour Analytics (UEBA)
Cloud Access Security Brokers (CASB)
Endpoint Detection and Response (EDR)
Deception technology
Secure Web Gateway
Application security testing
Endpoint Protection Platform (EPP)
Web application platform
Distributed DDoS
Intrusion detection and prevention systems
Security Information and Event Management (SIEM)
Unified threat management
Governance risk management compliance
Other.

An extensive analysis on these traditional and emerging markets has been carried out in another
project deliverable (D2.1 SME security characteristics description, security and market anatgsis). T
following information will show theylobalmarket volume forecast for the nexy&ars’period and the
Compound Annual Growth Rate of each market segment:

X X X X X X X X X X X X

X

X Theglobal user and entity behavioranalytics market is estimated to grow from USD 131.7
million in 2016 to USD 908.&illion by 2021, at a CAGR of 47.1% between 2016 and 2021
[16].

x Theglobal cloud access security brokersnarket size to grow from USD 3.3®lion in 2015
to USD 7.51billion by 2020, at a compound annual growth rate (CAGR) of 1716%
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X The endpoint detection andresponse(EDR) market size is estimated to grow from USD
749.0 million in 2016 to USD 2,2854#iillion by 2021, at an estimated Compound Annual
Growth Rate (CAGR) of 25.094.8].

X Thedeceptiontechnology market size is estimated to grow from U%MD4billion in 2016 to
USD 2.09billion by 2021, at an estimated Compound Annual Growth Rate (CAGR) of 15.1%
[19].

X Theglobal SWG market to grow from $2.26illion in 2015 to $5.6illion by 2020, at a
Compound Annual Growth Rate (CAGR) of 20.5% during the forecast geohd

X Thesecurity testingmarket is estimated to grow from USD 3llion in 2016 to USD 7.61
billion by 2021, at a Compound Annual Growth Rate (CAGR) of 1§2Fe

X TheEndpont Security market is estimated to grow from USD 11i6fon in 2015 to USD
17.38hillion by 2020, at an estimated Compound Annual Growth Rate (CAGR) of 8.4% from
2015 to 202¢22].

X Thedistributed denial of service (DD0S) protection market size is estimated to grow from
USD 824.4million in 2016 to USD 2,162.%nillion by 2021, at arestimated Compound
Annual Growth Rate (CAGR) of 21.3§33].

X The global IDS/IPS security market is estimated to b$2.716 billion in 2014 and is
expected to grow ta$5.042 billion in 2019 This represents an estimated Compound Annual
Growth Rate (CAGR) of 13.2% from 2014 to 2(24].

X The security information and event managenent (SIEM) Market worth USD 4.54illion
by 2019[25].

X The global unified threat managementmarket is estimated to be $2584.6 million in 2014

and is expected to grow to $4445.7 million in 2019. This represents an estimated Compound
Annual GrowthRate (CAGR) of 11.5% from 2014 to 20[X¥].

X The eGRC market size is expected to grow from USD 22bildlon in 2017 to USD 43.87
billion by 2022, at a Compound Anal Growth Rate (CAGR) of 14.7{a7].

x Theidentity & accessmanagementmarket is estimated to grow from USD 8.0i8ion in
2016 to USD 14.8bdillion by 2021, at CAGR of 12.9% between 2016 and 2(24].

Those areas are susceptible to be review and modified (add or remove) along th's |iefjieot as
the impact for targeted SME’s can vary or even the results obtain could show there is not a viable
transfer to market with a significant economic impact.

3.4 Stakeholders analysis

One of the standard analystsbe carried out in a market analysis is the stakeholder analysis. The key
activities to perform on this subject include:

x Start identifying who they are.
X Get a deeper understanding of the different identified stakeholders and start mapping and
understanihg their positioning around SMESEC project. This could include but is not limited
to evaluating their degrees of influence, degree of importance, and their points of interest and
prioritizing them.
To strengthen thanalysis,jt would be beneficial to dactly interact with stakeholders andrevaluate
the analysis and potentially consider a more mature Stakeholder Model.

At this initial stage the SMESEC project has identified three staikeholdersgroups:
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X Active stakeholders who take part in the SMEEC environment (they are either a part of the
‘consumption’ of SMESEC services or providing SMESEC services (development,
maintenance;onsultancyegtc).

X Enabling stakeholders who add or provide to the expansion and use of SMESEC framework
(who would be a part of dissemination of this technolegyedia or policy, subsidy, or
regulations makers that would promote or recommend consumers and providers into using this
technology-Public Institutions.

X Internal stakeholders, involved in the development and establishment of SMESEC
(consortium partners)

Figure 10: Identification of SMESEC stakeholderg31]

Of course, there are many ways to distribute the different types and categories of stakedmlders,
illustrated in theigure10, however, at this initial stage of the project this seems like the first analysis
of what the potential stakeholders could be.

The methodology proposed for this stakeholder mapping is b@sdde Mendelow’'s matrj28],
where the initial approachfor the four

guadrants consideredas per in the basic

diagram belowfigurell) includes:

In Monitor Quadrant, these stakeholders are
expected to need minimum effort and are easily
influenced due to their lack of powexnd
interest. They are sometimes also called the
‘Crowd’, which are more considered to be
‘potential’ than actual stakeholderssefvice
providers, product developers.etc)

For the Keep Satisfied Quadranf these
stakeholders are considered tuomtext setters
and need to be informed. They are people who
havehigh power, but maybe little interest. With
their high-power attribute if their interest can
be piqued it could lead to an influence of the
overall future context. public institutions,
researchorganizations, etc)

For the Keep Informed Quadrant, these _ . ‘ _
stakeholders are considered Hubjects They Figure 11: Mendelow's stakeholder matrix
have Low Power, but High Interest. If then
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Interest is used as a catalyst to motivate them to increase their ‘power’, they could movedypdise Pl
Category and become a key part of the Stakehold&4ETs, Local administrations, etc.)

In theManage Closely Quadrant these stakeholders are expected to bglthers They have both

high interest, power, and are our most valuable asset. They should obtain the greatest effort to
maintain their satisfactionP¢oject sponsor, SME’s organizationg37], etc)

This initial approach will be reviegd during the project lifetime to keep this influence matrix updated

in order to help the consortium to redirect effort on one or several influence groups.
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4 Project dissemination

4.1 Dissemination strategy

4.1.1 Approach

The dissemination activities will be developedlar thework packages and especially theask T6.2

that firstly aims at designing and launching a coherent @ngdinsed project dissemination plan. It
coordinates the network of contacts of each entity to reaclusgrdcommunities (including SMESs),

the public sector, and the wider public. It also launches and carries out the project dissemination
activities with valuable endser contacts and groups of interest.

The dissemination plan has been developed based on the SMESEC project proposal and market
aralysis and by consulting the SMESEC partners. Each partner has contributed with suggestions for
channels that should be used and can be served by the SMESEC consortium. In the SMESEC project,
each partnewill have an active role and contribute in disseation activities FHNW will coordinate

all partners contributions, ensuring the relay of these actions on project channels in web piades, so
networks, etc. and organizinige effective implementation and update of tigseminatiorplan EGM

will enable and review the results that &#&ing achieved

The section here describes the project disseminationthmoyerall strategy as depictedHigurel2,

the channels used for dissemination, the dissemination kits and artefacts, and the dissemination
process and monitoring for Year 1. The remaining years will be described in the deliverables D6.2 at
M12 and D6.2 at M24.

Intensive
technology
consumers

_ Other
e Voting verticals

Smart
Grid
Smart
city
loT

Figure 12: Overview of SMESEC dissemination approach
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4.1.1.1 Objectives

Thedissemination plan will serve as a support activity for all the work performed during the SMESEC
project complying with specific expected impacts as showRigure13. From a shorterm view, it

firstly intends to ensure a proper communication of all project outcomesyemerate project
awarenessnd attractiveness towards future users, SMEs,Fetam a mieterm view, these actions

will supportstandardiationand eploitation activities and trigger the adoption and implementatio
SMESEC security framewonkhile ensuring the wider project audience

o) (@)
$0O0,

] o Advanced
.AWareneSS / o Commur“ty bUIldIng / exp|oitation
Requirements and needs Framework refinement i
collection preparation /
O O Framework use
eYear 1 e Year 2 *Year 3
« Project branding- * Results communication » Results adoption &
Dissemination toolkit Collaborations Events experimentation- Scientific
Events participation participation & organization publications- Events

participation & organization

Figure 13: Overview of SMESEC disseminatiorobjectives

Chronologically speaking, the dewination plan will address the following objectives:

X Promote project visibility and awareness
o Establish the needed communication tools for the consortium partners
0 Broadcast key messages in taegetommunities
o Collect market feedbackreateandexpandhe network of contacts
x Disseminate the project results
0 Prepare theeededasis for exploitatiomndstandardiation
0 Releasdhe first SMESEC results and progress
o0 Promote the open call process and sustdoption of SMESE@amework by SMEs
X Implement the project outcomes
0o Engage SME endser communities in the SMESEC project results
o Extend project scopenbancingadoption ofother fields

4.1.2 Dissemination phasing

Figurel4 gives an overview of the dissemination plan and hasvalignedwith the SMESEC project
plan.
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Figure 14: Dissemination plan

Table 3 describes the dissemination plan tim@lignedwith the SMESEC project plan. The plan
consists of a series of phases that lead to the recruitment of open call participants and SMESEC
frameworkusers upon the initiation of exploitation. For each phase, the table shows the matching

dissemination objectives and the measuremailisedto judge the success of the dissemination.

Dissemination | Disseminated SMESEC | Dissemination Success
phase results objecti ves measurements
MO01-M36: In this phase SMESE( Inform industry,| Awareness of SMESEC
Information offers expertise. academia, citizens, ar project by  externa
politics about SMESE( stakeholders.
activities and outcomes
MO06-M12: The audience is awar| Awareness of SMESEC
Attention of cybersecurity for topic by produciriented
SME, including the roles in SMEs otlifferent
problems and solutions] levels ofmaturity.
M12-M24: In this phase, SMESE( The audience wants { Audienceés size is large
Interest offers results that can  learn about thg enough for Open Call
explored andested SMESEC framework. | (M20) and SMESE(
framework adoption
(M24).
M24-M34: The audience wants t{ Enough registrations far
Desire join workshops and try Open Call (M24) and 100

the SMESEC SMEs adopt the
framework and SMESEC framework
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Dissemination | Disseminated SMESEC | Dissemination Success

phase results objecti ves measurements
experience itimpact (M34).

M30-M36: In this phase, SMESE( The audience wants { All Open Call Memberg

Action exploitation is being| use the exploitabl¢{ (M30) and 100 SMEs are

initiated results of the SMESE( active users of the

framework and sustaii SMESEC framework
the use. (M36).

Table 3: Dissemination plan

Both, the open call participants and SMESEC userdheiliecruitedy following the AIDA approach:
Generatingattention on cybersecurity for SMEs, interest in the SMESEC framework, the desire to try
the framework, and encouraging the actions of registering as a user and sustaining the framework use

SMESEC dissemination prepares dissemination kits erthats for digital channesndthree levels
of involvement in events and exhibitions.

- High involvement: presence with a booth
- Medium involvement: presentatiptalk or workshop participatioat the event
- Light: participation and distribution of flyers

4.1.3 Targets

4.1.3.1 Overall approach

The dissemination performed by the SMESEC project is primarily intended to support the validation
and exploitation of the SMESEC framework according to the SMESEC business model. For
dissemination, a particularly important validatiactivity will be the open calFigure 15 gives an
overview of the SMESEC business model.
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Figure 15: SMESEC business model (thick bluérames: priorities for dissemination).

Table 4 shows the target audiences that the SMESEC dissemination is trying to reach. The target
audiences wilbe addressedith refined messages based onrifegketand stakeholder segmentation
described earlier in this document. Tioeus of SMESEC dissemination is small and medairad
enterprisesThat targets prioritisedover the other target.

Target Dimension Segments Information needs Desired outcomes

GoalOriented
Approach for
Hardening a Digita
Offering

Small

Size

GoalOriented
Approach for
Cybersecurity in
SME Organization

Mediumsized
Use and endorse SMESEC
Framework

Top-10 Hardening of a
Digital Offering

Maturity Sustaining
Established Cybersecurity for the
whole Digital Portfolio

Startup

Domain loT loT-Specific Chapters
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Target Dimension Segments Information needs Desired outcomes
Smart Cities Smart  CitySpecific
Chapters
Other Other Domains
Cvbersecurit How to bring OSS tq Integrate SMESEC
y y SMEs Framework
0SS Product
Top-10 Hardening of g Integrate SMESEC
Other . .
Digital Offering Framework
Cybersecurity pybersgcurlty
innovations
. T Technologyoriented L
Academia | Discipline Technology .gy Papers and citations
communities
: : Security engineering
E
ngineering for SMES
EU Polic Encourage SMESEQ
Policy Region Switzerland y . enabled cybersecurity
recommendations .
practice.
Israel
i Recommendations fq Offer calls allowing
R&l Region Switzerland . SMESEC to mature and
economic developmer,
grow.
Israel
Opinion Businessenablement | Disseminate informatiomn
Leaders with SMESEC. about SMESEC Framework
Individuals | Specialization Emplovees SME protection an¢ Use and endorse SMESEC
P ploy safety with SMESEC. | Framework
Public Trust in protected Positive attitude towards
SMEs. SMESEC
Standardi Bod ETSI Use SMESEC Results in
zation y IETE Standards

Table 4: Dissemination target groups
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4.1.3.2 SMEs segmentation

SMESEC, as securityrelatedproject,addressea wide range of potentiglomains of SMEsOnN the
exploitation side, SMEs are the kieygetgroupsfor SMESEC technology adoption, on the market or
in open call processeBach dissemination activity will be tailored to the specific group according to
the specific message te conveyedin the following, we describethe segmentation of addressed
SMEsbased on theimainfield of activityand \alue chain positioning

IOT

SMART
CITY

SMART
GRID

SECURITY =VOTING

Figure 16: The SMESECusecaseganked by market potential size

The \erticaluses casesf SMESEC are a way to validate t8®ESECframeworkbasedon industry
specificrequirementsThey are also a levéhat will serve dissemination purpes&he consortium
will firstly focus onthe main usecasesarea of 10T and SmarCity, creating links with key market
players in these booming field§hrough open callsSSMESECwill progressively extend the project
scope by including other sectomuch asenvironment, water, retail, agricultur@utomotive,
healthcare, antburism

The SMESEC partners worked on a general system architettaredescribes the value chain
positioning ofthe SMESEC use cases. This value chain allmes tuningthe segmentation. The
figure below showthe main componesin the data chain where SMESEC brings assets and progress
to ensure secure device, secure communication, secure cloud.
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loT End user

Mobile

Gateway

OnPrim/
Cloud / Hybrid
servers

Privileged
user

Figure 17: SMESEC usecases overall system architecture

The architecture covers multiplsystem layers including ®nsing, network middleware and
applicationlayers.Figurel7 shows this architecture h€ Internet of Thingasecaseoffersthe longest
chainin this architecture. It allowed us to identtfye following target groups:

x Device manufacturers

End-Users and customers

System integrator

Consulants

Applications developers

Cloud service providers
Manufacturer of testing equipment
X Security certificatioragencies

X X X X X X

SMEs offering products and serviogsl be targetedvith tailored messages correspondiadplyer

specific needs.
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4.1.3.3 SMEs,Experimentersenduserstarget groups

The SMESEC framework will fter a cybesecure ecosystem towards existing SMEs solutions

considering both technology providers and developersnapped irfFigure 18. The dissemination
strategy will focus primarily on thdeveloper communitgnd SMEsThe partnersalready established
contact with the above target greuwithin the project consortiumParticipation in eventand
demonstration activities will extend this basis doild a wider audienceand support SMESEC
exploitationwith links tothe market players.

Developers
and

innovation

communities

Industry
and
customers

Usecases
related
experimen

Open call
participants

Figure 18: SMESEC experimenters target groups

4.1.3.31 Industry anccustomers

The SMESEC dseminationwill focus on the benefits to be gained the industries thabecone
active agentsor testing and developing the SMESEC solutidndustry partnersvill be activatedoy
establishing contacts with industrassociations, business suppootganizations, promotion
organgations and industriabrgangationsspecific toEuropearegiors.

4.1.3.3.2 Developers and innovation communities
Dissemination will also target independent developers and entreprémstisy the fl&ibility of the

solutions developed by SMESEC and stimulate the creation of new, innovative and secure

applications. The activities for this target group Wil basean theorgangation of and participation
in eventssuch asnnovationfairs, technologyroadshows, andhackathons. Furthermore, engagement

of this group willbe soughthrough participation in conferences and workshops within the security

and ICT sector.
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4.1.3.4 Other arrget stakeholders

In a wider view, we identified kegnd other target groupthat arenot necessarily future users of
SMESECsolutions but offer perspectives fdisseminatingesultsand obtainingaccess to markets
andSMEs networkshe SMESEC partners are not active in at this monidns approach will give a

larger audience arbring additional relevancyo SMESEC communication

European
Lrgg?(lr?;;d institutions
government, and NGOs

operators &
policy makers

Scientific
and
research
community

General public
and users
groups

Other
european

projects an
initiatives

Figure 19: SMESEC stakeholders target groups

4.1.3.4.1 Local and regional government, operators & policy makers

Dissemination will focus on developing contacts with offieihd policymakersthat play a key role

in security and SMEs asset management policydsoisionmaking at various level®issemination
will herebe donethrough direct personal contact, newslettensd participationin related events.
Relevant stakeholders this target group include city councils, public and private partnershis for
coordinatedcontingency plan, authorities and comparttest provide control servicesand regional
development agencies or their equivalent.

4.1.3.4.2 Scientific and research community

Dissemination to this group will focus on disseminating the innovation on technological and business
aspects.Disseminationwill here be donethrough European and international conferenaes
workshops, scientific newsletters, magaziresd website artles. Links and synergies with other
regions and regional actors will alse sought

4.1.3.4.3 European institutions and NGOs

Dissemination to this group will focus on European institutior®}governmentalorganizations
(NGOs) and on other European regional badibat are either involved ithe SME business or
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provide relevant services. Tlg@proachfor identifying representative bodies is to look for those that
overlap with the issues for each participating region, thus multiplying their efforts and impact.

4.1.3.4.4 Geneal public and user groups

Dissemination activities will target general pubdad users groups. The general public includes
citizens, commutersand tourists The user groupsinclude communities active in environmental
policies, citizens safety organisatiorand special interest groups such as the European Cities and
Regions NetworkingSMESEC will raise awarenesabout cybersecurity threats and encourage the
targets to investigatend try theSMESECframework The dissemination activities will focus on how

the SMESEC outputs can support the reliability, security, sustainability and efficiency of SMEs
business management locally and how this could positively impact the quality @drliEiropean
citizens. In this respect, the dissemination material will be provided on specific media sutietas
news magazine articleandweb portalsand via planned dissemination events.

4.1.3.4.5 Other European projects and initiatives

The transfer of kowledge and experience within the European projects in overlapping fields is a
primary requirement of the SMESEC dissemination activifiéss transfelrenhancs the unity of the
European research taskforce and incre#fse innovation impact of SMESE®issemination will be
performedhroughthe participation of the SMESEC partners in other projects regacgi@gsecurity

4.1.4 Dissemination Messages

The dissemination wilbe implementedvith a series of contents or stories that are kept consistent
across chanels. They include:

- Cybersecurity problesfor SMESs

- SMESEC framework visian

- Interviews with stakeholders

- Demonstration of SMESEC use by use cases
- SMESEC releases

- SMESEC Open Call

- SMESEC success stories

The dissemination messages are based on WP3, WP4, and WP5 results and evolve as the project
progressesTable 5: Dissemination messagiows the message to be communicated by SMESEC
dissemination.

Theme Messages

Importance of 60% of SMEsexperiencd a cybersecurity breach or attack in 2016.
cybersecurity for SMES | 6894 of SMESs have no systemagigproacito ensuring cybersecurity.
40% of SMEs would struggle to recover from data loss, 20% would not be abl¢ to.

Threats of importance | DoS and DDoS CrossSite Scripting

for SMEs Vulnerable Software Sensitive Data Exposure
Broken Authentication Garbage Data
Misconfigurations Malicious Insiders
Injection
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Theme Messages

Goals of Cybersecurity | Cybersecurity must.

for SMEs ...bebasedn upto-date facts and events

...beavailable to any employee

...work even in a busy, hectic, and diverse environment

SMESEC Framework | Training and Awareness Offering

Definition and Recommender Tools

Discovery and Resolution Tools

Protection and Respon3eols

Lessons from Framework Testing and Validation

SMESEC Methodology | Framework Tested on Re@lorld SMEs in..
...loT

...Smatrt City

...Smart Grid

...eVoting

...Digital Startups

Advantages of SMESC | Get cybersecurity right even when doing it yourself
Build cybersecurity with just little investment
Work without complicated formal policy and procedures

Table 5: Dissemination message

Figure 20 and Figure 21 illustrate the elements of the storytellingpproachto the cybersecurity
problem of SMEsA specialised designer will createe visualisationThe presentation of the stories
will be kept consistent with the SMESEC project branding.
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Figure 20: SMESEC Story-telling board on cybersecurity stakes for SMEs
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Figure 21: Story-telling board on SMESEC presentation and benefits
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The core valuebeing pursuedvith the design ardrust in SMESEC, respect of the expertise of the
SMESEC consortium, and simplicity of the SMESEC framework. A professional designer is
packaging thse values in the visual design used to communicate the SMESEC message to the target
audience.

4.2 Dissemination kits and artefacts

4.2.1 Project branding

4.2.1.1 Project logo

To set the project visual identjtg dedicated logwasdesignedo sum up the SMESEC featurehiel
acronym typology and policelours gamefosterthe direct understanding of the project scope with its
two keyideas*SME” AND “SEC”, contraction of securit{fFigure22).

Figure 22: SMESEC logo

The illustration helpso understanthe project with a padlodkatis associatedavith security concept
The logo furthercontairs graphs or building profiles dependirm the point of views. These two
elementgeferto smart cities or loTise cases

4.2.1.2 Visual identity

The project loga@odesare transcribeéh the project template with a setadlours that will be usedn
thedeliverabés with a dedicated template and communication matesgisesented iRigure23. The
resulting consistencgims to foster the project awareness, givirslaadardied visual presentation for
all project deliverables and outcomes presentation

Figure 23: SMESEC Color palette

Figure24 illustrates the wject branding approach.
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Figure 24: SMESEC project branding.

4.2.2 Public website

SMESEC offers a webpage for information about the SMESEC project and dissemination of results. It
will contain all information about the series of contents that are used to disseminate durimgettie pr
lifetime. The webpage cdre reachedn

Figure25 shows the current SMESEC webpagbe webpage providegeneralinformation about the
SMESEC project with the stationtent Home, About, Consortium, Funding, and Legal Notes and the
dynamic information News, Events, Publications, and Deliverables. To enhance community building
and strengthen project emulation, the website offers a set of pointers with Contact, Limksato S
Mediasand SubscriptionThe website’s security is hardened with the SMESEC approach, thus offer
dependability to its users and an additional use case to the consortium.
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http://www.smesec.eu.

Figure 25: SMESEC webpage

The webpage is undergoirrgvision to follow the storelling approach shown ifigure 20 and
Figure2l. It will be enrichedn the coming months with continuous news and events update, use cases
presentatiofpased upothe validated project graphical brandifidne following enhancementsill be
offeredwith interactive features on the homepage:

What are the cyber threats to SMEs? Iconshaieg selectetb reflect the intuition of the SME
end users. Hovering over timnsand texts will expand a definition of the threats. A click will
lead toblog entries by the respective cybersecurity experts. The result aims at educating the SME
and building trust in the SMESEC expertise.

Cybersecurity for SME: Adaptnessageso photos with SME representatives stating the
cybersecurity issuedA click on the photowill lead to blog entries featuring the full interview
with the SME representative.

SMESEC Framework: Evolve according to the definition of the SMESEC framework, which will
be delivered by WP3. A click on a tool will lead to a product sheet (mmijnar an experience
report (maximum).

The Voice of SMEs: The short statements Wil refinedwith interviews of the concerned
people. Thestatementwill be linkedto blog entries featuring thieterviewsand, if applicable,

use case videos.
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Specific devilopments will be set to deliver a membership space withir® 20fering newsletter
subscription, member section with SMESEC framework access for open call selected SMEs.

4.2.3 Promotional materials

To support the dissemination ofgject outcomesthe consortiumdefined a set of promotional
materials for communication towards the target groups.

The Figure 26 and theTable 6. Dissemination Materiadives an overview of the materigipes tha
SMESEC is preparing to support partnenger timein dissemination activitiesThe material is
intended to be produced by professional designers, and a lisibg@atgreservedor its production.

The first preliminary set will be updated in early 20d%hsuredhe effectivenesof communication
activities, tuning the dissemination messages depending on experience feedbacks from SMESEC
partners in trade fairs, conferences, workshops or any event or exchange with the relevant
communities.

Material Number Purpose Timing
Website 1 Information about SMESEC and accesy Website Q3 2017
SMESEC framework in member section | Member section: Q3 2108
Press Kit 3 Material for public press to write abo| Update after each milestone
SMESEC
Infographic 2 Use onwebpage, flyers, and relip Q1 2018
Q1 2019
Flyer 1 Material for events Q1 2018
Roll-Up 2 Material for events Q1 2018
Q1 2019
Booth 1 Material for events Q1 2018
Video 5 1 project vision and4 use case videg Q12018

demonstrating use and benefit of SMESE

Webinars 2 Material used for explaining use al 2018/2019
benefits of SMESEC Framework

Tutorials 2 Material used for explaining use al 2018/2019
benefits of SMESEC Framework

Table 6: Dissemination Material
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Figure 26: Phasing of the projectdissemination toolkit
4.2.4 Social networks
Along the project, the consortium will disseminate within social netwareating, managing and

animatingcommunities onTwitter, Facebook andinkedIn Table7 gives an overview of the social
channels served by SMESEC.

Type Indicators Objective

Twitter

Facebook

LinkedIn

Table 7. SMESEC social channels

These channelspresented irFigure 27, will serve as relay for website postse(g. news, events
announcementetc) andbe managedy each paner, publishing insights on the topics addressed by
SMESEC and especially in Cybersecurity, 10T, Smart city, Smart grid, eVatinthdigital Startup
bringing interactions byeacting exchanging duringonference andexternalevents

Figure 27: Snapshots of the SMESEC presence on social channels
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4.3 Dissemination channels

The dissemination plais basedon dissemination channel$he disseminatiowill be designeds a

blend of activities from one or more channelsed toreachthe respective target group¥he
disseminatioris responsible for communication of the project results towards stakeholders, potential
customers, interested communities and other relevant ausliémaiein one way or anothemight
participate irnthe adoption of the project results.

This section gives an overview of dissemination channels intendesusedby SMESEC, including
academic, industrial, policy, EU Research and Innovation, and citizemted channels.

4.3.1 Industrial Channels
4.3.1.1 SMESECactivities and events

4.3.1.1.1 General publications

SMESEC will publishpress releases and articlespecialsed trade newspapers & magazinkswill
provide newsandnewslettersincluding a periodi@awareness newsletter that vk sento interested
parties.

4.3.1.2 SMESEC Partners’ Channels

The consortium will alsause social media for the dissemination of informatiand leverage the
existing channel®f SMESEC partnersTable 8 gives an overview of the channels that SMESEC
partners are serving.

Type URL Partner
SCYTL
Twitter WOS
IBM
Magazine ATOS Spain Corporate Magazine ATOS
IBM
Blog, newsletter ATOS
WOS newsletter and new at the company website WOS
ATOS internal scientific community ATOS
Other
WOS internal engineering community WOS

Table 8 SMESEC partners’ channels

4.3.1.2.1 Workshops and training sessions

SMESEC will organse focused workshopsand training events and invite the Europeanand
internationakkommunitesto discuss issues of interest for the project.
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During the projecttwo workshops will be organsed by the acadent partner FORTH. These
workshops will beperformedin conjunction with major conferences in the field, to give further
visibility to the SMESEC activities. Since academic partners in SME&EMoth involved in the
TPCand Organization Committees fdgship conferences in the field, SMESEC agamsily organse
such workshops.

To produceanimmediatemarket impactthe SMESECpartners EGM and UoRRill also organisewo
training courses for thBME technicians and staiVith these events, SMESEC will provide valuable
information to the technical persons that in the coming future will have the responsibility tdregpply
security methodologies offered by SMESEC

4.3.1.3 External events

SMESEC will mrticipae in major industrial and tradeventsto give presentations and distribute
project dissemination materid@pecifically, eventswith alargepotentially interested audience wlilé
targeted This presene will be associated with project networkinvith securityrelatedorgangations
offering potential access to SMEs networB&th presentations and provision of leaflets constitute
main vehicles for dissemination and exploitation.

Table9 gives an overview of industrial events that sntended tde servedvith SMESEC results.
Each year, SMESE(ntendsto be present athree big events In total, partners will attend or
participate in50 events workshopsseminars, conferences where partners will create opportunities to
offer project presentations and results dissemination.

Discipline Event Attendees | URL Place

European 450 London
Information
Security
Summing
(TEISS)

Cybersecurity CyberCentral | 900 Prague
Summit

Security of| - Berlin
Things World

Cybersecurity | - London
Europe

Mobile World | 108’000 Barcelona
Congres

Technology | |oT Solutions| 13'000 Barcelona
World
Congress
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Discipline Event Attendees | URL Place
loT Week —| - Bilbao
Global loT
Summit
Internet of| 13’000 London
Things World
UE
SIDO 7’500 Lyon
Industry of| 1’000 Berlin
Things World
Digital - Zurich
Festival
Web Summit | 60'000 Lisbon
Seedstars - Lausanne
Summit
Startup
Unconvention Brussels
Lift 4’000 -
Conference
Patras Patras
Innovation Innovation
Quest (Patra
Q)

Table 9: Conferences and Forums

Tablel10 gives an overview of networks, associations, and promot@gahgationsthat are intended
to be servedvith SMESEC results.

Discipline Netwo_rk, '.A‘SSO ciation, URL Partner
Organization
EIP Smart Cities EGM
Smart Cities
EU SmartCities Cluster EGM
Startup Europe FHNW
Startup
Orange Grove Patras CITRIX

Table 10: Networks, Associations, PromotionalOrganizations

The SMESEC consortium has a strong dedication to the promotion of open source software. This
commitmentis drivenby the belief that open source software contributes to the development and goals

Document name: D6.1 Dissemination plan and market analysis Page: 55 of 84

Reference: D6.1 | Dissemination: PU | Version: | 2.0 Status: Final version



http://iot-week.eu/
https://tmt.knect365.com/iot-world-
http://www.sido-event.com/
http://industryofthingsworld.com/en/
http://digitalfestival.ch/
https://websummit.com/
https://www.seedstarsworld.com/summit/
http://liftconference.com/
http://www.patrasiq.gr/
https://eu-smartcities.eu/
https://www.smartcitiescluster.eu
http://startupeuropeclub.eu/
http://orangegrovepatras.biz/

@SMESEC

of European society as a whole. Specificaltypenefits students in their quest for learning, young
entrepreneurs in their business plans, SMEs and large industry in cutting costs, and therefeegEurop
citizens and the member states in general. Parts of the developed produbts neitase@ds omn

source using the appropriate licenses. Carebaillakerso that the selectditenseswill not prevent
commercializatiorof new products and services that use our open source software. All relevant details
areincludedin the Consortium Agreemerifable11 gives an overview obpensource networks and
communities that areiended tde servedvith SMESEC results.

Network,

. URL Partner
Community

Discipline

Open Software Securit
Community (OWASP) FHNW
including local chapterg

swissICT  Information
| Security Society FHNW
Cybersecurity | gyjtzerland (ISSS)

Security Interest Grou

FHNW
Switzerland

Beer on Tuesday, Swig

FHNW
Hacker Meetups

Table 11: Open source networks and communities

4.3.2 Academic Channels

Scientific publications in leading journals and presenting the project’s outcome fereswes and
workshops either as keynotes or regular presentationsbwiltonsideredhs animportantway to
disseminate and exploit the results generated in SMESEC. Following the innovation management
plan, quality management plan and data management$MBESEC results and deliverables will be
published. Due to the importance of the topic, a high number of technical publications can be
expected, boosting the visibility of the consortium. Potential publication venues inetlideputed
journals and inteational conference$-urthermore, the consortium aims to publish individual white
papersand to contribute in ongoing whitgpersby different research forums in the digital security
domain (Such as 58PP white paper on Cybsecurity, etc.).

Tablel2 gives an overview of the conferences that are intended servedvith SMESEC research.

Type URL Partner
Cybersecurity ACM Transactions on Privacy and Secur{fprmerly: ACM | UU
Transactions on Information and Systems Security)
International Journal of Information Security uu
Information and Computer Security uu

IEEE Transactions on Dependable and Secure Computing | UOP
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Type URL Partner
Elsevier Journal of InformatioBecurity and Applications UOP
IEEE Transactions on Service Computing ATOS
IEEE/ACM Transactions on Networking ATOS
Computing

SpringerService Oriente€omputing and Applications Journal| ATOS

Advances in Internet of Things ATOS

ACM Transactions on Software Engineering and Methodolog ATOS

IEEE Transactions on Software Engineering ATOS
Soft\./vare. Information and Software Technology FHNW
Engineering

Empirical Software Engineering FHNW

Requirements Engineering FHNW

Table 12 Journals
Table13 gives an overview of thienportantconferences that are intendedwservedvith SMESEC
research.

Disciplin e Conference Partner

International Conference on Security and Cogpaphy| SCYTL

(SECRYPT)
Nordic Conference on Secure IT Systems (NORDSEC) SCYTL
Cybersecurity IEEE European Symposium on Security and Privacy UOP

IEEE International Symposium ddardwareOrientedSecurity| UOP
and Trust (HOST)

CyberTech Israel IBM

Thelnternational Conference for Electronic VotingVBte-ID) | SCYTL
Computing

Euromicro Conference on Digital System Design UOP

IEEE/ACM International Conference on Software Enginee| ATOS

(ICSE)

International Conference on Informatigstems (ICIS) uu
Software European Conference on Information Systems (ECIS) uu
engineering

IEEE International Requirements Engineering Conference (R FHNW

ProductFocused Software Process Improvement (PROFES) FHNW

Empirical Software Engineering and Measurement (ESEM) | FHNW
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Table 13: Conferences

Table14 gives an overview of thenportantworking conferences and workshops that are intended to
be servedvith SMESEC research.

Disciplin e Conference Partner

International Conferencen Information Security Theory arf FORTH
Practice (WISTP)

International Symposium on Research in Attacks, Intrusi FORTH,
and Defenses (RAID) UOP

International Workshop on Security and Trust Managen SCYTL
(STM™)

Workshop on Evolving Securityand Privacy Requiremen| IBM
Engineering (ESPRE)

Cybersecurity Haifa Security and Privacy Research Seminar IBM
Swiss Cyberstorm FHNW,
SCYTL
B-Sides Zurich FHNW
Black Alps FHNW
Area4dl Security Conference FHNW

Requirements Engineering: Foundation for Softw@neality | FHNW
(REFSQ)

Table 14: Working conferences and workshops

4.3.3 Other Stakeholders Channels

4.3.3.1 Policyand standardisatiarlated channels

Tablel5 shows a list of dissemination events thed intended tbe servedvith SMESEC results and
recommendations.

Disciplin e Conference, Forum Partner
European Organization &ecurity (EOS) ATOS
International Cyber Security Protection Alliance (SCPA) ATOS

Cybersecurity International Workshop on Trustworthy Embedded Devices (Trust| ATOS

International Conference on Trust, Privacy and Security in Dif ATOS
Business (TrustBus)

International Conference on Digital Society (IDCS) ATOS
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Disciplin e Conference, Forum Partner

Research European Resezhers’ Night (NIGHT) FORTH

Table 15: Conferences and forums

Further is planned to investigate European and national institutions, regional bodidéG@sd
Examples are councils, publizivate partnerships, authorities, and development agencies.
Tablel6 gives an overview of the newsletters that are intendéd servedvith SMESEC results and
recommendations.

Discipline Newsletter URL Partner
Cybersecurity angbrivacy | https://ec.europa.eu/digitaingle FHNW
Cybersecurity | digital newsletter manage market/en/newsletters
by EC

Table 16: Newsletters

Tablel7 gives an overview of other channels that are intendbeeé servedvith SMESEC results and
recommendations.

Discipline Channel Partner
European Cyber Security Organizati@CSO) ATOS

Cybersecurity EGM
Open Software Security Community (OWASP) FHNW

Table 17: Other channels

An overview of thestandardiation bodies SMESECis intendingto collaboratewith is developed in
the chapterTargetstandards developingrganizationdSDOs) A full list of availablestandardization
bodies in the field of information araybersecuritys providedn section5.3

4.3.3.2 EUResearch and Innovatioalated channels

Table18 gives an overview of European projects that are intendbd servedvith SMESEC results.
Projects likeCIPSECmayorganse workshops where SMESEC presence is possible.

Discipline Project Partner
ARMOUR ATOS
Unicorn FORTH
Cybersecurity CIPSEC UoP
EUNITY FORTH
CERTCOOP FORTH
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Discipline Project Partner
SHARCS FORTH
5GINFIRE UOP
FASTPRK2 WOS
mF2C FORTH
NECOMA FORTH
SYSSEC ATOS

Table 18 Projects

Tablel9 gives an overview of the COST actions that are intendbd tervedvith SMESEC results.

Discipline COST Action ID Action nhame Partner
IC1403 CRYPTACUS UoP
Cybersecurity
IC1306 CryptoAction UOP

Table 19: COST actions

Table20 gives an overview of the support actions that are intendee servedvith SMESEC results.

Type Support action URL Partner
Cybersecurity Cyberwatching ATOS
Digital Single Market | CloudWatchHub ATOS

Table 20: Support actions

4.4 Roadmap

Table 21 describes the detailed dissemination plan for the first year.pHEmaims to support the
dissemination phases Information and Attention with the help of presences in conferences, the
SMESECblog and the SMESEC social channels. Starting from M12, the dissemination actions will
encourage registration on the webpage to support framework validation and later framework use.

Target | Activity Event / Channel Date Success measurement
Any Website www.smesec.eu Jul 2017 | -
Any Twitter, smesec.eu Jul 2017 | -
Facebook,
LinkedIn
SME Talk Cyberstorm Oct 2017 | Blog and social channel
followers
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nY

nY

nY

nY

nY

nY

nY

nY

nY

Target | Activity Event / Channel Date Success measurement
SME TEISS Feb 2018 | Blog and social channe
followers
SME Light Mobile World Congress Feb 2018 | Blog and social channe
participation followers
Policy Newsletter | SingleMarket Newsletter | Feb 2018 | Blog and social channe
followers
SME/ Start Summit 2018 Mar 2018 | Blog and social channe
Startup followers
SME/IoT | Booth SIDO Apr 2018 | Blog and social channe
followers
SME/ Seedstars Summit Apr 2018 | Blog and social channe
Startup followers
SME Light CyberCentral Summit May 2018 | Blog and social channe
participation followers
SME/IoT | Medium loT Week Jun 2018 | Blog and social channe
followers
SME/IoT | Light Internet of Things Worlg Jun 2018 | Blog and social channe
participation| EU followers
SME Medium Security of Things World | Jul 2018 | User registrations
SME Medium Patras 1Q Aug 2018 | User registrations
SME Light Industry of Things World | Sep2018 | User registrations
participation
SME/IoT | Booth loT  Solutions  World| Oct 2018 | User registrations
Congress
SME Light Cybersecurity Europe Oct 2018 | User registrations
participation
SME/ Lift Conference Nov 2018 | User registrations
Startup
SME/ Website Web Summit Nov 2018 | User registrations
Startup
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Table 21: Achievements 2018 and detailed dissemination plan fohe year2018.

4.5 Dissemination processes

To guarantee continuous collective awareness of project goals and progress, the SMABEBEC
implemented a set of measures to facilitate internal communication, gagpechronsation and
impact tracking. In addition tthe meetingsand teleconferences, a dedicatéownCloud, shared
onlinerepository and a methodology has been deffoeall dissemination activities to guarantee the
knowledge sharingndgenerate synergies.

4.5.1 Dissemination Activities toward SMEs

The disseminatiomctivities toward SMEsinclude presentations at conferences, press releases, non
scientific publicationsud aspopularmagazinesandtrade journals, flyers, blog posemndtrade fair
booths.We here provide a summaoy the relevant provisions of the Consortium Agreement, a tool to
submit an activity, as well as an overview of #utivitiesof the Consortium

Approval of Dissemination Activities
Consortium members shall seek prior approval of the release by the Consortium befpre the
dissemination of results:
- Prior notice of any planned activity shall be given to the other Parties at least 45 days before the
dissemination
- Any objection to theplannedactivity shallbe maden writing to the Coordinator and the Party |or
Parties proposing thdisseminatiorwithin 30 calendar days after receipt of the notice.

- If no objectionis madewithin 30 days from the date of notifiean, the activity is permitted.

A form, named Dissemination monitoring- Events and Paperstp notify theconsortium ofany
publicationis providedin the SMESECwnCloudrepositoryin the dedicated work package folder

4.5.2 Scientific Publications

These activities include regular or invited journal articles, proceedings of conferences, boekschapt
andthess. We here providen summary of the rekant provisions of the Consortium Agreement, a
tool to submit a manuscript for a scientific publication, as well as an overview of the scientific
publicationswithin the Consortium.

Scientific publications are @@mmonelement of H2020 projects. Below yuuill find

- a summanypf the relevant provisins of the Consortium Agreement;

- atool to notify the Cosortium about publicatien

- anoverview of all publication activities.
Scientific publications will be reported continuously to the EC.
These activitiesnclude regular or invited journal articles, proceedings of confesgrmook chapters,
thesis, etc.

Approval of Scientific Publications
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Consortium members shall seek prior approval of the release by the Consortium bef
dissemination of results:

- Prior notice of any planned activity shall be given to the other Parties at least 45 days be
dissemination

- Any objection to theplannedactivity shallbe maden writing to the Coordinator and the Party
Parties proposing thdisseminatiorwithin 30 calendar days after receipt of the notice.

- If no objectionis madewithin 30 days from the date of natification, the activity is permitted.

ore the

fore the

or

A form to notify theconsortium of your publicatiois providedin the SMESEC ownCloud repository.

4.5.3 Dissemiration Support

The dissemmation support élps partnersin the dissemination activitiesith logos, illustrationsand
templates This support materias available for downloaffom the SMESEC ownCloud repository

Each recorded dissemination activity wilé advertised on the SMESEC homepagd the social

media channels of SMESEC. Selected results will be made availaigeshetters and press releases.

4.5.4 Acknowledgment of Funding

The following stateghe rules for the acknowledgement of funding for pulitices, presentations,

press releases, patents, etc.

Funding Body Acknowledgment

Any dissemination or communication activity (in any form, including electronic) must (unles
funding bodies request or agree otherwise or unless it is impossible):

- display the EU emblem,
- display the SERI logo, and
- include theacknowledgmenttext.

This project has received funding from the European Union’s Horizon 2020 research and inn
programme under grant agreement No 740787 (SMESEC). This work is supported by the Sw
Secretariat for Education, Research and Innovation (SERI) uratgract number 17.00067. Tt
opinions expressedind arguments employed herein do not necessarily reflect the ofiieves of

s the

ovation
ss State
ne

these funding bodies.
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4.5.5 Dissemination monitoring

The dissemination activity(shown in
Figure 28) will be continuously monitored
with identified key indicators With these
guantitative results, in the light of
gualitative feedbacks from partners, the
consortium will yearly readjust the
dissemination strategy to adapt to
markets and stakeholders needs. Three
KPIs categories are set in the project to
rationally assess the project visibility
(awarenesgreation& suppor), innovation
impact fesults adoption & exploitation)
and scientific impact résults

Scientific
impact

Project
visibility

Innovation
impact

dissemination). A set of new indicators is
added (in grey colaur in the following
tables) to monitor the project
attractiveness and especially on the website traffic and in social netiMorkstantified objectives are
defined for these items as they canine estimatedt this stage, trends in time series willdralysed

to confirm the dissemination orientatioAll KPIs will be tracked and reported each mort®eneral
meeting areplanned during the project aiming at presenting project progres$ eaafiths (at most)

to specific targets, gathdeedback and provide insight to implement the successive iteration of
project development, tes&snd assessment

Figure 28: SMESEC Dissemination impacts monitoring

Channel Indicators Objective s
Downloads peyear 1000
_ Uniquevisitors per month | 1000
Website —
Visits per month 4000
Website newger month | 1
Social networks postper
20
month
FacebooKollowers 500
Linkedin groupmembers | 500
Publications / CommunicationPresseleases 4
Events Attendedexhibitions 25
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Channel Indicators Objective s
Webinars 3
Tutorials 3
Table 22 Visibility monitoring and related objectives
Channel Indicators Objective
Contributions to roadmap 2
icati mmunicati I
Publlgatlons / C.:O . unicatio Contributions to standard| 2
materials / Contributions
Contributions to policy | 2
Events Number of workshops 2
Open call registrations | 20
Website Registered members
(SMESEC framework 100
users)
Table 23 Scientific impact monitoring and related objectives
Channel Indicators Objective
Publications / Communicatio o
: L Journal publications 8
materials / Contributions
Conference talks 20
Events
Attended events 50

Table 24: Innovation impact monitoring and related objectives
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5 Evolving standardization

5.1 Generabpproach

This chapter outlines the SMESE@andardization strateggoordinated by Utrecht University (UU).

This standardization stratedyuilds upon the existing UU maturity models fofoinmation security
andcybersecurityandis structuredaccording to the standard system development lifecycle (SDLC).
The corner stone of the SMESE€andardization strategis the SMESEC maturity model for
personalizedadvice and subsequent incremental process improvement within SMEs throughout
Europe. The model is accompanied by a reference implementatienassessment engindo help
improve its sustainability and relevance well beyond the SMESEC project timaspadepicted in
Figure29.

INVESTIGATE: M6 ANALYSE: M12 DESIGN: M18 IMPLEMENT: M24 EVALUATE & DEPLOY:
M36
—— e ————— ———— —_——
D L Uhble Mot lopall ool 4 th Il 2 = Looto th
information and with SMESEC standards to enrich SMESEC SMESEC
cybersecurity maturity models, integrate with maturity model maturity model
standards partners, and the SMESEC with standards « Position the
« Longlist relevant available maturity model shortlistin a SMESEC
standardisation technologies « Formulate the transparant maturity model
bodies for  Specify SMESE( extent to which manner as a unified
SMESEC maturity model SMESEC should * Associate meta-
requirements support the available standardisation
« Shortlist standards SMESEC framework for
relevant « Specify the technologies Cybersecurity
standards system with maturity
« Contact key implementation model
standardisation plan for the capabilities
bodies for SMESEC model
collaboration prototype
S | — —_— —

Figure 29: Overview of the SMESECStandardization plan with five main phases, each consisting of several steps.

First, in the INVESTIGATE phase during M#I6 we have explored the abundance of available
standardizatiomodies related to information and cybersecurity. This resulted in a longlist of standards
which are elaborated upon below in sechidnl.2

Second, in the ANALYSE phase from M12 we match the longlist of available standards with the
SMESEC maturity models, partners, and available technologies. In parallel, we engineer the
requirements for the envisioned SMESEC maturity model, incluttengparentstandards lineage,
implementation technology guidelines per capability, and maturity model maintainalilitgsign,

among others. These two steps result in a shortlist of security standards most relevant for SMESEC.
We will contact these kestandirdizationbodies to discuss collaboration opportunities.

Third, in the overlapping DESIGN phase from MW18 we select the standards to integrate with the
SMESEC maturity model, and formulate the extent to which SMESEC should support the standards.
At the same time, we develop a technical specification for the IT implementation plan to more
efficiently and effectively prototype the model adhering to the specified requirements.

Fourth, in the overlapping IMPLEMENT phase from M#24 we implement the tecludl
specification to more efficiently and effectively prototype the model iterations while adhering to t
specified requirements. The resulting prototype integrates and enriches the original UU/SMESEC
maturity models with the standards shortlist inaaspareniand sustainable manner, while associating
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the available SMESEC technologies from all SMESEC partners with the appropriate maturity model
capabilities. Note that piloting the model will already be possible at this stage using @ gsgukr
version.However, a flexible and maintainable analytic system implementation of the encompassing
SMESEC maturity model is considered crucial fdoray-lastingSMESEC impact.

Fifth, in the EVALUATE & DEPLOY phase in M286 we evaluate the final SMESEC maturity
model in our four case studies and possibly other environmerfisettune its many aspects as
appropriate. After a satisfactogyaluationwe will start positioning the SMESEC maturity modsla
unified metastandardizatiorframework forcybersecurityin especially SMEs, that we expect to be
received well by all stakeholders, thanks tarigsmsparentmetastandards design, associated toolkit to
help implement th@ersonalizedecurity advicge, and the support of the standaation collaborators
which we already contacted in phase 2.

5.2 Objectives

The standardizatiomplan outlined aboveperationalizeshe SMESEC T6.3 Standardization activities.
The main goals of this plan arféirst, to dissemmate the SMESEC solution and promote the adoption

of existing or emerging standards and cybeturity models specially defined for SMEs, ensuring our
development will be consistent with the standards, and within the community making our outcomes
available Second to provide feedback to thetandardizatiorbodies to help them to improve their
standards and interoperability. Provide tools and methods to evaluate implementation (conformity,
etc.). Third, to create links with activetandardizatiobodies andgarticipate in evolving standards,
pushing the SMESEC results.

5.3 Targetstandards developing organizatigi&DOs)

The SMESEC project implies a wide range of areas where the standardization activities aim to
contribute in. From the project features, withimiar approach as done in dissemination, a list of
main players has been created to identify targets ainbaigational organization for Standardisation
ETSI, OneM2M andeuropean Commission Directives and regulation

This first work, developed in the xtesections (Investigation phase) enables us to build an overall
landscape for SMESEC standardisation plan. Figare 30 below shows the standardisation scope
and target SDOs, involved aybergcurity or more specifically involved in verticals contributions for
0T, Smart cities and Smart gsidields
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ISF ISO IEC ITU
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+ OneM2M
* |[EEE SA
« IETF
Cybersecurity
+ ISO/IEC

« ETSI

« EU (NIS directive)
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« IETF
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« IEEE SA

Smart grids

« IEEE SA
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Smart cities
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« ETSI

Figure 30: SMESEC related SDOs landscape

5.4 Standardizatiophases

In the sections below we describe in more detaif¢hadizationof the EvolvingStandardizatioplan.
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5.4.1 INVESTIGATE phase: MIM6

The Information Security Focus Area Matyr{ISFAM) model by Spruit & Roeling (2014) is one of

the core components of the envisioned SMESEC model. It effectively showcases the type of activities
that need to be performedrtealizethe envisioned SMESEC model, as showmale25. Therefore,

as a first step in SMESEC we expand and update our exploration of potentially relevant-security
related standards and best practices.

The ISFAM model has already been satisfactorily evaluated in Telecom, Logistics, Finance, and
Healthcare. Similarly, the Cyber Security Focus Area Maturity (CYSFAM) model by Spruit & Lingen
[40] integrates various cybersecurity standards, and it has beengo be valuable in Finance.

The modelling approach for these models has been developed at Utrecht University over the past
decade as Focus Area Maturity models, which can be interpreted as improved Capability Maturity
Model Integrated (CMMI) modelse(g. [41]). A FAM model is more flexible, more granular, and
incorporates interdependencies between focus areas, all of which are crucial to the SMESEC
framework goals. This architecture allows fpersonalizedadvices throughquick scans in
combination vith the Characterizingdrganizationsinformation Security for SMEs (CHOISS) model

by Mijnhardt, Baars, & Spruit (2016). Perhaps even more importantly, it provides a proven artefact
architecture that can satisfy all SMESEC requirements.

Table 25 Comparative analysis of information security areas in existing models with respect to the 13 ISFAMcus
areas, from (Spruit & Roeling, 2014).

5.4.1.1 Findings: Review

Below we list our findings of the review of available information ayldersecurity standards and best
practices, resulting in the longlist as presented in the next section.
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Regarding ICT and Cyber Security Standardization Efforts in Europe, there are three European
Standards Organizations (ESOs): CEN, CENELEC, and ETSI. milssion of the European
Committee for Standardization (CEN) is to foster the European economy in global trading, the welfare
of European citizens, and the environment. Through its sepvicgsovides a platform for the
development of European Standaadsl other technical specifications.

The European Standardization Organizations (CEN, CENELEC and ,Edr88ted in 2011the
Cybersecurity Coordination group to provide strategic advice on standardization in the field of IT
security, Network and Informatin Security (NIS) and Cyber Security (CS). The Group was converted
into CEN-CENELEC Focus Group on Cybersecurity in 2016.

Standardization activities in SMESEC will focus on the following areas related to four pilot SMEs:
Cyber Security, 10T, Smart Grids,nfart Cities, and &oting. Interestingly, these areas are also
included in theEC Rolling Plan for ICT Standardization 2Q1grepared by The European Multi
Stakeholder Platform (MSP) on ICT.

Benefits of our SMESEC framework standardization activities include reduced qualification and
certification costs (and thus reduced titnenmarket for SMESs),improved security, improved
interoperability for developing new products, and removal of system intaglativiers.

Requirementson the other hand, regarding our SMESEC framework include adherence to the existing
relevant standards in order to become a reference platform for SMES’ cyber security. Therefore, the
SMESEC partners will wherever possible:

x Use saindards and recognized opeisource toolsin the development of the tools, the
infrastructure of the proposed platform, user interfaces, APIs and data formats.

x Contribute to standards and openrsource tools with the insights and the outputs resulting
from the implementation of the SMESEC framework.

x Give some focus on growing importancestdndards for open platformswhich are main
driver for innovation by SMEsSo,they are promoted by EU also worldwide such as on EU
PPP Flagship project FIWARE where +10BWIEs are working with and loT/oneM2M
standardizeglatforms which will attract thousands of SMEs

Both are necessary not only to maximize the impact of the SMESEC project but also to increase its
marketability, in a domain where interoperability is a kelirsg point. Standardization is therefore an
important objective of the project and the partners of SMESEC are highly engaged in standardization
processes.

5.4.1.2 Findings: Longlist

A preliminary list of the relevant standards bodies, and the standards mospragip for the
SMESEC contributions, is given belowTiable26 with a sample of potential SMESEC collaborators
in the rightmost column.
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Collaboration

28:22;:;66 Committee name Description with SMESEC
partner(s)
ISO/IEC International The International  Organization f¢ UU
Organization for| Standardization is an international staneg
Standardization setting bodycomposed of representativ
International from_ various national standarg
. organizations.
Electrotechnical . .
Commission The . Ir.1ternat|or?al Electrotechn.lce
CommissionlIEC) is the world’'s leading
organization that prepares and publis
International Standards for all electric
electronic and relad technologies.
ETSI The European ETSI, the European Telecommunicatiq UU, EGM,
Telecommunicationg Standards Institut@roduces  globally| UOP
Standards Institute | applicable standarder Information and
Communications  Technologies  (ICT|
including fixed, mobile,radio, broadcas
and Internet technologies.
oneM2M Standards for M2M The purpose and goal of oneM2M is
and the Internet o| develop technical specifications whi
Things address the need for a common M
Service Layer that can be readily leedded
within various hardware and software, a
relied upon to connect the myriad
devices in the field with M2M applicatio
servers worldwide.
NIS Network and| The NIS Directive is the first piece of EU
Information Security wide legislation on cybersecurity. |
Directive provides legal measures to boost the ove
level of cybersecurity in the EU.
ISF Standard of Gooq The Standard of Good Practice f UU
Practice of the Information Security 2016 (the Standal
Information Security provides comprehensive controls ar
Forum guidance on current and emergi
information  security topics enablin
organisations to respond to the rapid pac
which threats, technology and risks evolv
ITU International ITU is the United Natins specializeg
Telecommunication | agency for information and communicati
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Committee
Acronym

Committee name

Description

Collaboration
with SMESEC
partner(s)

Union

technologie< ICTs. The main products
ITU-T are Recommendations (ITURecs)
- standards defining hoy
telecommunication networks operate g
interwork. SG17: study group on securit
standardises network and informatior
security  where numerous ITO
recommendations have been develo
including the security recommendatio
under the ITUT X-series.

OMA

Open Mobile

Alliance

OMA is a nonprofit organization tha
delivers open specifications focreating
interoperable services that work across
geographical boundaries, on any beg
network. OMA'’s specifications support tf
billions of new and existing termina
across a variety of wireless networ}
including traditional cellular operatg
networks and emerging  network
supporting maching>-machine  device
communications for the Internet of Thin
(loT).

OASC

Open & Agile Smart
Cities

Open & Agile Smart Cities (OASC) is
global initiative  connecting  citieg
advocating de facto standards, afdring
best practices.

IETF

The
Engineering
Force

Internet
Tash

The mission of the IETF is to make t
Internet work better by producing hig
quality, relevant technical documents tk
influence the way people design, use, {
manage the Internet.

uu, UOP

wa3C

The World Wide
Web Consortium

W3C is an international community whe
Member organizations, a fdiime staff,
and the public work together to develo
Web standards. W3C has recently launc
theWeb of Things Working Groupo
develop initial standards for the Web
Things, tasked with the goal to counter |
fragmentation of the 10T; reduce the co
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Collaboration
Committee name Description with SMESEC
partner(s)

Committee
Acronym

of development; lessen the risks to b
investors and customers; and encour
exponential growth inhe market for 10T
devices and services.

IEEE-SA Standards IEEE has standardization activities in t
Association network and information security spag
and in antimalware technologies, includin
in the encryption, fixed and removal
storage, and hardopy devices areas, i
well as applications of these technologies
smart grids.

FIRST Forum Of Incident FIRST is the premier organization a| FORTH
Response an( recognized global leader in incide
security Teams response. Membership in FIRST enal
incident response teams to more effectiv
respond to security incidents reactive
well as proactiveFIRST brings together
variety of computer security incide
response teams from  governme
commercial, and educational organizatio
FIRST aims to fostercooperation ang
coordination in incident prevention,

stimulate rapid reaction to incidents, and
promote information sharing amor
members and the community at large.

Table 26: Longlist of available standardizationbodies in the field of information and cybersecurity.

Below we list relevant security standards which are published kstdndardizatiomodies above, as
relevant to th&tandardizatiomactivities in SMESEC, by focusing on the areas related to oumpfimir
SMEs: Cyber Security, 10T, Smart GsidSmart Cities, and-&oting.

5.4.1.2.1 Cybersecurity
Regarding cybersecurity, ETSI has published nsiagdards already, as shoinrthe following table

Document name: D6.1 Dissemination plan and market analysis Page: 73 of 84

Reference: D6.1

Dissemination: PU | Version: | 2.0 Status: Final version




I%SMESEC

Standard Standard title

TR 103456 | CYBER; Implementation of thletwork and Information Security (NIS) Directive
CYBER; Methods and protocols; Part 1: Method and pro forma for Threat,

TS 102 1651 - . .
Vulnerability, Risk Analysis (TVRA)

TR 103 421 | CYBER; Network Gateway Cyber Defence

TR 103 306 | CYBER; Global CybeSecurity Ecosystem

TS 103 307 | CYBER; Security Aspects for LI and RD Interfaces

TR 103 3051 CYI?:ER; CI’I'[I.Ca| Security Controls for Effective Cyber Defence; Part 1. [The
Critical Security Controls

TR 103 3052 CYBER; Critical Segquty Controls forEffective Cyber Defence; Part 2:
Measurement and auditing

TR 103 3053 CYBER; Critical Sgcurlty Controls for Effective Cyber Defence; Part 3: Service
Sector Implementations

TR 103 3054 CYBER;. Critical Security Controls for Effective Cyber Defence; Bafacilitation
Mechanisms

TR 103 331 | CYBER; Structured threat information sharing

TR 103 304 CYBER; Personally Identifiable Information (PII) Protection in mobile and cloud
services

TR 103 369 | CYBER; Design requirements ecosystem

EG 203 310 CYBER; Quantum Computing Impact on security of ICT Systems;
Recommendations on Business Continuity and Algorithm Selection

TS 103 307 | CYBER; Security Aspects for LI and RD Interfaces

TR 103 303 | CYBER; Protection measures for ICT in the context of Critical stftecture

TS 103 487 CYBER; Baseline security requirements regarding sensitive functions for NFY and
related platforms

TR 103 308 | CYBER; Security baseline regarding LI and RD for NFV and related platforms

TR 103 306 | CYBER; Global Cyber Securitgcosystem

TR 103 309 | CYBER; Secure by Defaultplatform security technology

TR 103 305 | CYBER; Critical Security Controls for Effective Cyber Defence

Table 27: Overview of ETSI standards on cybersecurity
54122 loT

Regarding internet of things, ETSI has published many standards as well, as shabe?3.

oneM2M has published its Release 2 in August 2016. The first oneM2M release includes

specifications covering requirements, architecture, protocols, security, and management, abstraction
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and semantics and Release 2 added new functionality, particularly by expanding management,
abstraction and semantics. Specifications published by oneM2M can be accessed at:

The IEEE Standards Association (IEESR) has created a working group to develop its standard for

an architectural framework for the 10T (P2413). In addition, IEEE has a number of existing standards
projects in development, activities, and events that are directly related to creating the environment
needed for a vibrant 0T, recognizing the value of the 10T to industry and the benefits thisagghnol
innovation brings to the public:

The IETF (The Internet Engineering Task Force) has a number of working groups working on IoT.
Security aspects of the loT are being addressed in the following WGs: ahdEDICE. The
Authentication  and  Authorization  for  Constrained  Environments  (ACE) WG
(https://tools.ietf.org/wg/ace/chartgris working on a standardized solution for authentication and
authorization to enable authorized access to resources on a decmesirained environments. In
such environments, typical for the IoT, the network nodes are limited in CPU, memory and power.
This work is supported by the recently chartered COSE WG that is building simplified CBOR
analogues for the JSON object signingl @mcryption methods that were developed in the JOSE WG.

The DTLS In Constrained Environments (DICE) Wi@tgs://tools.ietf.org/wg/dice/charteydocuses

on supporting the use of DTLS transplarger security in these environments. Such constrained
environments, including constrained devices (e.g. memory, algorithm choices) and constrained
networks (e.g. PDU sizes, packet loss) are typical for the 10T, Smart grids, etc.

Document name: Page: 75 of 84

D6.1 Dissemination plan and market analysis

Reference: D6.1 | Dissemination: PU | Version: | 2.0 Status: Final version



http://www.onem2m.org/technical/published-documents.
http://standards.ieee.org/develop/msp/iot.pdf.
https://tools.ietf.org/wg/ace/charters)
https://tools.ietf.org/wg/dice/charters

I%SMESEC

Standard

Standard title

Digital Enhanced Cordless Telecommunications (DECT); DECT evolution tech

study; Requirements and technical analysis forfuingner evolution of DECT and

DECT ULE

IPv6-based Internet of Things Deployment of IFhésed Internet of Things

IPv6 Deployment in the Enterprise

oneM2M Field Device Configuration (oneM2M T®22 version 2.0.0 Release 2)

Next Generation Protocol (NGR3renario Definitions

Next Generation Protocol (NGP); Next Generation Protocol Requirements

nical

SmartM2M; Smart Appliances Ontology and Communication Framework Testing;

Part 1: Testing methodology

SmartM2M; Smart Appliances Ontology and Communication Framework Testing;

Part 2: Protocol Implementation Conformance Statement (PICS)nona fo

SmartM2M; Smart Appliances Ontology and Communication Framework Testing;

Part 3: Test Suite Structure and Test Bags (TSS & TP)

SmartM2M; Smart Appliances Ontology and Communication Framework Testing;

Part 4: Abstract Test Suite T4) and Protocol Implementation eXtra Informat
for Testing (PIXIT)

SmartM2M; Smart Appliances; Reference Ontology and @MNapping

System Reference document (SRdoc); Short Range Devices (SRD); Te
characteristics for Ultra Narrow BarifdNB) SRDs operating in the UHF spectru
below 1 GHz

SmartM2M; Smart Appliances; SAREF extension investigation

SmartM2M; Smart Appliances Extension to SAREF; Part 1: Energy Domain

SmartM2M; Smart Appliances Extension to SAREF; Part 2: Environment Dom

SmartM2M; Smart Appliances Extension to SAREF; Part 3: Building Domain

SmartM2M; loT LSP use cases and standards gaps

SmartM2M; loT Standards landscape and future evolutions

oneM2M; Service Lagr Core Protocol Specification (oneM2M -DB04 version
2.7.1 Release 2)

oneM2M; Functional Architecture (oneM2M T®O01version 2.10.0 Release 2)

Table 28: Overview on ETSI standards on Internet of Things

on

chnical
m

ain
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5.4.1.2.3 Smart Cities
Regarding smart cities, ETSI has published the following standards, sh@ahle29.

Standard Standard title

Operational energy Efficiency for UsdiGEU); KPIs for Smart Cities

Machineto-Machine communications (M2M); Impact of Smart City Activity pn
loT Environment

Table 29: Overview of ETSI standards on smart cities.

5.4.1.2.4 Smart Grids

IEEE has many standards and standards projects in development from the diverse fields of digital
information and controls technology, networking, security, reltgpiissessment, interconnection of
distributed resources including renewable energy sources to the grid, sensors, electric metering, an
broadband over power line, and systems engineering. IEEE has developed a guide for smart grid
interoperability standargation IEEE 20302011 IEEE Guide for Smart Grid Interoperability of
Energy Technology and Information Technology Operation with the Electric Power System (EPS),
EndUse Applications, and Loads. IEEE 2030(r) spans the three distinct perspectives ofapdwer
energy, communications and information technology:

The ITU smart grid focus group completed its work in December 2011 and adopted deliverables at
JThe work was taken over by ITU SG15, which leads and

coordnates this issue within ITU and with otharganizationsITU-T SG15 developed standards on

power line communication (PLC, Recommendation {T&.990xseries), which is one of the most

important technologies for smart grids. HTUSG13 Recommendation IFOU Y.2070 “Requirements

and architecture of the home energy management system and home network services”, and consented

Y.2071 “Framework of micro energy grid”. Detailed information is described in the document “smart

grid standardizationoverview and workplan” developed by ITON SG15 and available at

5.4.2 ANALYSE phase: M7M12

During this phase, atlesign aspects will be executed to enable the envisioned Federative Information
Security Assessment engine, i.e. “the SMESEC maturity model”. It aims to provide an encompassing
and easily maintainable artefact context for SMESEC’s partner technology atackfuture
developments in cybersecurifgO/IEC recognizes a distinct relationship between egkeeurity and

other securityrelated domains. The relationship between these security domains andecyioky is
depicted inFigure31.

In parallel, we engineer the exact requirements for the envisioned SMESEC maturity model. A few
examples of key requirements of the SMESEC model are provided here to illustrate our ambition
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level. The assessment model needbdo

developed on an architece that allows

for transparenstandards lineage, i.e. for

each capability in each focus area the

underlying standard(s) need to be

retrievable at will. Also, our aim is to

operationalize each capability in each

focus area with pragmatic implementation

technology guidelines, based on the

SMESEC technology stack where

applicable. Finally, we address a major

maturity model limitation in general, i.e.

its mandéory manual expert tweaking in rigure 31: Interdependent areas in Cybersecurity according to
configuring the interdependencies 1SO27032.

throughout the model, which makes

adaptations teeverchangingstandards unmaintainable. We will build upon previous experiments
using RuleBased Management Systems (RBMS) and Gimgded Recommendation Systems to
develop an architecture that invites maintainabliyydesign.Figure32 provides a first impression of
a possible focus area structure of the SMESEC model.

These two steps above result in a shortlist of security standards most relevant for SMESEC. We will
contact thesé&ey standardizatiobodies to discuss collaboration opportunities and thus to build trust
and a Security Standards Network, which will help propagate the SMESEC outcomes when they
become available in SMESEC year 3.

Figure 32 First impression of the envisioned encompassing SMESEC model.

5.4.3 DESIGN phase: M10118

In the overlapping DESIGN phase from MM18 we select the standards to integrate with the
SMESEC framework, and formulate the extent to which SMESEC should suppotartdargs. At
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the same time, we develop a technical specification for the system implementation plan to more
efficiently and effectively prototype the maturity model adhering to the specified requirements.

5.4.4 IMPLEMENT phase: M13av24

In the IMPLEMENT phase fom M13M24 we implement the technical specification to more
efficiently and effectively prototype the model iterations while adhering to the specified requseme
The resulting prototype integrates and enriches the original UU/SMESEC maturity modeibewith
standards shortlist in @mansparenand sustainable manner, while associating the available SMESEC
technologies from all SMESEC partners with the appropriate maturity model capabilities. Note that
piloting the model will already be possible at thisge using a papdrased version of the assessment.
However, a flexible and maintainable analytic system implementation of the encompassing SMESEC
maturity model is considered crucial folomg-lastingSMESEC impact.

5.4.5 EVALUATE & DEPLOY phase: M2536

In the EVALUATE & DEPLOY phase in M2836 we evaluate the final SMESEC model in our four
case studies and possibly other environmentSnestune its many aspects as appropriate. After a
satisfactoryevaluation,we will start positioning the SMESEC frameskoincluding the SMESEC
maturity model as a unified mestandardizatioframework for Cybersecurity in esp. SMEs, that we
expect to be received well by all stakeholders due tivatsparenmetastandards design, associated
toolkit to help implement th@ersonalizedsecurity advices, and the support of Htandardization
collaborators which @ already contacted in Phase 2.
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6 Conclusion s

The preliminary market analysis on this document aims to establish the aqua@tenvironment
where the project isgsitioned. This initial analysiscovers from thecurrent trends, initial market
segmentation and identification of market barriers, to an initial survey of the existing techsalogjie
potential competitorsThis initial work served as strong basis bailding relevant dissemination and
standardizationproject plans identifying respective SMEs target groups and appropriate SDOs
combining a multidimensional approach based on market technologies and vertical pilots

As part of thebusinessmode| the market will be monitored on a regular basis during the project
lifespan and will be updated with any new relevant outcome that may have an impact on the project
exploitation strategyTo maximize the project impactdig close connection will be maintadhall

along the project with a set of communication measures to ensure the project visibility and ¢he prop
adoption of the SMESEC outcomes, strengthened by active contributistamdardization.

Since the technical results are still in a preliminagget the objective is to provide a reference to
ensure that the technical dimension is oriented to the future market opportunities and to prepare an
effective transfer to the market as soon as the project is finalibedconsortium will continuously

updde its strategy, presented in a dedicated set of deliverables with annual reports on exploitation,
dissemination and standardization (M12, M24, M34).this will provide a mature final version of

the analysis included in the D6.5 Business model defimitiae by M34.
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