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Executive Summary  

 

SMESEC intends to deliver a lightweight unified framework to ensure cybersecurity of SMEs, which are 

considered key players towards creating additional value for the technical ecosystem of the European 

Union. Both privacy and security are considered to be determining factors for massive IT deployments of 

new connected solutions as well as for the technical update of most of the currently existing industry 

sectors. Combining consortium memberôs solutions and benefiting from the experience of 4 use cases in 

Industrial Internet of Things, Smart Cities, Smart Grid, and eVoting, SMESEC aims at offering to SMEs 

an advanced cost-efficient and easily accessible solution, which will be operational almost instantly, 

without an extended security knowledge or a dedicated team. 

In this context, the SMESEC consortium designed an overall strategy to maximize the project audience, 

prepare the final framework exploitation and efficiently contribute in the related standards. In the same 

time, SMESEC will improve the overall awareness of the SMEs in the cybersecurity domain through a 

carefully designed and meticulously executed plan, fully integrated into the Projectôs dissemination 

activities.  

Core target of the project, SMEs will be associated in all SMESEC steps from framework definition, 

experimentation and validation within a continuous exchange within SMEs organization, H2020 sister 

projects, partners existing networks, survey and other events participation. This strategy will be 

implemented at the European level, with a dedicated role of each partner in their respective country and 

expertise area. This deliverable describes the dissemination, exploitation and standardization activities 

carried out during the first 12 months of SMESEC project, including an overview of the exploitation 

roadmap and all communication and standardization actions set to enhance the project impacts with an 

update of the initial strategy defined at M6. 
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Introduction  

1.1 Purpose of the document 

This document presents the overall first-year results of the SMESEC project in the areas of dissemination, 

exploitation and standardization. It gives an overview of the performed work from all consortium partners 

and provides a more accurate view of the project roadmap with an update of the initial plan presented in 

the previous deliverable D6.1 at M6. 

The global strategy of the consortium is maintained for the coming months, however as the technical part 

progressed, SMESEC integrated into its approach feedbacks from reached SMEs or representatives, as 

well as input derived from other work packages aiming to further enhance the project impact on several 

domains. 

1.2 Relation to other project work  

This work is based on all WPs and especially on WP2 and WP3 bringing inputs for technical 

understanding and use cases definition, in the creation of the security awareness plan, presented in the 

deliverable D2.3 at M6. 

1.3 Structure of the document 

This document is structured in four major chapters: 

Chapter 1 presents the SMESEC business plan and exploitation strategy. 

Chapter 2 presents the communication activity, the tools that were developed for the period M1-M12, as 

well as an update of the initial dissemination plan. 

Chapter 3 presents the conducted work in the two first phases (Investigation, Analysis) in the period M10 

ï M12, along with further details in the standardization strategy plan. 

Chapter 4 presents the standardization strategy plan, and the related activity for the period M1-M12. 
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2 Business Plan and Exploitation strategy  

 

2.1 Exploitation strategy 

 Exploitable items 

The following section broadly describes various exploitation items carried out during the first year of the 

project, based on results that will be more mature in the forthcoming periods. Table 1 categorizes the 

results in commercial and non-commercial exploitation activities. All these items have been widely 

detailed on individual fiches generated by each partner (see Annex I). 

 

SMESEC will deliver the following project results based on their distinct characteristics categorised into: 

¶ Software/developments. This category refers to tangible outcomes, namely the SMESEC 

framework, toolkits,   

¶ Services. The word ñServiceò refers to the traditional meaning of IT services. These are future 

services offered around SMESEC, which aim at improving customers' effective use of SMESEC 

solutions and to provide in-depth customized assistance to SMEs. 

¶ Knowledge. This category comprises the project know-how (mainly contained in deliverables and 

papers), methodologies, architecture, and primitives. 

Table 1: Commercial vs non commercial exploitable items 

The SMESEC offering distinguishes between the aforementioned exploitation options to clearly categorise 

all the items identified at this stage of the project. 

Each one has distinct and appropriate ways of exploitation, aligned with its technological maturity level 

and the ability to transfer the added value generated by the project to the market. The consortium aims to 

effectively transfer the results to the market and to ensure the economic sustainability of the solutions. 

SMESEC exploitation strategy proposes several actions which pave the way for the adoption of the 

projectôs results. 

    

Commercial Exploitation  Non -commercial Exploitation  

 

¶ Software/Developments 
 SMESEC framework  
 SMESEC components 

¶ Services built around the SMESEC 
framework  

 

¶ Training  
¶ Knowledge (Know-How, papers) 
¶ Collaboration with standardization 

bodies 
¶ Use the developments for academic 

purposes  
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These strategies focus on following a sales lifecycle with strong emphasis on prospecting potential 

customers by contacting them and promoting the key features of SMESEC. This can be summarized as 

ñTo support SMEs on to protect their business from cyber-security threatsò. The exploitation activities 

will receive feedback from the project pilots and the interaction with the SMEôs associations and the 

companies participating in the open call (planned at month 24).  

 

It is important to mention that this initial exploitation plan is based on the current status of the technical 

developments of the project. Most of the SMESEC components are still under development, and 

corrective technical decisions must be taken in the following months, with a significant impact on the 

current exploitation plan. This explains why this deliverable focuses mainly on the value proposition, 

while other business factors, such as the distribution strategy, are just tentative ideas to be modified in the 

future. Others, such as the business models, pricing structures or cost/benefit analysis are not totally 

defined yet.  

 

These questions will be solved in the future deliverables due by M24 and M36, which are expected to 

contain the updated version of the exploitation plan progressing in parallel with the project. 
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2.1.1.1 Software/Developments 

This category comprises all project tangible outcomes/developments, listed in the following sections that SMESEC generates. As mentioned above, 

all project components as categorized according to their commercial and non-commercial exploitation eligibility . 

Each component includes a resume description of the exploitation fiches detailed in the document Annex1. 

Component name  Benefits Target user  

Early Working 

Intrusion 

System(EWIS) 

¶ Lively reporting of attacks happening in the network 

¶ Network decoys that appear more ñappealingò to the 

attacker, thus diverting them from attacking the real 

infrastructure. 

¶ Detect attack prior to happening to the real system  

¶ Emulation of real services that we want to protect 

All SMEs offering services over the internet using 
protocols like HTTP, SMB, MSSQL, MySQL etc. 

Cloud-based IDS 

(Intrusion Detection 

System) 

¶ Reporting of DoS attacks happening in the network 

¶ Standalone solution can be deployed to the same 

network we want to protect 

¶ Based on the detection of amplification DoS attack no 

need for extensive network monitoring.  

All SMEs offering services over the internet 

Secure wireless 

monitoring and data 

acquisition system 

¶ Quality of service for the target users improved: the 

system is not easily hacked, and the service continuity 

is achieved (resilience improvement). 

¶ Data protection: data are acquired, processed and 

stored with secure protocols to guarantee their 

integrity in their whole lifecycle.   

The intended users of the ñevolvedò solution of 
Worldsensing are basically the same than those from the 
already-commercial product LoadSensing. By adding 
new features to this new release of LoadSensing, 
Worldsensing aims to improve the market penetration 
offering a differentiating factor regarding the 
competence. Right now, LoadSensing is addressed 
worldwide to city and infrastructure operators, 
construction companies and mines operators mainly.     

Risk Assessment Engine 

(RAE) 

The tool allows a real-time evaluation of the systems by 
executing qualitative and quantitative models. The 
assessment is done together with the business profile of 
the organization, allowing having specific information 
about how the risks affect them from a management and 
financial point of view. 

Main target is the cybersecurity experts of the 
organizations. They are the ones that work in defining the 
models for assessment and analysing the results of the 
tool. Together with this role it is important also the 
management level, as, together with the cybersecurity 
expert, works in defining the impact of the threats at 
management and financial level. 
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Component name  Benefits Target user  

The output will be used by both the cybersecurity expert 
(for identifying threats and vulnerabilities) and the 
management role for taking decisions at high-level 

XL -SIEM 

The tool improves other existing open source solutions in 
different ways. Among other characteristics, one of the 
more interesting is the enhancement of the performance 
and scalability, allowing processing of big amounts of 
data and having the possibility of performing event 
correlation at different layers with more complex rules. 
Additionally, one key objective of the XL-SIEM is to 
increase the awareness of cybersecurity for the users, 
which is supported with an interface for visualization that 
includes high-level charts and diagrams in different 
dashboards, including decision-support ones 

Cybersecurity experts of organizations, ranging from 
SMEs to large organization. Refining the information of 
the cybersecurity status and provide it to other layers of 
the organization for decision support (e.g. management). 

Any type of domain, the main target is information 
technology companies, which either support or work with 
data (e.g. personal, of organisations, etc.) or provide 
digital services. In that sense, organizations working with 
IoT devices, big data, cloud systems or services, etc. 
would the ones that take more advantage of our tool. 

NetScaler App Firewall 

This tool is a comprehensive web application firewall that 

analyses all bi-directional traffic, including SSL-encrypted 

communication, to protect against a broad range of 

security threats. 

¶ Networking vendors / large enterprises 

¶ Key networking industry players 

¶ SME, SMB, large companies 

NetScaler Gateway 

This tool provides users with one access point and single 

sign-on (SSO) to business applications and data deployed 

in a datacentre, the cloud, or delivered as SaaS across a 

range of devices. 

¶ Networking Vendors / Large Enterprises 

¶ Key Networking Industry players 

¶ SME, SMB, Large companies 

 

NetScaler Secure Web 

Gateway 

This tool addresses main security challenges through 

advanced traffic inspection, intrusion blocking, malware 

elimination, and application control 

¶ Networking Vendors / Large Enterprises 

¶ Key Networking Industry players 

¶ SME, SMB, Large companies 

EGM-TaaS 

¶  Benefits for the target users 

o Flexibility ï Lightweight offer without 

integration or maintenance phases 

o Modularity ï Modular and flexible 

infrastructure 

o Reactivity and quality ï MBT powered 

tool enabling fast integration of new 

security standards or customer test suites, 

Describe which is the intended user(s) of your solution, 

considering: 

¶ Market addressed: ICT companies 

¶ Specific industry more suited for the component: 

IT related SMEs especially in IoT such as system 

integrators 

¶ Specific size of organization being targeted: 
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Component name  Benefits Target user  

full test coverage and traceability 

¶ Added value for the target users 

o Cost efficient ï No maintenance cost, 

efficiency in software development with 

non-regression testing, continuous testing 

during the development phase. 

o Quality oriented ï User-friendly interface, 

full details testing reports, fully 

customizable 

SME 

¶ Geographical area: Europe 

Role in the organization: Test engineer, Security analyst 

 

¶ Market addressed: Testing laboratories 

¶ Specific industry more suited for the component: 

IT Certification centres 

¶ Specific size of organization being targeted: 

SME, Large company) 

¶ Geographical area: Europe 

Role in the organization: Test engineer, Security analyst 

Information security 

assessment model 

¶ SMEs will be able to conduct self-assessments on 

their information security capabilities. 

¶ SMEs will be able to better understand information 

security requirements, their dependencies and 

associate these requirements with the standards. 

¶ SMEs will be able to formulate their personalized 

improvement plans for their desired improvement 

path. 

¶ SMEs will be able to compare their information 

security capabilities with another SMEôs. 

Regardless of the industry, information security maturity 

model could be used by any SME. 

The usage of the maturity model requires basic 
knowledge on information security and information 
technology concepts. 

AngelEye (Virtual 

Patching) 

¶ Create a virtual patch of C/C++ application 

¶ The virtual patch can predict an input that may trigger 

a vulnerability before the vulnerability is found by 

testing technique 

¶ Developers that want to create polymorphism in their 

code to obtain better resiliency to ROP attacks 

¶ Developers of IoT platforms that want to harden their 

gateways/endpoints and break the scalability of 

cyber-attacks on their platform 

Anti -ROP 

¶ Create various unique executable copies of a C/C++ 

application 

¶ Break the attackersô ability to scale-up their 

knowledge of one device to attack another. 

¶ The target users are the developers of new software 

that need to protect their software against 

vulnerability exploitation. 

¶ Additional usage is to protect binaries against 

vulnerability exploitation. 
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Component name  Benefits Target user  

ExpliSAT 

¶ Identifying security vulnerabilities early in the 

development process 

¶ Releasing more secure code which increase the 

software resiliency to cyber attack 

¶ The target users are the developers of new software 

that need to amend vulnerable code before they 

release their products. 

¶ Additional usage is to locate the vulnerability after an 
exploit to provide a timely patch with the right fix. 

Endpoint Protection 

Platform 

GravityZone delivers multiple layers of security for 

endpoints and for Microsoft Exchange mail servers: 

antimalware with behavioural monitoring, zero-day threat 

protection, application control and sandboxing, firewall, 

device control, content control, anti-phishing and 

antispam. 

Bitdefender is already addressing the global market, 
encompassing start-ups, SMEs and large corporations, 
usually seeking contact with the CIO or the cybersecurity 
responsible of the targeted organisation. 

FHNW-CYSEC 

CyberSecurity Coach 

This tool will provide end users with the ability to assess 

and improve the cybersecurity capabilities of their SME 

incrementally in a low-cost do-it-yourself manner. For the 

cybersecurity community, the tool will offer feedback 

regarding the SME priorities and fitness of cybersecurity 

advice/trainings/technology. 

¶ SME 

¶ Cybersecurity community 

Table 2: Commercial exploitable items (Components) 

2.1.1.2 Services   

This section includes main services provided by project partners. Alongside to these services, additional ones (consulting, system integration and 

deployment, training and maintenance) can be provided by one or several partners once the exploitation strategy is defined at a later stage of the 

project. 

Component name  Benefits Target user  

SMESEC components 

integration/deployment 

Process outsourcing, cost All customers that request support after buying any 

SMESEC component 

Consulting / Training 

Services 

Process outsourcing, cost All customers that request support after buying any 

SMESEC component 

Maintenance Process outsourcing, cost All customers that request support after buying any 

SMESEC component 
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Table 3: Commercial exploitable items (Services) 

2.1.1.3 Other outcomes 

This section lists all non-commercial exploitable items identified by consortium partners, spanning from knowledge transfer to standardization 

activities. 

Component name  Benefits Target user  
Papers in academic 

conferences/journals 

Advance of the state of the art in the topics of the 

project. This also improves the branding of the 

project. 

Academic and applied research community. 

Master thesis Advanced training in cybersecurity for some 

talented students enrolled in MSc programs related 

with the academic partners of SMESEC  

Students of different universities 

PhD thesis Generation of high-quality academic results with 

practical impact within the context of the project 

Academic community 

Courses Training in cybersecurity topics related to the 

project 

Students enrolled in MSc programs of different 

universities. 

Talks Invited presentations about SMESEC and the 

technology being developed in the project.  

Industry and academia 

Table 4: Non-commercial exploitable items 
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 Joint exploitation plan 

One of the key objectives of the project itself is to extend the lifespan of the SMESEC 

framework beyond the actual duration of the project per se. To make it possible, sustainability 

is the keyword to be used. This can be only achieved if enough number of consortium 

partners are committed to support the forthcoming phases in a joint approach. This 

commitment has strong dependencies on the strategic decisions of the partnersô organizations.  

 

It is key to have an open discussion and check each partnerôs interest and try to preserve the 

engagement or to look for alternatives that could fill a potential gap.  

The main topics to discuss and agree will  be: 

¶ Licencing approach to be used (for the whole SMESEC Framework, covering the 

licensing restrictions/needs of each partner of the project) with the different 

components developed; 

¶ IPR (Intellectual Property Rights) / Partner compensation scheme; 

¶ New legal structure/consortium agreement to extend the project activities beyond its 

lifespan; 

¶ Bilateral/multilateral agreements between partners to exploit the SMESEC individual 

components. 

Several scenarios can be envisaged at the end of the project: 

1 All consortium partners commit to a joint exploitation of SMESEC.  

2 Not all partners commit to the joint SMESEC solution. Multilateral agreements can 

be reached between the partners to exploit individual components or groups of them 

that can provide a service or cover a market segment need. 

3 Each partner wants to exploit individually their components. 

4 Bilateral (multilateral) partnersô agreement can be reached to exploit a group of 
components that can offer one or several functionalities to the market. 

All these topics will be initiated during the second year of the project once the technology 

developments are defined and remain on track.  
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 Individual exploitation plans 

The present section provides the SMESEC partnersô individual exploitation plans based on the original plans presented on the Grant agreement[1]. As a living 

document those plans will be updated once the results of the project are more mature Each plan describes in a summarized way a description of the relevance 

of the project SMESEC for the organization and a short description of the individual exploitation plan along the project execution. Taking into account that 

consortium partners come from the three major organization roles (industrial partners, academic and research partners) these plans cover a multi-angle 

perspective of the exploitation strategy: 

Consortium 

partner  

Description  

ATOS 

The ATOS portfolio brings together all ATOS capabilities in the sector, delivering a 360-degree security and full spectrum control 

and combining relevant experience and knowhow from all ATOS Service Lines. SMESEC advances in information security, safety 

and trust in the SMEs domain fits quite nicely in the ATOS Identity, Security and Risk Management portfolio of solutions. 

Particularly the Governance, Risk and Compliance (GRC) offerings where the ATOS High Performance Security (AHPS) services 

helps managing controls efficiently, consistently and reliably across the enterprise, ensuring an ideal balance amongst compliance 

requirements, IT security issues and operational expenses. Moreover, ATOS will exploit SMESEC results through strategic R&D&I 

consulting and Technology Watch, applying the latest research results to opportunities where clients need solutions that go beyond 

markets. Increased possibilities to undertake research and innovation projects, outreaching to key players in the innovation sector 

(research institutes, universities, etc.). 

Worldsensing 

A very active SME in innovation activities. Its core expertise is in providing sensing and machine-to-machine technologies and 

services to specific industry verticals. It has two mains product portfolios: one being smart traffic solutions for smart cities; and the 

other being heavy-industry monitoring solutions. Taking into account Worldsensing clients and targets, such company will exploit the 

security framework capabilities and skills acquired in this project to push its core business. Their typical clients are city councils and 

companiesô owner and manager of big infrastructures. SMESEC will provide to Worldsensing a fundamental knowledge for 

increasing the quality of the provided services in this context. After SMESEC this SME will be able to provide ñreliableò Internet of 

Things applications where security threats are analyzed and minimized. These benefits will open the door to many more business 

cases and thus to novel opportunities for increasing the number of clients and products sales. 

IBM  
The role on this project is to support the development of the SMESEC security framework and to enable business growth for SMEs 

involved in this initiative. IBM is constantly looking for the synthesis of security into the business requirements. Its deep industry and 

business understanding enables them to tailor their products to facilitate specific business requirements. With specialists in 
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Consortium 

partner  

Description  

application, infrastructure, organizational and cyber security, IBM aims to maintain its outstanding reputation for delivering value and 

excellence to all their clients. This includes the identification of new key data groups mapping the related security threats and possible 

attack platform, business processes and the core assets that they need to protect. The SMESEC project will give to IBM the 

opportunity to develop and then exploit agnostic security solutions within the SMEs environment as well as extend the company 

products and services in the security and digital sector. 

CITRIX  

Long-time experience in highly security-critical IT markets, and successfully develops products and solutions to make SW-based 

solution safer and more user-friendly. With its platform and their concepts, CITRIX guarantees an optimal IT-network management 

by adjusting their solutions to user demand and expectation. With its expertise on service offering, CITRIX is an important member 

of SMESEC project since they will support this initiative by organizing and securing the end-point devices and sensitive IT-networks 

components of SMEs and by offering continuous support to the projectôs pilots and real-life experimentations. CITRIX will exploit 

SMESEC by contacting with novel clients from both Public Administrations and private companies and by improving the actual 

security solutions for specific verticals as Smart Grid and/or Smart Industry (e.g. IoT). Such opportunity will create a great chance for 

CITRIX in order to further exploit the security and digital EU market for the next decade. 

GridPocket 

An innovative company devoted on the development of energy value-added services and platforms for the smart grid utilities. The 

solutions of GridPocket include applications for energy management, demand response control software, M2M and behavioral 

expertsô systems for electricity, water and gas utilities. GridPocket distributes its applications through partnerships with energy 

distributors, ESCOs (energy saving companies), equipment manufacturers and utilities worldwide. GridPocketôs applications enable 

end-users to take full control over their energy spending and reduce their CO2 emissions. Moreover, the complete analysis and an 

oversight over a customer behavior are proposed to energy utilities as a mean to match electricity consumption following peak times 

and real time electric demands. The participation of GridPocket within SMESEC is a great opportunity for this SME. Indeed, 

GridPocket will be able to integrate the last cyber-security solutions in their applications, increasing the overall level of system 

reliability while adopting privacy-preserving methods to protect their clientsô data. GridPocket is focusing on citizensô engagement 

solutions to empower their platform with more users and data. SMESEC will contribute on this direction since the projectôs 

participation will facilitate the creation of relevant material to increase the awareness of secure solutions in the context of Smart Grid. 

Bitdefender 

BD provides several security products that include anti-virus and anti-spyware capabilities against internet security threats such as 

viruses, Trojans, rootkits, rogues, aggressive adware, spam and others. Bitdefender applications include web protection, cloud anti-

spam, firewall, vulnerability scanner, parental controls, document encryption and device antitheft as well as backup for corporate and 

home users. Bitdefender will use SMESEC as a catapult to enter in the cyber-security market for SMEs and innovative digital 

solutions; the SMESEC use cases will be composed from innovative multi-technology solutions that will provide an incredible test 
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Consortium 

partner  

Description  

board to evaluate the most interesting configuration about cyber-security for novel technology as IIoT, Smart City, etc. On one side, 

the great experience on cyber-security of Bitdefender will provide a transversal value for SMESEC and, on the other side, the great 

network of contacts of SMESEC will propose a long list of possible novel clients for Bitdefender. Bitdefender aims to approach 

innovative solutions market by exploiting its experience on internet security. This will allow to potentially increase their sales even at 

short-term. 

SCYTL 

The worldwide leader in secure electronic voting, election management and election modernization solutions. Their solutions 

incorporate unique cryptographic protocols that ensure maximum security, transparency and auditability in all types of elections. 

Scytlôs groundbreaking electoral security technology is protected by international patents and enables organizations to electronically 

carry out all types of electoral processes in a completely secure and auditable manner, positioning the company as the global leader in 

this industry. Within SMESEC, Scytl will be able to update the implemented security solutions with more efficient mechanisms. 

Indeed, the proposed real-life experimentations will evaluate the SMESEC framework for the e-voting use case. The identified most 

cost-effective cyber-security mechanisms will be integrated on the commercial offer of Scytl to provide more functionality and lines 

of protection for Scytlôs clients. 

Easy Global 

Market  

EGM provides solutions and services to develop market confidence for the adoption of innovative technologies. Moreover, Easy 

Global Market is making the global market ñeasyò for companies looking for globalization. This company is strongly active in the 

major technology clusters and innovation networks, enhanced by the experience gained by their directors working in +30 research 

projects and designing +10 worldwide label or certification programs. Easy Global Market is funding member of IoT Forum and is 

member of key European clusters, standard bodies and alliances such as ETSI, OneM2M, AIOTI, SCS cluster, etc. Within SMESEC, 

Easy Global Market, on one hand, will help projectôs SMEs regarding the achievement of novel business opportunity with its 

experience on internationalization and business model, and on the other hand, it will increase their knowledge on cyber-security and 

digital solutions as well as will contact novel potential clients in projectôs verticals. 

FHNW 

FHNW will develop and utilize the SMESEC exploitable items consisting in educational offerings in cybersecurity for BSc and MSc 

students as well as industry-courses within the Swiss CAS/MAS educational frameworks (12ô000 FHNW active students). In the 

meantime FHNW intends to bring the FHNW-CYSEC tool to market readiness for commercial offering in cooperation with industrial 

and academic partners. FHNW runs more than 1000 such applied research projects with industry, help EGM to establish an industrial 

certification programme following the experience of FHNW members in establishing the successful ireb.org and ispma.org industrial 

certification programmes but also contribute in advancing scientific knowledge and industrial practice in cybersecurity engineering 

with one PhD thesis and two MSc theses, papers and talks in industry, academic conferences and journals. 
Table 5: Consortium partners individual exploitation plans 
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3 Business Plan  

3.1 Market analysis 

 As part of market analysis (a quantitative and qualitative assessment of a market), SMESEC project has 

initiated a first approach to the key drivers to create a basis for the design and development of the 

objectives of the project (an extended version of the market analysis can be found in D6.1 [2] ). SMEs 

represent in Europe about 99% of the total number of established companies and contribute in about 60% 

in the value-added production[13]. Usually early adopters and first players in emerging markets, SMEs are 

facing today cybersecurity threats that may seriously hinder the companyôs development. Larger 

enterprises can afford costly security solutions and own expertise resources to prevent alert and react to 

cyberattacks and cybercrime threats. 

The objectives of this task are to better understand the market to increase the SMESEC potentialities with 

a tri-angled approach as illustrated in the Figure 1: Overview of SMESEC market analysis approach by: 

¶ Analyzing current trends, performing market segmentation and investigating 

market barriers. 

¶ Surveying the existing technologies, (described in D2.1)[3]. 

¶ Assessing selected business and technology transfer models in different EU 

countries.  

 
 

Figure 1: Overview of SMESEC market analysis approach 
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A top-down market analysis approach will include the generic SMEsô market domain up to 

the use case pilotsô market domains alongside with new emerging markets where SMEs 

have a specific weight. As a living document, the market will be monitored throughout the 

projectôs lifetime and any major impact on the analysis would be reported in the 

forthcoming exploitation documents. 

 Initial segmentation 

SMESEC aims to become a ñready-to-

market solution with an immediate market 

impact. With international and European 

links, the project will provide a 

harmonized solution with high quality and 

affordable cybersecurity tools validated in 

multiple SMEs environment. Increasing 

SMEs protection will also be ensured by 

focusing on increasing awareness and 

training among these organizations. 

 

The key driver of the SMESEC project orbits around SMEôs in Europe (primary target), 

therefore the direct market target should include all SMEôs (In 2015, just under 23 million 

SMEs generated ú3.9 trillion in value added and employed 90 million people as illustrated 

in Figure 2) [2]. 

 

A more specific target (secondary target) will place the focus on the main SMEôs areas 

where cybersecurity developments can generate a greater added value to the organization 

which implements those enhancements: 

¶ Data management 

According to the ñEurope IoT Data 

Management Market Report (2017 ï 

2023)ò[5], published by KBV research, the 

Europe Internet of Things (IoT) Data 

Management SMEs Market would witness a 

market growth of 16.1% CAGR during the 

forecast period (2017 ï 2023). Other studies 

[4] value globally this market in USD 23.8 

Billion in 2016 and are projected to reach 

USD 66.44 Billion by 2022, at a Compound 

Annual Growth Rate (CAGR) of 19.3%. 

 

Figure 3: Europe IoT Data Management Market ï Key Segments 

Figure 2: Europe's SMEs by sector [2] 
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Finally, an indirect approach to the market segmentation with a fine-grained domain 

selection can specifically target the main beneficiaries of SMESEC development. This 

approach can be done from both vertical and horizontal perspective to create precise market 

segmentation both in market domains and technology areas: 

3.1.1.1 Vertical segmentation 

The vertical segmentation offers goods and services to a specific industry, business, or a 

group of customers with similar needs. On the other hand, horizontal segmentation offers 

a broad range of goods and services to a wider group of customers with a wide range of 

needs. 

On the vertical axis for this project, there are 4 main markets targeted which correspond to 

the 4 project pilots, as it is essential to provide proven results that our solution enhances 

different types of SMEs operating in a range of market sectors and offering diverse products 

and services, against threats and risks introduced by the recently adopted ICT advances:  

¶ Smart-City. 

¶ Industrial Internet of Things (IIoT). 

¶ e-Voting. 

¶ Smart Grids. 

3.1.1.1.1 (Industrial) IoT 

 

ñSolutions aim to detect and prevent possible risks to structures and infrastructures by 

monitoring their operations and status in real time. These solutions are essential for 

ensuring that the assetsô operations are maximally optimal, safe and cost competitiveò1. 

                                                      
1 Grant Agreement-740787-SMESEC 

INTERNET OF THINGS - IoT. Image source: www.unsplash.com

Market size in 2022 : 
561.04 USD Billion

Growth rate : 26.9%

Estimated number EU 
SMEs : 2 074 010

Estimated EU SMEs 
market share : 35% 
(64.83 USD Billion)

Type of SMEs : 
Consulting, System 
integrators, 
Application providers



 

 

 

Document name: D6.2 Annual report on exploitation, dissemination and 

standardization (Year 1) 

Page:   30 of 126 

Dissemination: PU Version: 1.2 Status: Final version 

 

 

3.1.1.1.2 Smart city 

 

ñProvides the tools that activate citizen's creativity, imagination and communication, 

engages urban thinking and improves the relationship between citizens, the city 

municipality and city's public services. With their own communication devices (mobile 

phones) or via an application, citizens can post in real time issues and problems for 

something that happens in their city and inform their fellow citizens as well as the 

municipality for problems and incidents that occur every momentò2. 

Smartgrid 

 

ñEnergy networks that can automatically monitor energy flows and adjust to changes in 

energy supply and demand accordingly. When coupled with smart metering systems, smart 

grids reach consumers and suppliers by providing information on real-time consumptionò.  

                                                      
2 Grant Agreement-740787-SMESEC 

SMART CITY. Image source: www.unsplash.com

Market size in 2022 : 1.201 
USD Billion

Growth rate : 23.1%

Estimated number od EU 
SMEs : 708 971

Estimated EU SMEs market 
share : 50% (285 USD 
Billion)

Type of SMEs : Start ups, 
Hardware manufacturers, 
Application developers

SMART GRID. Image source: www.unsplash.com

Market size in 2022 : 
50.65 USD Billion

Growth rate : 19.4%

Estimated number EU 
SMEs : 14 739

Estimated EU SMEs 
market share : 46% (5.56 
USD Billion)

Type of SMEs : Consulting, 
System integrators, 
Application providers

Similar fields : Water, Gas, 
Oil
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ñThey can also help to better integrate renewable energy and also open up the possibility 

for consumers who produce their own energy to respond to prices and sell excess to the 

gridò[6]  

3.1.1.1.3 E-Voting 

 

One of the most critical environments from the point of view of security is the electoral 

processes. To ensure privacy and integrity of the votes, electronic voting systems usually 

implement advanced cryptographic protocols at application level by implementing end-to-

end encryption and verifiability of the election results, which detects if there have been any 

attacks. However, these measures do not prevent possible attacks3. 

As a niche market, there is no accurate and updated information about the market size. 

Based in Austria, E-Voting.CC provides a long list of key players. This is not an exhaustive 

list but the evoting activity seems to count about 50 companies [7] 

In addition, with legal and political constraints, for a real development, the security aspects 

remain the first barrier. Trust and acceptance cannot be gathered without a strong guarantee 

in security, privacy and transparency in the voting process. The needed security level is 

such that the end to end security is a must to ensure reliability of voting activities. This 

implies security measures for data, system, transactions, VPN and associated networks. 

3.1.1.1.4 Other fields 

To extend these vertical axis, other areas can also be mentioned as part of the initial 

segmentation to keep them on the radar as emerging markets. Apart from the four pilots, 

SMESEC will organize an Open Call in the final year of the project to invite more SMEs 

operating in diverse contexts, offering various kinds of services and products. This open 

call will allow SMESEC to collect additional evaluation results and make the necessary 

adjustments towards a robust and flexible security framework capable of supporting 

companies and organizations with a limited budget. This first focus on pilots aims to start 

                                                      
3 Grant Agreement-740787-SMESEC 

E-VOTING. Image source: www.unsplash.com

Estimated number EU 
SMEs : around 34

Type of SMEs : 
Consulting, System 
integrators, 
Application providers
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the SMESEC awareness, approaching market players with a vertical validated framework. 

That is a first step and the consortium will progressively extend to other fields. The 

following Figure 4 gives the number of SMEs in Europe depending on their activity sector. 

 

 
Figure 4: SMEs landscape in Europe by activity ï Source: Own creation/ Eurostats data 

This combined approach (vertical and horizontal) try to investigate the wider SMEs 

audience and also refers to the way the SMESEC identified solutions for market needs. This 

is confirmed by the latest Eurosmart report on IoT security where some best practices are 

disseminated. Figure 5 shows the preconized action canvas. 

 
Figure 5: Best practices approach for security development ï Source Eurosmart report 
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3.1.1.2 Horizontal segmentation 

The horizontal axis will include all main security product areas SMESEC aims to provide a 

service as part of the project scope: 

¶ User Entity Behaviour Analytics (UEBA). 

¶ Cloud Access Security Brokers (CASB). 

¶ Endpoint Detection and Response (EDR). 

¶ Deception technology. 

¶ Secure Web Gateway. 

¶ Application security testing. 

¶ Endpoint Protection Platform (EPP). 

¶ Web application platform. 

¶ Distributed DDoS. 

¶ Intrusion detection and prevention systems. 

¶ Security Information and Event Management (SIEM). 

¶ Unified threat management. 

¶ Governance, risk management and compliance. 

¶ Other. 

An extensive analysis on these traditional and emerging markets has been carried out in 

another project deliverables (D2.1 SME security characteristics description, security and 

market analysis and D6.1 Dissemination plan and market analysis)  

Those areas are susceptible to be reviewed and modified (add or remove) along the 

projectôs lifetime as the impact for targeted SMEôs could vary or even the obtained results 

could show there is not a viable transfer to market with a significant economic impact. 

 PEST analysis 

An initial P.E.S.T analysis has been carried out around the SMESEC framework adoption 

(see Table 6). As result of this analysis, several barriers and obstacles have been identified 

with a direct impact on the projectôs achievement (as initially mentioned in the grant 

agreement document4).  

The first barrier is the traditional working method , which still exists in many SMEs. It is 

not only an issue of technological support but a socio-economical challenge. Such barrier 

can be smoothened with a set of measures mentioned below that will be supported through 

the SMESEC results. 

 

 

 

 

 

 

                                                      
4 Grant Agreement number: 740787 ð SMESEC ð H2020-DS-2016-2017/H2020-DS-SC7-2016 
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Table 6 : P.E.S.T Analysis of SMESEC framework [14]  

 Description  

P
o

lit
ic

a
l 

New requirements through regulations could have an impact on the technical solutions 

developed in the SMESEC project e.g. EU policies for privacy, data protection (as direct 

impacts on the materialization of benefits for industrial partners). There are no known 

regulations or standards at this time that restrict/limit or prohibit the use of the proposed 

technology in Europe.  

E
c
o

n
o

m
ic

a
l 

SMESEC puts a considerable emphasis on all inputs to be collected from businesses and 

markets in order to orient the implementation. This will drive the project to focus the 

implementation into the more important requirements which represent the specific 

marketôs needs. Since security solutions are most of the time seen as an added cost without 

providing new business opportunities, SMESEC will study this barrier in two levels:  

¶ Costs for the provided security products/services. 

¶ Provide necessary examples and proofs of the negative economic impacts that 

potential cyber-attacks have on businesses.  

S
o

c
ia

l 

Reluctance to new technology acceptance (from awareness to economic concerns) would 

have a significant impact on SMESEC adoption. On the other hand, concerns on security, 

specifically in terms of access to sensitive information, may represent an important 

obstacle for proper adoption of SMESEC solutions. Since security is not only a 

technological issue but also involves several organizational and procedural issues, 

SMESEC also plans to provide security guidelines addressing this purpose. The 

collaborative approach proposed by SMESEC naturally faces one of the most basic pre-

conditions for any collaborative work: the trust building. Another societal barrier is 

human understanding of what SMESEC is building, and how to ensure this project has a 

common understanding, especially given the number of disciplines involved. 

T
e

c
h

n
o

lo
g

ic
a

l 

SMESEC pays extreme attention to the interoperation of all kind of modules playing a role 

within the cyber-security environment. Support of existing and proposed standards is 

mandatory in order to guarantee the full integration and features of all relevant 

components and interaction with external systems. Non-adoption of these standards would 

frustrate or prevent connections to some devices or external software and systems, or loss 

of features, thus impacting business potential and revenue. Following, we summarize 

technological barrier in a list of important issues: 

1-Replicability of proposed solutions for different domains: SMESEC solutions will be 

tested in the pilot activities but also in the exploitation activities that will engage potential 

early adopters and stakeholders across Europe as soon as possible (moving from pilot 

solutions to additional local/regional testing-SMESEC has an open call in scope to extend 

the framework adoption).  

2-Complexity for the technicians: The proposed solutions will have to be managed by 

technician staffs of generic SMEs, which are not security experts. SMESEC will define 

user-friendly tools in order to facilitate their use and understanding.  

3-Interoperability and standard solutions: SMESEC will cope with a large diversity of 

components/subsystems developed using different technologies; the adoption of 

interoperable mechanisms is expected to lower this obstacle, which nevertheless cannot be 

underestimated.  
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 Competitors 

The unified SMESEC framework, as the integration of multiple products residing in several segments of the security market, competes directly 

with many third-party solutions. Inputs of this analysis are detailed in FireCompass.com [8] and include the main strengths and weaknesses of each 

of the tool identified providing valuable information on the internal analysis of the market. 

Market  Name of 

competitor solution  

Co mpany  Strengths Weaknesses  

Intrusion 

Detection 

and 

Prevention 

Systems 

FirePower  Cisco Covers all standard threat protection High-availability setup, 

Alerting; Inspect VPN traffic, Blocking traffic 

Network Security 

Platform 

McAfee Covers all standard threat protection Inspect VPN traffic, L2 ARP attacks; Blocking traffic; Log 

searching 

Security Network IBM Complete traffic filtering Cannot add exceptions; No detect and prevent mode 

TippingPoint TrendMicro Complete traffic filtering; Administration 

and reporting 

Cannot create own signatures 

NIPS6000 Huawei Complete traffic filtering Cannot add exceptions; No detect and prevent mode 

Security 

Information 

and Event 

Management 

ArcSight HPE Excellent Event Detection, Analytics, 

Visualization; Compliance; Workflow 

management 

No cloud services support; Not intuitive dashboards 

Qradar IBM Excellent Event Detection, Analytics, 

Visualization; Workflow management 

No cloud services support; No unlimited correlation rules; Not 

automatic compliance monitoring 

Security SIEM Intel Compliance; Metrics and Dashboards Not storing network flow data; No advanced correlation rules; 

No behavior-based anomaly detection; Not flexible alerting 

LogRythm LogRythm Metrics and Dashboards No advanced correlation rules; No behaviour-based anomaly 

detection; Not flexible alerting; No incident life-cycle 

management 

Splunk Security 

Intelligence  

Splunk Metrics and Dashboards It doesnôt include support for custom meta-data fields, log 

normalization, support for statistical-based and heuristic 
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Market  Name of 

competitor solution  

Co mpany  Strengths Weaknesses  

 correlation. Additionally, it doesnôt include incident life-cycle 

management 

Log & Event Manager 

(LEM)  

 

SolarWinds Metrics and Dashboards No advanced correlation rules; No behaviour-based anomaly 

detection; No incident life-cycle management 

Endpoint 

Detection 

and 

Response 

Carbon Black Carbon Black Excellent detection, containment and 

remediation; Investigation tools 

Botnet detection; No support for MacOS, Android, VMs 

AMP Cisco Very good detection; Scanning VMs Botnet detection; No support for MacOS, Android, 

Crowdstrike Crowdstrike Good detection; Some investigation 

capabilities 

Botnet detection; No advanced containment; Only 

Windows/Linux 

FireEye FireEye Malware; Some investigation capabilities Botnet detection; Restricted containment and remediation; 

Windows only 

 Symantec Symantec Very good detection Botnet detection; Restricted investigation;  

Application 

Security 

Testing 

Fortify HPE Excellent static and dynamic analysis; 

Excellent mobile app security; Very good 

integrations 

- 

Security AppScan IBM Mobile App security testing; Very good 

static and dynamic analysis; Integrations 

No API/framework support; No parallel testing;  

Veracode Veracode Mobile App security testing; Very good 

static and dynamic analysis; Integrations 

No API/framework support; No support for mobile device 

languages; No parallel testing; No behavioural analysis for 

mobile; Integration with MDM vendors 

Sentinel Whitehat 

security 

Mobile App security testing; Very good 

static and dynamic analysis; Integrations 

It doesnôt include support for composite applications; No 

Windows mobile support;  

Web 

Application 

Firewall 

SecureSphere Imperva Great general functionality and 

integrations 

Protection against network-layer DoS; Application Load 

Balancing 

DenyAll DenyAll General functionality No file upload controls; No protection for buffer overflows; No 
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Market  Name of 

competitor solution  

Co mpany  Strengths Weaknesses  

explicit protection against business logic attacks; Little 

integration capabilities 

BIG-IP Application 

Security Manager 

F5 Great general functionality and 

integrations 

No file upload controls; Protection against SANS top25 

programming errors 

Trustwave Trustwave General functionality No SSL offload support; No protection against business logic 

attacks; Lacks some integration capabilities 

WAF Barracuda 

Networks 

Great general functionality Lacks virtual patching; Protection against buffer overflows 

Unified 

Threat 

Management 

FortiGate Fortinet Excellent threat protection, web security, 

network firewall;  

Lacks email security, Web Application Firewall; No support for 

Mac 

SG Series  

 

Sophos Network firewall; Web Security; Device 

support 

File sandboxing; Malware prevention; outbound spam 

protection 

SonicWALL SonicWALL Excellent web security and network 

firewall; Overall device support 

Lacks network and cloud-based sandboxing; Email content 

filtering and outbound spam protection; 

Meraki MX Cisco Great email security and network firewall; 

Device support 

No SSL forward proxy and decryption; Lacks network and 

cloud-based sandboxing; No available as virtual appliance 

UTM SRX  series Juniper Email and web security;  No IPv6 support; Support only Windows, Android, iOS 

Governance, 

Risk 

Management 

and 

Compliance 

Archer eGRC  

 

EMC-RSA Excellent Policy, Risk, Compliance, Audit, 

Threat & Vulnerability, Incident 

Management;  

Limited support for policy templates, customized alerts 

OpenPages IBM Risk, Compliance, Audit, Incident 

management  

Lacks contract management (vendor risk); No ticketing system 

integration and custom alerts  

MetricStream MetricStream Policy, Compliance, Audit, Incident 

management; Excellent platform 

integrations 

No contract management, risk assessment questionnaires 

Enterprise GRC  RSAM Compliance, Threat & Vulnerability, No ticketing system integration and contract management; No 
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Market  Name of 

competitor solution  

Co mpany  Strengths Weaknesses  

 Incident management; workpaper management; No Key Risk Indicators (KRI) library 

Risk Vision Risk Vision Policy, Compliance, Thread & 

Vulnerability, Incident management 

No Audit management, limited vendor-risk management; No 

KRI library and assessment questionnaires 

Deception 

Technology 

Attivo Networks Attivo 

Networks 

Identify without known patterns; Great 

deception techniques; Multiple 

environments and integrations 

Does not protect from MitM, Spear Phishing attacks; no 

advanced malware protection/sandboxing 

IllisionBLACK  SmokeScreen Great deception techniques; Multiple 

environment, deployment types, 

integrations 

No Ransomware protection;  

Deception Grid TrapX Many different deception types; 

Integrations 

No dynamic deception updates; Some limited functionality in 

alerts and general features;  

Mazerunner Cymmetria All deception types  Deployed only on-prem; No insider threats; Some limited 

functionality in general features 

Secure Web 

Gateway 

 

Zscaler Web Security  

 

ZScaler Threat protection; Web Traffic Control; 

DLP; Integrations 

Lacks multiple deployment options (Cloud only) 

Triton AP-Web ForcePoint Threat protection; DLP; Deployment 

options; Integrations 

No Botnet defense; No shadow IT discovery 

Web Security 

Appliance 

Cisco Malware protection; Integrations; 

Deployment options; 

No Botnet defense; No compliance reporting templates; No 

hybrid (on-prem, cloud) offering 

Web Security McAfee Web Traffic control; DLP; Deployment 

options 

Botnet defense; Mobility support for Web Traffic Control 

Web Security Symantec Botnet and malware defense; deployment 

options 

Fewer integrations; no cloud-based sandboxing 

SWG TrustWave Malware protection; Web Traffic Control; 

DLP;  

No Botnet defense; No shadow IT discovery; No Cloud or 

Hybrid deployment support 

Table 7: Competition matrix  
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 Stakeholders analysis 

One of the standard analysis to be carried out in a market analysis is the stakeholder one. 

The key activities to perform on this subject include: 

¶ Identify the stakeholders. 

¶ Get a deeper understanding of the various identified stakeholders and start mapping 

and understanding their positioning around SMESEC project. This could include 

but is not limited to evaluating their degree of influence, the degree of importance, 

and their points of interest and prioritizing them. 

To strengthen the analysis, it would be beneficial to directly interact with stakeholders and 

to revaluate the analysis and potentially consider a more mature Stakeholder Model. As part 

of this initial approach during year 1, a strong dissemination activity plan has been prepared 

which include workshops and presentation in the main project-related events. 

The methodology proposed for this stakeholder mapping is based on the Mendelowôs 

matrix (Power / Interest Matrix)[9] 

At this initial stage the SMESEC 

project has identified three main 

stakeholdersô groups: 

¶ Active stakeholders, who take part 

in the SMESEC environment (they 

are either a part of the 

óconsumptionô of SMESEC 

services or providing SMESEC 

services (development, 

maintenance, consultancy, etc.).  

¶ Enabling stakeholders, who add or 

provide to the expansion and use of SMESEC framework (who would be a part of the 

dissemination of this technology ïmedia- or policy, subsidy, or regulations makers that 

would promote or recommend consumers and providers into using this technology -

Public Institutions-).  

¶ Internal stakeholders involved in 

the development and establishment 

of SMESEC (consortium partners). 

 

At this initial stage of the project, this 

is the first approach to the distribution 

of the stakeholder the consortium is 

considering, as illustrated in the Figure 

6, however, as a living document this 

matrix could be updated with the 

feedback obtained from the 

dissemination activities carried out 

during the forthcoming months.  

Figure 6: Identif ication of SMESEC stakeholders[8] 

Figure 7: Stakeholders distribution 
















































































































































































