J) SMESEC

Protecting Small and Mediumsized Enterprises digital technology through an
innovative cyberSECurity framework

D6.2 Annual report on exploitation,
dissemination and standardization (Year 1)

Document Identification

Status Final version Due Date 31/05/2018

Version 1.2 Submission Date 18/06/2018

Related WP WP6 Document Reference D6.2

Related Dissemination Level(*) PU

Deliverable(s)

Lead EGM Lead Author Philippe COUSIN EGM

Organization

Contributors FHNW Reviewers Christos TseliosCITRIX
uu Francisco Herandez
ATOS RamirezWoS

Keywords:

Dissemination, market analysis, cybersecurity, SMEs

This document is issued within the frame and for the purpose of the SMESEC project. This project hasfraceivdd ng from t he Europea
Horizon2020 Framework Programme H2628-SC72 016 wunder Gr ant Agreement No . 740787 and support
Research and Innovation (SERI) under contract number 17.00067. The opinionseekpresarguments employed herein do not necessarily reflect the

official views of the European Commission.

This document and its content are the property of the SMESEC Consortium. All rights relevant to this document are deyettmiregmblicable laws.
Access to this document does not grant any right or license on the document or its contents. This document or itsecnotantbeused or treated in
any manner inconsistent with the rights or interests of the SMESEC Consortium or the Partneesitdetidhare not to be disclosed externally without
prior written consent from the SMESEC Partners.

Each SMESEC Partner may use this document in conformity witBMESECConsortium Grant Agreement provisions.

(*) Dissemination levetlPU: Public, fully open, e.g. webCO: Confidential, restricted under conditions set out in Model Grant Agree@en€lassified,
Int = Internal Working Documentnformation as referred to in Commission Decision 2001/844/EC.



J) SMESEC

Document Information

List of Contributors

Name Partner
Cousin PhilippeGiunta Nicolas EGM
Fricker Samuel FHNW
Yigit Ozkan Bilge,Spruit Marco uu

Ruiz José Francisco, Miranda Garcia Alberto| ATOS

Christos Tselios

CITRIX

Francisco HerandezRamirez

WORLDSENSING

Document History

Version Date Change Changes
editors

0.1 23/04/2018 EGM Table of contents

0.2 04/05/2018 FHNW Dissemination report MM12 in Section 3

0.3 07/05/2018 ATOS Integration of UU Standardization part To
Integration of ATOS Exploitation par
Update indissemination part

0.4 15/05/2018 FHNW Inputs in the exploitation part, update
dissemination figures and addition
conference reports

0.5 16/05/2018 uu Integration of UU standardization inputs

0.6 16/05/2018 EGM Update in dissemination roadmaglobal
reading and minor corrections

0.7 17/05/2018 EGM Final draft version ready for review

0.8 23/05/2018 CITRIX Review

08.1 24/05/2018 EGM Corrections and information update next
review 1 comments

0.8.2 25/05/2018 uu Standardization sectiampdate

0.8.3 28/05/2018 FHNW Dissemination section updat&PI| updated,
news items added

0.84 29/05/2018 ATOS Exploitation section update

0.8.5 29/05/2018 EGM FHNW content v0.8.3 integration, final

Document name: D6.2 Annual report on exploitatiodissemination and Page: 20f126
standardization (Year 1)
Dissemination: PU | Version: | 1.2 Status Final version




J) SMESEC

readingi Version ready for review 2

0.8.6 31/05/2018 WQOS Review 2

0.8.7 05/06/2018 uu Update in standardization part, lat
information

0.8.8 05/06/2018 EGM Overall reading and minor corrections

0.9 06/06/2018 ATOS Quality control

1.0 06/06/2018 EGM Final refinements (references and figures)

1.1 12/06/0281 FHNW Finalization of Dissemination KPI

12 18/06/2018 ATOS Submission to EC

Document name: D6.2 Annual report on exploitatiodissemination and | Page: 30126

standardization (Year 1)

Dissemination:

PU

| Version: | 1.2

Status Final version




J) SMESEC

Table of C ontent s

(Do o104 =T o1 [ 0] {0] 40 F= U1 To] o WA PP PRPP SRR 2
IE= o] (ST o 1A Oa T 0] (=Y ] £ 4
(IS o) B 1= ][ PP PP PRRRPP 10
LIST Of FIQUIES ...ttt e e e et e e e e e e e s e e e e bbb e e e e e e e e e e e e nnnnrsamnnane 11
(IS Ao o1 £0] 0170 0 T PP PP 12
EXECULIVE SUMIMAIY.......iiiiiiiieeeii i eem et e e e e e r e e e et e e e e e s e anens s s e e e e e e e e e e e e nnnneees 14
1] 0o [8 Tox 1o o PP PPRRPRRSTPR 15
1.1 Purpose Of the OCUMENL............uiiiiiieiee et e e e e s s e e e 15
1.2  Relation tootherprojeCt WOIK........ccoiiiiii e mree e e e e e e e e e e e e e e e e e e e e e aeens 15
1.3 Structure of tREIOCUMENT....... .o e e e e e e e e e e e e e e e e e e eeenrenennes 15
2 Business Plan and Bloitation Strategy............ccooooiiiiiiiiiicec e 16
2.1 EXPIOMAtION SITAIEGY. .....iiieiteeeieeieeeee e imme ettt e e e e e s rmmee s e e e e e e e e e e e mnne s e nbr e e e es 16
B O B o d o] (011 = o] [N (=] 1P 16
2.1.2 Joint eXPlOtatioN PIAN.......coieiiieieee et rmmee e e e e nn e 23
2.1.3  Individual exploitation PIANS. ..........ccuiiiiiiiiiiiiereiie e re e 24
3 BUSINESS PlAN..cciiii ittt et e e e e e e ettt e e e e s et e e e e e e e e e e e eeaan 27
3.1 MAIKEE ANAIYSIS. ... ueieeeieiiee et eee ettt e e e e e e e e e e e e e e e 27
R 0 O B 11 (= UIRS=To 0 g =T o = U o o PR SPRRR 28
312 PEST @NAIYSIS....ciiiiiiiiiiiitt ettt e e e e e 33
TN 0 T O o 1 o 1] 1] (0] £ PEERRR P 35
3.1.4  Stakeholders @nalYSIS.........oocuuiiiiiiiiii et mnne e 39
3.2 BUSINESS MOURL....ciiiiieiiiiiieee ettt e e e e e et e e s eer e e e e e e e e e e s 40
3.2.1 SMESEC Framework Business Model Canyas.........cccooueeeiiiicccrreeeeeeeeeeeeeeeeeeeeeveeeeenns 40
3.2.2  ValUE PrOPOSILION.....ciiiie ittt ceeee et e e e e e e e e e sttt e e e e seeteeaeeeeesannsnabseeeeeeeemareeeeeeseannnnes 42
3.2.3  CUSIOMET SEOMEIL....ceiiiiiiiiiiiittiititirree e e e e e e e e e e e e e e e e e e e e e e e aaeareb bbb e e e e e e e eees 42
TN O 1 - Vo] =PSRN X |
3.2.5 Customer RelatioNShIPS ... ....ooiiiiiiiiiii e 43
32,6 REVENUE SITEAMIS.....ciiiiiiiii i e e e ieeetiemme ettt s e e e e e e eeebea s smasa s s e e e e e e eetbe s s e e s sannsseeeeeesennnnnssd 43
TN B (= VA= ! 1 Y/ 1T 44
32,8 KEY RESOUITES.....ceiiiiiiiiiiiiiiiiiiiirreeeesaeeaaaaaaaaaeaaaassasamaasinnnnnnnnnnnnnnnnnnnnnssmmmeeseeeeeseeeeeeeees A4
Document name: D6.2 Annual report on exploitatiodissemination and | Page: 40f126

standardization (Year 1)

Dissemination:

PU | Version: | 1.2 Status Final version




J) SMESEC

32,9 KEY PAITNEIS.....coiiiiiiiiiieiieeeiee e re ettt eeeer e mmme e e e e e e e e e e e e e e e e e e 44
32,10 COSE SIUCTUIE ...ttt e e e e e e s e e e e e e e 45
4 ProjecCt diSSEMINALION........ccuitirieieeee e e it e e e e e r e e e e e e s smmme e e e s e e e e e e e e e e s ammne e e e e nnnnnnee s 46
4.1 DiSSEMINAtION SrALEQY....cciiiieeiie e e e e e et e e e e et eeaeeeeeeeaaaaeaaateeaeeeeeernaannanannnns 46
4.1.1 Global approach and phasing............ccccuviiiiiieemiiiee e AD
O N © o] [=Tox 1)Y= SO PPPRPPRRSPPPY A7
T e T = 1011 £ PP PPPPPTPRPP 48
4.1.4 DiSSEMINAION MESSAQES. ... uvreettiieeiiiiiitiereiittteeeteeeeesssssibbbaneessbsreeeeeeeesasasnnbesanansssees 49
4.1.5  ProjeCt Branding........ccooiiiiiiiiiiiei ettt eermr e e e s 51
4.2  DiSSEMINALION TO0IS.........iiiiiiiiiiie e iieei e 55
42,1 PUDIC WEBDSIT.....cciiiiie et emmr e e e e e 55
422 Printed MAErIAS.......ccoii ittt e e s s e e e 57
423 Other MALEIIAIS......ciiiiiiiiii et e s rmen b e e s 60
424 SOCIAI NEIWOTKS. .....uvieiiiieeiiiiiiiiieee ettt e e e e e s mensse e e e e e e e e e s s ennnbsrnenssnneeeeeeeeesnnns ] 60
4.3 EXIEINAI EVEINES.....ooiiiiiiiiiii ettt e et ame e 61
B B Y/ o 1T 53 (0] f .4 2 0 PP 62
432 AVAR 2017 CONFEIEINCE. ....uuiiiiiitiiieeiiiie ettt e et et e s et e e s smnee e 63
433 BACB-TUWALL ..ot e ——— e e e aaaaaa 63
434 Industry 2025 R&D CONEIENCE........uuiiiiiiiieeee ettt rmeee e e e e e e e e e 63
4.3.5 INDSS SYMPOSIUML...cciiiiiiiiiiiiiiet et e e e e e e s amme e e e s e e e e e e e e e e s ammne e e e e annneees 64
43.6 REFSQ WOrking CONTEIENCE.......cciiiiiiiiiii ittt et ean 65
43.1  SAINT ProjeCt WOrkSNOPD.......cooieiiiiiieee et e e e emmee s 65
4.3.2  Software ProdUCt SUMMUL.........ccoiiiiuiiiiiiieeeiie e e e e eeesre e e e e e e s e e eeeneeees 65
433 Cyberwatching.eu Concertation MEeting..........ccuuuuiiiiiiiieemieee e erre e e e 66
4.4 NEWS / BlOG ENTMES.....eeiiiiiiiiiiiiiit et eeer et e e e e e e bbb e e emer e e e e e e e e e e aanned 66
4.4.1 SMESEC Project LAUNCHE.............uuiiiiiiiiiiiiieiee e e 67
4,42 Project Management Board Meeting in Patfas.............coovvviivieeeeeiiiciiiicccceeeeee e 67
443 Project Management Board Meeting in Haifa...............ooooiiieeeiiiieee 67
4,44 Atos presents SMESEC in a national press NOLE...........uuuiiviiiiineeeeeeeeeieeeeieeeeeeeeesieens 68
445 Dono6t fail with EEALL..and..s.t.o.p..p.ani.c.kGng
4.5 PUDBNCAIIONS. ... .cuiiiiiiiiiee et r e e e e e e e e ena e e e e e e e 69
4.6 DiSSENMINALION FESUILS. ... .euiiiiiiiiiiiiiiiittieee ettt e e e e rena e e e e e e s s s bbb s anenssrseeeeeaee s 69
Document name: D6.2 Annual report on exploitatiodissemination and | Page: 50f 126

standardization (Year 1)

Dissemination: PU | Version: | 1.2 Status Final version




J) SMESEC

4.7  Dissemination Plan UPOALE...........oueeiiiiiiiiiiceme e e eee e e e e e e nens e 71
5 Standardization aCtiVIIES..........ceeeiiiiiiiiiiiimnrsiiiiieeie e seeesvieneeeee e e e e s s s sssssnenssssneeeee d 4
5.1  Standardization PRaL..........c..uiiiiiiiei e 74
5.1.1 Standardization approach and phasing............ccccceuiiiiiiiiiiiiiee e 74
51,2 OBJECUVES. ..ottt ettt eree et e e e e et e e emmr e e e e e e aeeas 75
5.1.3 Target standards developing organizations (SDOS)..........cuuuveiiiiiieemeeee e 76
5.2  Activities conducted during the Investigate Phase-(WB).............cccooiiiiiiiicesiiiie el 77
5.3  Activities conducted during the Analyse Phase {MIZ2) ............ccccccvveevvvvvieeeieiieeieeeennnnnn A8
LG o ) o 11 ] o g S SUUSPSUSRTPRRPRP 84
L O] T 11 ] o] L= P PPPRR 85
AANINEXES. ..ttt et e e ettt ettt e e e e eeaea e oo e e et ettt b a e e e e e et e tnaae e e et e tba e e e e ee e et bb et aa e s 86
1 Anti-Rop eXploitation fiICNE.........uuuuiiime e e 87
1.1 CompPoneNnt fICNE L. e s s e e 87
1.2  Commercial Assessment of the COMPONENL..........coooiiiiii i 87
1.2.1 ValUE PrOPOSITION......uutieiiiiieeeee it e ee ettt e e e e e e mnea e e e e e e e e s e st s s emensnsn e e e e e eeeeas 87
[ - 110 [ T LT PP PP PP PTTR PSPPI 87
I T O 311011 1111} o SRR 87
1.4 DIstriDUtioN MOEL.........coiiiiiiiiieieeeee e mrne e e e e e e e e e e e e aee s 38
1.5 DEIVEIY MOUEL.... et eee s e e e e e e e e e e e e e e e e e e e e e e e eeeeseeersreeeererrarannnes 88
1.6 CuStOMEr relatioNSNIPS. ....ccoiiiiiiiii ittt eer e e s emmr e e e e 88
1.7 FINANCIAI MOUEL.....cc et rmmee et e e e e e e e e e m e e s e e e e aeeeas 88
2 EXPliSAT exploitation fIChE.........ooiiiiii e 89
% R ©7o ¢ 0] o To] g 1=T ] 0 1101 1 1= 02T 89
2.2  Commercial Assessment of the COMPONENT..........cooiiiiiiiiimeeiiiiiiee e 89
2.2.1  Value ProPOSItION........cooiiiiiiii et ettt ———e e e e e e eaaaeaes 89
B = 1 {0 [ A1 LT PSPPSR 89
B R ©70] 0 1] 011 (] 1o ] o FO TSP P PP PP PPPPT PPN 89
2.2.4  DIStribution MOGEL.. ..o e e e e e e e e e e e e e e e e e e e e e e e e e eeeeae e nnnanas 90
2.2.5  DeliVErY MOGEL.. ..ttt e e e e e e ee b a e 90
2.2.6  Customer relatioNShiPS. ........uuiiiiiiiiiirree e 90
A T o 0= U Tor = LN YT T [ Q0
3.1 Component fICNE 3. . o e e 90
3.2  Commercial Assessment of the COMPONENT.............oiiiiuiiimeeiiiiiiiieiee e 91
Document name: D6.2 Annual report on exploitatiodissemination and | Page: 6 0f 126

standardization (Year 1)

Dissemination: PU | Version: | 1.2 Status Final version




J) SMESEC

32,1 ValUE PrOPOSITION. ....ceiiiiiiiiiiiiiiiee et eeeee e e e e e e e ettt e e emee e e e e e e e e e s e e e e e e s emme e e e e e e e e annnnes 91
T = 0[] AU T £ TP UPPPPPPPTR Q1
323 COMPETIION . ..eeeieiiiie ettt eeet e e e e eeenr e e e e e e e e e e e e ener e n e e e e e e e e e e Q1
3.2.4  DIiStribution MOTEL.......cooiiiiiiiiiii e 91
3.2.5  DeliVEIY MOUEL.. ..o eee e e e e e e e e ener e e e e e e e e e 92
3.2.6  CUSLOMET relatiONSNIPS. . .eviiiiiieii ittt et e e e e et 92
3.2.7  FINANCIAI MOGEL.......oi it emmr e 92
o R @70 1 41 0o 1= | 1] 1= SRS 92
4.2  Commercial AssesSsSment Of EWIS.........oooi e 92
42,1 ValUB PrOPOBION .....uviieiiieieeeeisaiiitireestbbee et e e e e e s s s s asss s s ennnss e e e e e e e e e e e s aannbbe e s enensssereeeeeeeeans 92
B.2.2  TAIGET USEBIS .. ittt e ettt et e ettt e e e et ettt bb e amr e e e e e et e e ebba s e e e amama e e eeeeeeennnna e aeeens Q3
T T ©70] 0 1] o 1=] (] 1o ] o PO PSP PP PPP PP TPPIN a3
424  DIStribDUtion MOGEL.......ccoiiiiiiii e rme e 93
4.2.5  DeliVEry MOGEL.. ... e e e e e e e e 94
4.2.6  Customer relatioNShIPS. .. ....uuuiiiiiiiii e rre e e e e s nn i rpee s 94
427 FINANCIAI MOEL......oeiiiiiiiiii e eenr e e e e e e e 94
4.3  Commercial Assessment of DDOS SOIULION. .........cooouuiiiiiiiemmiiiie e 94
43,1 ValUB PrOPOSITION.....uuieiiiiiiieiiieiiiitirees ettt e e e e e s s nens e et e e e e e s s s e b e s anensnsnereeeeeeeeas 94
L IO = (0 [ 0 LT PSP 4
e T T @70 o 1] o =1 111 ) o PR ERPRTP Q4
434  DIStriDULION MOGEL.....coiiiiiiii e rmmne e 95
e T T B 1= 1)Y= oV 0 T Yo [ SRR 95
4.3.6  Customer relatioNShIPS. .......uuiiiiiiii e e e e e 95
4377 FINANCIAI MOUEL......coiiiiiiiiiiii e 95
51  Component fICNE B.....oeiiiiiiiiiiei e e 95
5.2  Commercial Assessment of the cOmponent............cc.oovviiiieeeeiiieiieee e, 97
52,1 ValUE PrOPOSITION. ....cii ittt e ettt e e e e e e rmmee e sttt e e e e e e e s s mnee s e neees 97
5.2.2  TArQEE USEIS..cciiiiiiiiiiiieeiieeitetieees e e e e e e e e e e e e e e e e e e e e e e e e aaaabeb bbb bbb rmmme et e e e e e e e e e e e e eeeeeees 97
5.2.3  COMPELITION . ..ceiii ittt eee ettt e e emme e e e e e e e e e e e e e s st e e e e e e e e e eeas a7
5.2.4  DIStrDULION MOEL........uiiiiiiiiiiiii e e e e e eeeeeas 98
5.2.5 DelVEIY MOUEL......oooiieiiiii e ennr e e e e e e e e 98
5.2.6  CUSIOMET relatiONSNIPS. ...ciiiiiiiiiiiiie e e e eeer e e e e 98
Document name: D6.2 Annual report on exploitatiodissemination and | Page: 70f 126
standardization (Year 1)
Dissemination: PU | Version: | 12 Status | Final version




J) SMESEC

527 FINANCIAI MOUEL.....cco et e e e mn e e 99
{20 R ©7o o 4] o To ] 1 1= 0 0 1101 1 L= T PP 99
6.2 Commercial Assessment of the COMPONENT...........cooiiiiiiimmmiiiie e 100

6.2.1  ValUB PrOPOSITION. ....ciiiieiiiiiiiiiiiti et ieeee et e e e e sttt e e e eeet et e e e e e e e s bbb e e e e e e s smemeeeeeeeeaanns 100

L = (o [=] AU LT = PP P PPPPPPPPRPPPRTTTN 101

O T ©Fo 1101 o 1= 111 o] VAP PPPP PP 101

6.2.4  DIStriDUtioON MOEL.. ..o e 102

6.2.5  DeliVEIY MOUEL......uiiiiiiiii i e e e e e e s bbb e s enens s et e e e e e e e e e nne 103

6.2.6  CUStOMET relatiONSNIPS. .. .eeiiiiii i ieee e ener s 103

6.2.7  FINANCIAI MOUEL......ccoiiiiii et eeer e e e e e e 103
7.1 COMPONENLTICNE Z.oooeieieieee e eeee e ———r e e e e e e e e e eees 103
7.2  Commercial Assessment of the COMPONENT...........cooiiiiiiiimmmiiii e 104

72,1 ValUu PrOPOSITION....ceiiiieiiiiiiiiitiii et ieeeeeee e e e e e e s ettt e e s seee et e e e e e e s s nsnbbbeeeeeeessmmmeeeeeeeeaannns 104

A = (o T AU LT TSR P PP UPPPPPPPRPPPRTTIN 104

0 T O o 1191 o 1= 111 o VPP PUPP PP 104

7.2.4  DIStriDUtION MOEL.. ...t 106

0 T B = 11V = VA 4o o = OO PPRPPPR 106

7.2.6  CUStOMET relatiONSNIPS. .. .eiiiiiiiiiiiiie e ener e 106

7.2.7  FINANCIAI MOUEL.....ccoiiiiiii e ener e e e e e e 106
8.1  ComPONENLTICNE B...coeeeeeeeeee e e ———————— e 107
8.2  Commercial Assessment of the COMPONENT...........cooiiiiiiiimmmiiiiiiee e 108

I Y Z= (U= o] o] o101 1 o] o PRSP 108

8.2.2  TAIQEE USEIS...ciiiiiiiiiiiiieeteeteeeieeea e e e e e e e e e e e e e e e e e e e e e e e e eeeesee e b b eb bbb bbb bbbt bbb mmne e e e e e aeeeaaeeaaeeeeas 109

2 T O o] 41101110 o PSP UR PP 109

8.2.4  DIStribUtiON MOEL........ouiiiiiiiiie e e s 110

8.2.5  DEIIVEIY MOUEL.....ceiiiiieiiiiiie et eret e e e e e e e e s eenese e e e e e e e e e e aanes 110

8.2.6  CUSLOMEN relatiONSNIPS. ...cciiiiiiiiiiiie ittt e s s 110
9.1  Component fICNE Q........iiiiiiiiiiii e 111
9.2  Commercial Assessment of the COmMPONENt...........cooviiiiiiiiiii s 114

9.2.1  ValUE PrOPOSITION. ....ceiiieiiiiiiiiiiie et eeeee et e e e e ettt e e e eeet e e e e e e e e e s bbb e e e e e e s emmreeeeeeeaane 115

L = o [ =] R LT = PP P PP PPPPPPPRPPPRTTIN 116

B T OF0 1101 o 1= 111 o] DR PPPPT R TPPPP 116

Document name: D6.2 Annual report on exploitatiodissemination and | Page: 8of 126
standardization (Year 1)
Dissemination: PU | Version: | 12 Status | Final version




J) SMESEC

0.2.4  DIStributioN MOEL.........oeiieiiiiie e 116
0.2.5  DeliVEIY MOUEL......uiieiiiiii i ree e e e e e e e s s bbb ennnss et e e e e e e e e e e 117
0.2.6  CUStOMET relatiONSNIPS. .. .eeiiiiii et e e enen e 117
10.1 Component fEhe L0........ooveiiiiiiiiiiiiiiiiirme e e e eeee e e e e e e 117
10.2 Commercial Assessment of the COMPONENT............ooviiiiiiiiicci e 118
10.2.1  ValUE PrOPOSITION.....ciiiiieiiiiiiiiiiie et ceeet e e e e e e st eree e e e e e e e e s s s bbb e e e e serreeeaaeeas 118
L0 =[] B 0T PSPPI 118
O B O o 1191 o1 111 o] DR TP PPPPP PP 119
10.2.4  DIistribution MOEL..........ooiiiiiiiiee e 119
10.2.5  DeliVEIY MOUEL......cuiiiiiiiiieei e e e e e e e eeens e e e e eeas 119
10.2.6  CUStOMET relatiONSNIPS. .. .uviiiiiiiiiiiiiie et e eenene s 119
10.2.7  FINANCIAI MOGEL......coiiiii et s e e 120
I3 A O ¢ o Yo o =T o Ao T 5 PP 120
11.2 Commercial Assessment of the COMPONENT............ooviiiiiiiiicceiiiee e 120
I BV 1 (VT o] o] o0 1= 11 [ o PRI 120
L A =[] B 0T J U PP 120
I8 2 B O o 11 o1 111 o ] FR PP PPPPT R 121
11.2.4  DIStribution MOEL...........oomiiiiiiiie e 121
11.2.5  DeliVEIY MOUEL......uuiiiiiiiieee i eee e e e e e et enenss e e e e eeas 121
11.2.6  CUStOMET relatioNSNIPS. .. ..eiiiiie it ieee e e e e e e e e enenees 121
11.2.7  FINANCIAI MOGEL.....ccoiiiii e e 121
12 TaaS platform exploitation fiChe.............oeviiiiiiiiieeee e 123
12,1 ComMPONENT FICNE 12, ...t eee e st e e e e e et eeenssnr e e e e eeeas 123
12.2 Commercial Assessment of the COMPONENL.............cooiiiiiieeniiiie e 123
12.2.1  ValU@ PrOPOSITION.....ceiiiiiiiiiiiiiiite it ieeee ettt e e et eeee e e e e e e e e et e e e eeereeeeeeeas 123
O = o (=1 B 0T PP 124
12.2.3  COMPELITION . ..eetiiiiee ettt e eeee et e e e e e e e s bbb e e e e s emmt e e e e e e e e e nnnneees 124
12.2.4  DIStribution MOEL...........oomiiiiiiiee e e 124
12.2.5  DeliVEIY MOUEL......uuiiiiiiiiieei et e e e e s e eneess e e e aeeas 124
12.2.6 CUStOMET relatiONSNIPS. ....eviiiiiiiiiiiiii e eeenees 124
12.2.7  FINANCIAI MOGEL.....ccoi i 125
=] (=T =] [T PP PPPPSTTPR 126

Document name:

D6.2 Annual report on exploitatiodissemination and Page: 90f 126
standardization (Year 1)

Dissemination:

PU | Version: | 1.2 Status Final version




J) SMESEC

List of Tables

Table 1: Commercial vs non commercial exploitable items 16
Table 2: Commercial exploitable items (Components) 21
Table 3: Commercial exploitable items (Services) 22
Table 4: Norcommercial exploitable items 22
Table 5: Consortium partners individual exploitation plans 26
Table 6 : P.E.S.T Analysis of SMESEC framework [14] 34
Table 7: Compdion matrix 38
Table 8 : Business Model Canvas for SMESEC framework 41
Table 9: Dissemination target groups 49
Table 10: Dissemiation message 50
Table 11: Social network followers by month (*: no final figure available at the time of writing) 60
Table 12: Event participation of SMESEC consortium members during Year 1. 62
Table 13: Dissemination activities of SMESEC consortium members during Year 1. 69
Table 14: Visibility monitoring and related objectives (*: no objective defined in DOA) 70
Table 15: Scientific impact monitoring and related objectives (*: c.f. also previous table) 71
Table 16 : Targeted coming events 72
Tablel17 SMESEC Partnersd I nvolvement with Standardi7zati on
Table 18 : Standards related to ATOS-IIEM 78
Table 19 : Standards related to Bitdefender GravityZone 78
Table 20 :Standards related to Citrix Net8ler 78
Table 21 : Standards related to EGM TaaS Solution 79
Table 22 : Standards related to FORTH / Early Warning Intrusion Detection System 79
Table 23 : Standards related to IBM AngelEywértual patching 80
Table 24 : Standards/Literature egkd to IBM AntiROP 80
Table 25 : Standards related tevdting Domain 80
Table 26 : Standards related to IOT Domain 81
Table 27 :Standards related to Smart Grid Domain 81
Table 28 : Standards related to Smart Cities Domain 81
Table 29 : Standardization Bodies/Organizations and SMESEC Domains 82
Table 30 : ETSI Clusters and SMESEC Relevance 82
Table & : ITU Workgroups and SMESEC Relevance 83
Document name: D6.2 Annual report on exploitatiodissemination and Page: 100f 126

standardization (Year 1)

Dissemination: PU | Version: | 1.2 Status Final version




J) SMESEC

List of Hgures

Figure 1: Overview of SMESEC market analysis approach 27
Figure 2: Europe's SMEs by sector [2] 28
Figure 3: Europe loT Data Management Markekey Segments 28
Figure 4: SMEs landscape inuEope by activity Source: Own creation/ Eurostats data 32
Figure 5: Best practices approach for security developrmeé$durce Erosmart report 32
Figure 6: Identification of SMESEC stakeholders[8] 39
Figure 7: Stakehlders distribution 39
Figure 8: Business Model Generation, Alexander Osterwalder 40
Figure 9: Overview of SMESEC dissemination approach 46
Figure 10: Dissemination plan 47
Figure 11: Overview of SMESEC dissemination objectives 47
Figure 12: SMESEC bhusiness model (thick blue frames: priorities for dissemination). 48
Figure 13: SMESEC logo 51
Figure 14: SMESEC colour palette 51
Figure 15: SMESEC design elements and visual language. 52
Figure 16: SMESEC icons. 53
Figure 17: SMESEC infographics. 54
Figure 18: SMESEC webpage (main landing page). 56
Figure 19: SMESEC information architecture. 57
Figure 20 SMESEC flyer 57
Figure 21: SMESEC poster. 58
Figure 22: SMESEC poster. 59
Figure 23: Snapshots of the SMESEC presence on social channels 60
Figure 24 Overview of the SMESEC Standardization plan with five main phases, each consisting of severdl steps.
Figure 25: SMESEC related SDOs landscape 76
Document name: D6.2 Annual report on exploitatiodissemination and Page: 110f 126

standardization (Year 1)

Dissemination: PU | Version: | 1.2 Status Final version



file:///C:/ARI/PROYECTOS/EN%20CURSO/SMESEC/DELIVERABLES/D6.2/FINAL/SMESEC_D6.2_%20annual_exploitation-dissemination-exploitation%20v1.2.docx%23_Toc517091037
file:///C:/ARI/PROYECTOS/EN%20CURSO/SMESEC/DELIVERABLES/D6.2/FINAL/SMESEC_D6.2_%20annual_exploitation-dissemination-exploitation%20v1.2.docx%23_Toc517091038
file:///C:/ARI/PROYECTOS/EN%20CURSO/SMESEC/DELIVERABLES/D6.2/FINAL/SMESEC_D6.2_%20annual_exploitation-dissemination-exploitation%20v1.2.docx%23_Toc517091041
file:///C:/ARI/PROYECTOS/EN%20CURSO/SMESEC/DELIVERABLES/D6.2/FINAL/SMESEC_D6.2_%20annual_exploitation-dissemination-exploitation%20v1.2.docx%23_Toc517091042
file:///C:/ARI/PROYECTOS/EN%20CURSO/SMESEC/DELIVERABLES/D6.2/FINAL/SMESEC_D6.2_%20annual_exploitation-dissemination-exploitation%20v1.2.docx%23_Toc517091043

J) SMESEC

List of Acronyms

Abbreviation / Description

acronym

Al Artificial Intelligence

AST Application Security Testing

CAGR Compound Annual Growth Rate

CASB Cloud Access Security Brokers

CBOR Concise Binary Object Representation

DAST Dynamic Application Security Testing

DDoS Distributed Deral-of-Service

DLTS Datagram Transport Layer Security

EC European Commission

EDR Endpoint Detection and Response

EGRC Enterprise Governance, Riakd Compliance
EI3PA Experian's Idependent 3rd Party Assessment
EPP Endpoint Protection|Btform

EU European Union

FISMA Federal Information Security Management Act
GDPR General Data Protection Regulation

GLBA GrammLeachBliley Act

GRC GovernanceRisk Management and Compliance
HIPAA Health Insurance Portability and Accountability Act
HTTP Hypertext Transfer Protocol

IAM Identity and Access Management

IAST Interactive Application Security Testing

ICO I nf ormati on Commi ssionerds Office
ICT Information and Communication Technology
IDS Intrusion DetectiorBystems

loT Internet of Things
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Abbreviation / Description

acronym

IPS Intrusion Prevention Systems

ISO International Organization for Standardization
IT Information Technology

IPR Intellectual Property Right

JVM JavaVirtual Machine

KPI Key Performance Indicators

NGO Non-Governmental Organization

0SS Open source software and their communities
PCI DSS Payment Card Industry Data Security Standard
PEST Political, Economic, Socioultural and Technological
RASP Runtime Application Security Protection

R&l Research and Innovation

SAST Static Application Security Testing

SDO Standards Developing Organization

SIEM Security Informéon and Event Management
SME Small or mediurrsized enterprise

SOX Sarbane®xley Act

SQL Search and Query Language

SSL Secure Sockets Layer

SWG Secure Web Gateway

UEBA User Entity Behaviour Analytics

UK United Kingdom

URL Uniform Resource Locator

uUsD United States Dollar

UTM Unified Threat Management

VPN Virtual PrivateNetwork

WAF Web Application Firewall

WP Work Package

XSS CrossSite Scripting
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Executive Summary

SMESEC intends to deliver a lightweight unified framework to ensure cybersecurity of 8MiEk,are
consideredkey playerstowards creatig additional value for the technical ecosystem of the European

Union. Both privacy andsecurity areconsidered to bdetermining factors for massive IT deployments of

new connected solutiores well asfor the technical update ahostof the currently existing industry
sectors Combining consortiunme mb esolubiansand benefiting from the experience of 4 use cases in

Industrialinternet of Things, Smagities, SmariGrid, andeVoting, SMESEC aims at offering to SMEs
an advancedostefficient and eaily accessiblesolution, which will be operational almost instantly,

without an extended security knowledge or a dedicated. team

In this context, the SMESEC consortium designed an overall stradeggximize the project audience,

prepare the final framewk exploitation and efficiently contribute in the related standdrdshe same

time, SMESEC will improve the overall awareness of the SMEs in the cybersecurity domain through a

carefully designed and meticulously executed plan, fully integratexdtie Pr oj ect 6 s

activities

di

ssem

Core target of the project, SMEs will be associated in all SMESEC steps from framework definition,
experimentation and validation within a continuous exchange within SMEs organization, H2020 sister

projects, partners @sting networks survey and other events participatiobhis strategy will be

implemented at the European level, with a dedicated role of each partner in their respective country and

expertise areaThis deliverable describes the disseminatierploitation and standardizatioactivities

carried out during the first2Lmonths of SMESECproject, includingan overview of the exploitation
roadmap and all communication and standardization actions set to enhance the projectwitipacts
update of the initiastrategy defined at M6
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Introduction

1.1 Purpose of the document

This document presents theerall firstyearresults of the SMESEC project in the areas of dissemination,
exploitation and standardizatioib gives an overview of the performed work from @sortium partners
and provide a more accurate view of the project roadmap with an updatesahitial plan pesented in

the previous deliverable Dbat M6.

The global strateggf the consortiunis maintained for the coming monthsweveras the techical part
progressd, SMESEC integrated fo its approach feedbacks from reached SMEs or representaives,
well as input derived fronather work packageaiming to further enhance the project impagh several
domains

1.2 Relation tootherproject work

This work is based on all WPs and especially on W&l WP3bringing inputs for technical
understanding and use cases definjtionthe creationof the security awareness plan, presented in the
deliverable D2.3 at M6

1.3 Structure of thelocument

This documenis structured iffour major chapters
Chapter 1 presers the SMESE®usinesplan and exploitation strategy

Chapter 2 preserd the communication actiwit thetoolsthat were developefdr the periodV1-M12, as
well asan update of the initialissemination plan

Chapter 3 present the conducted work in the two first phases (InvestaatAnalyss) in the period MO
T M12, along withfurther details in the standardizatistmategyplan

Chapter 4 presents thetandardization strategy plaandtherelatedactivity for the periodM1-M12.
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2 Business Plan and Exploitation strategy

2.1 Exploitationstrategy

2.1.1 Exploitable items

The following sectiorbroadlydescribesrariousexploitation itemscarried out during the first year of the
project, based on resultsat will be more mature in the forthcoming periodiable 1 categorizes the
resultsin commercialand norcommercial exploitatioractivities All these items have been widely
detailed on individual fiches generated by each partner (see Annex I)

SMESEC will deliver the following project resultgsed on their distinct characteristiedegorisednto:

1 Software/developmentsThis category refers to tangible outcomes, namely the SMESEC
framework toolkits,

1 ServicesThe word fnServiceo refers to the traditio
services offered around SMESEC, which aim at improving customers' effective 8MESEC
solutionsand to provide irdepth customized assistartoeSMEs

1 KnowledgeThis category comprises the project kabaw (mainly contained in deliverables and
papers), methodologies, architecture, and primitives.

Commercial Exploitation Non-commercial Exploitation

1 Software/Developments 1 Training
SMESECframework 1 Knowledge (KnowHow, papers)
SMESECcomponents I Collaboration with standardization
1 Services built around the SMESEC bodies
framework 1 Use the developments for academi
purposes

Table 1: Commercial vs non commercial exploitable items

The SMESEC offering distinguishes betweendf@ementione@xploitationoptionsto clearlycategorise
all the items identified at this stage of the project.

Eachonehas distinct and appropriate ways of exploitation, aligned wsttedhnological maturity level
and the abilityto transferthe added value generatedthg projectto the marketThe consortium aims to
effectively transfer the results to the market and to ensure the economic sustainability of the solutions.

SMESEC explatation strategy proposes severattiors which pave the way for the adoption of the
projectds results.
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These strategies focus on following a sales lifecycle with strong emphasis on prospecting potential
customersby contacting them and promoting the key featureSMESEC This can be summarized as
fiTo support SMEs on to protect their business from egbeurity threat8 The exploitationactivities

will receive feedback from the projepilots and theinteraction wi h

companies participatinig theopen call (plannedt month 24)

t he

SME©®G s

associ

It is important to mention that this initial exploitation plan is basethe current status of the technical
developments of the project. Mosf the SMESEC componentsare still under development, and
correctivetechnical decisions must be taken in the following magnthith a significant impacon the

current exploitation plan. This explains why this deliverable focuses mainly on the value proposition,
while other business factors, such as the distribution strategysatentative ideas to bmodifiedin the

future Others, such as the business models, pricing structures or cost/benefit analysis are not totally

definedyet

These questions will be solved in the futdiediverablesdue by M24and M36, which are expected to
containthe updatedersionof the exploitationplanprogressingn parallel with the project
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2.1.1.1 Software/Developments

This category comprises gtojecttangible outcomédevelopmentdlisted in the following sections th&MESECgeneratesiAs mentioned above,
all project components as categorizedording to thie commercial and nenommercial exploitatioeligibility .

Each component includes a resume description of the exploitation fiches det#iledlocumenAnnex1

Component name

Benefits

Target user

1 Lively reporting of attacks happening in the networ| Al SMEs offering services over the internet us
Early Working 1'[ Network decoyS. thaa ppear mo r. e i protocols like HTTP, SMB, MSSQL, MySQkIC
Intrusion gttacker, thus diverting them from attacking the
System(EWIS) infrastructure. . _

9 Detect attack prior to happening to the real system

1 Emulation of real services that we want to protect

T Reporting of DoS attacks happening in the network All SMEs offering services over the internet
Cloud-based IDS 1 Standalone solution can be deployed to the s
(Intrusion Detection network we wantd protect
System) 1 Based on the detection of amplification DoS attack

need for extensive network monitoring.

Secure wireless
monitoring and data
acquisition system

1 Quality of service for the target users improvéie
system is not easily hacked, and the service contil
is achieved (resilience improvement).

9 Data protection: data are acquired, processed
stored with secure protocols to guarantee t
integrity in their whole lifecycle.

The intended users ot h e fevol ved
Worldsensing are basically the same than those fron
alreadycommercial product LoadSensing. By add
new features to this new release of LoadSeng
Worldsensing aims to improve the market penetra
offering a differentidhg factor regarding th
competence. Right now, LoadSensing is addre
worldwide to city and infrastructure operato
construction companies and mines operators mainly.

Risk Assessment Engine
(RAE)

The tool allows a redime evaluation of the syamns by
executing qualitative and quantitative models.
assessment is done together with the business prof
the organization, allowinghaving specific information
about how the risks affect them from a management
financial point of view.

1 organizations. They are the ones that work in defining

Main taget is the cybersecurity experts of

models for assessment aadalysingthe results of thg
tool. Together with this role it is important also f
management level, as, together with the cydmmrsty
expert, works in defining the impact of the threats
management and financial level.
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Component name

Benefits

Target user

The output will be used by both the cybersecurity ex
(for identifying threats and vulnerabilities) and t
management role for taking decisions at Higlel

XL-SIEM

The toolimproves other existing open source solution
different ways. Among other characteristics, one of
more interesting is the enhancement of the perform
and scalability, allowing processing of big amounts
data and having the psibility of performing even
correlation at different layers with more complex rul
Additionally, one key objective of the X8IEM is to
increase the awareness of cybersecurity for the u
which is supported with an interface for visualization
includes higHevel charts and diagrams in differe
dashboards, including decisisapport ones

Cybersecurity experts of organizations, ranging fi
SMEs to large organizatiofRefining the information of
the cybersecurity status and provide it to othgels of
the organization for decision support (e.g. manageme

Any type of domain, the main target is informati
technology companies, which either support or work v
data (e.g. personal, of organisations, etc.) or pro
digital services. In thatense, organizations working wi
IoT devices, big data, cloud systems or services,
would the ones that take more advantage of our tool.

NetScaler App Firewall

This toolis a comprehensive web application firewall t
analysesll bi-directional trdfic, including SSl-encrypted
communication, to protect against a broad rangeg
security threats.

Networkingvendord largeenterprises
Key networkingindustryplayers
SME, SMB,largecompanies

NetScaler Gateway

This tool provides users with one access point and si
signon (SSO) to business applications and data depl
in a datacentrethe cloud, or delivered as SaaS acros
range of devices.

Networking Vendors / Large Enterprises
Key Networking Industry players
SME, SMB, Large companies

E = =4 =4

NetScaler Secure Web

This tool addresses main security challenges thrg
advanced traffic inspection, intrusion blocking, malw

1 Networking Vendors / Large Enterprises
1 Key Networking lmustry players

Gateway elimination, and application control 1 SME, SMB, Large companies
l Benefits for the target users Describe which is the intended user(s) of your solut
o Flexibility i Lightweight offer without considering:
integratipnuor maintenance phases 1 Marketaddressed: ICT companies
EGM-TaaS 0 Modularityi Modular and flexible 1 Specific industry more suited for the compone

infrastructure

0 Reactivity and quality MBT powered
tool enabling fast integration of new
security standards or customer test suit

IT related SMEs especially in IoT such as syst
integrators
91 Specific size of organization being targeted:
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Component name

Benefits

Target user

full test coverage and traceability
1 Added value for the target users

o Cost efficieni No maintenance cost,
efficiency in software developent with
nortregression testing, continuous testit
during the development phase.

0 Quality oriented Userfriendly interface,
full details testing reports, fully
customizable

SME
1 Geographical area: Europe

Role in the organization: Test engineer, Sigg@nalyst

Market addressed: Testing laboratories

Specific industry more suited for the compone

IT Certification centres

1 Specific size of organization being targeted:
SME, Large company)

1 Geographical area: Europe

Role in the organization: Teshgineer, Security analyst

f
f

Information security ' SMEs will be able to conduct sedfsessments ¢ Regardless of thmdustry, information security maturif
assessment model their information security capabilities. _ model could be used by any SME.

1 SME§ will be gble to better _understand |nfc_)rmat The usage of the maturity model requires b
security ~requirements, their ~dependencies | knowledge on information security and informati
as®ciate these reqUirementS with the standards. technology Concepts_

1 SMEs will be able to formulate their personaliz
improvement plans for their desired improvem
path.

1 SMEs will be able to compare their informati
security capabilities witnotherS ME 6 s .

1 Create a virtual patch of C/C++ ajgaltion 1 Developers that want to create polymorphism in t

| irtual 1 The virtual patch can predict an input that may trig code to obtain better resiliency to ROP attacks
Qg?ciﬁyi S a vulnerability before the vulnerability is found | 1 Developers of loT g@itforms that want to harden the¢
9 testing technique gateways/endpoints and break the scalability
cyberattacks on their platform

1 Create various unique executable copies of a C/| 1 The target users are the developers of new soft

application that need to protect their software aga
Anti -ROP 1 Break t he attacker s 6-up aheir vulnerability exploitation.

knowledge of one device to attack another.

1 Additional usage is to protect binaries agai
vulnerability exploitation.
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Component name

Benefits

Target user

EXxpliSAT

1 Identifying security vulnerabilities early in th
development process
1 Releasing more secure code which increase

software resiliency to cyber attack

1 The target users are the developers of new soft
that need toamend vulnerable code before th
release their products.

1 Additional usage is to locate the vulnerability after,
exploit to provide a timely patch with the right fix.

Endpoint Protection
Platform

GravityZone delivers multiple layers of security 1
endpoints and for Microsoft Exchange mail servg
antimalware withbehaviouraimonitoring, zereday threat
protection, application control and sandboxing, firew
device control, content control, ammthishing and
antispam.

Bitdefender is already addressing the global mar
encompassingstartups, SMEs andarge corporations
usually seeking contact with the CIO or the cybersecl
responsible of the targeted organisation.

FHNW-CYSEC
CyberSecurity Coach

This tool will provide end users with the ability to ass
and improve the cybersecurity capabilities of their S
incrementally in a lowcost deit-yourself manner. For th
cybersecurity community, the tool will offer feedba
regarding the SME porities and fithess of cybersecuri
advice/trainings/technology.

1 SME
1 Cybersecurity community

2.1.1.2 Services

Table 2: Commercial exploitable items (Components)

This sectionncludes main services provided by projguartners Alongsideto these services, additional angonsulting, system integration and
maintenance) can be provided by one or several partners once the exploitatios defiteglyat a later stage of the

deployment, training and
project.

Component name

Benefits

Target user

SMESEC
integration/deployment

components

Process outsourcing, cost

All customers that request support after buying
SMESEC component

Consulting /  Training | Process outsourcing, cost All customers that request support after buying
Services SMESEC component
Maintenance Process outsourcing, cost All customers that request support after buying

SMESEC component
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Table 3: Commercial exploitable items (Services)

2.1.1.3 Other outcomes

This sectionlists all norrcommercial exmitable itens identified by consortium partnerspanningfrom knowledgetransfer to standardization
activities.

Component name Benefits Target user
Papers in academic Advance of the state of the art in the topics of | Academic and applied research community.
conferences/journals project. This also improves the branding of t
project.
Master thesis Advanced training in cybersecurity for sor Students oflifferent universities

talented students enrolled MSc programs relate
with the academic partners of SMESEC

PhD thesis Generation of higlyuality academic results wit Academic community
practical impact within the context of the project

Courses Training in cybersecurity topics relateth the| Students enrolled inMSc programs of different
project universities

Talks Invited presentations abouSMESEC and the | Industry and academia

technology being developed in the project.

Table 4: Non-commercial exploitable items
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2.1.2  Joint exploitatiorplan

One of the key objectives of the project itself is to extdral lifespan of the SMESEC

framework beyond the actual duration of the project pef@enake it possible, sustainability

is the keyword tobe usel. This can be only achieved &noughnumkber of consortium

partners are committed to support the forthcoming phasea joint approach This

commitment has strong dependencieshms t r at egi ¢ deci si ons of the p

I't is key to have an ope mintdrésmrdnysospieservethend ¢ hec |k
engagement or to look for alternatives that could fill a potential gap.

The main topics to discuss and agnek be:

1 Licencing approachto be used (for thevhole SMESEC Framework, covering the
licensing restrictions/needs of each partner of the projedth the different
components developged

1 IPR (IntellectuaPropertyRights) / Parthner compensation scheme

T New legal structure/consortium agreemémtextendthe project activities beyond its
lifespan

91 Bilateral/multilateral agreements between partners to exploit the SMESEC individual
components.

Several scenarios can be envisaged at the end of the project:

1 All consortium partners commit to a joint exploitationSMESEC

2 Not all partners commit to the joi@MESECsolution. Multilateral agreements can
be reached between the partners to exploit individual components or groups of them
that can provide a sepg or cover a market segment need.

3 Each partner wants to exploit individually their components.

4 Bil ater al (multilateral) partners6 agreeme
components that can offer one or several functionalities to the market.

All these topicswill be initiated duringthe second/ear of the project once the technology
developments are defined armainon track.
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2.1.3 Individual exploitation plans

The present section provides BRIESECp a r t n e r s @xploitatidn plans thaseal lon the original plans presented on the Grant agfEersrd living
document those plans will be updated once the results of the mmgatiore maturBach plan describes in a summarized way a description of the relevance
of the projectSMESECfor the organization and a short description of the individual exploitation plan along the project execution. Takingumtotlaatc
consortiumpartners come from the three major organization roles (industrial partners, academic and research partners) these plamglteavgie
perspective of the exploitation strategy:

Consortium Description
partner

The ATOS portfolio brings togethall ATOS capabilities in the sector, delivering a 2B@ree security and full spectrum cont
and combining relevant experience and knowhow from all ATOS Service Lines. SMESEC advances in information secur|
and trust in the SMEs domain fits tpiinicely in the ATOS Identity, Security and Risk Management portfolio of solut
Particularly the Governance, Risk and Compliance (GRC) offerings where the ATOS High Performance Security (AHPS
ATOS helps managing controls efficiently, consisterdhyd reliably across the enterprise, ensuring an ideal balance amongst com
requirements, IT security issues and operational expelaeover, ATOS will exploit SMESEC results through strategic R&L[
consulting and Technology Watch, applying thiedaresearchesultsto opportunities where clients need solutions that go be
markets. Increased possibilities to undertake research and innovation projects, outreaching to key players in the seotog
(research institutes, universities, etc.)

A very active SME in innovation activities. Its core expertise is in providing sensing and mgehiaehine technologies ar
services to specific industry verticals. It has two mains product portfolios: one being smart traffic sobutBmart cities; and th
other being heawvindustry monitoring solutions. Taking into account Worldsensing clients and targetspsogany will exploit the
security framework capabilities and skills acquired in this project to push its core businéstpited clients are city councils ar
companies®é owner and manager of big infrastructures.
increasing the quality of the provided services in this context. After SMESEC this SME willbe ablo pr ovi de i
Things applications where security threats are analyzed and minimized. These benefits will open the door to many met
cases and thus to novel opportunities for increasing the number of clients and products sales

Worldsensing

The role on this project is to support the development of the SMESEC security framework and to enable business growal|
IBM involved in this initiative. IBM is constantly looking for the synthesis of security into the business requiremeptsp iteddstry an(
business understanding enables them to tailor their products to facilitate specific business requirements. With gpé
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Consortium
partner

Description

application, infrastructurerganizationalnd cyber security, IBM aims to maintain its outstanding reputédiotelivering value ang
excellence to all their clients. This includes the identification of new key data groups mapping the related securapdipeasible
attack platform, business processes and the core assets that they need to protect. THe RMEESEWIll give to IBM the
opportunity to develop and then exploit agnostic security solutions within the SMEs environment as well as extend the
products and services in the security and digital sector.

CITRIX

Longtime experience in highlgecuritycritical IT markets, and successfully develops products and solutions to makassd
solution safer and more uskiendly. With its platform and their concepts, CITRIX guarantees an optimaétwork managemer
by adjusting their solutions taser demand and expectation. With its expertise on service offering, CigRiXimportanimember
of SMESEC project since they will support this initiative by organizing and securing thmendalevices and sensitive-fletworks
components of SMEsanggb of f eri ng conti nuous s u plifeexperimentations.hCETRIKvil explait g
SMESEC by contacting with novel clients from both Public Administrations and private companies and by improving tH
security solutions for spdic verticals as Smart Grid and/or Smart Industry (e.g. loT). Such opportunity will create a great chg
CITRIX in order to further exploit the security and digital EU market for the next decade.

GridPocket

An innovative company devoted on the development of energy-adided services and platforms for the smart grid utilities.
solutions of GridPocket include applications for energy management, demand response control software, M2M and

expert® systems for electricity, water and gas utilities. GridPocket distributes its applications through partnerships wit
di stributor s, ESCOs (energy saving companies), equi p ble
end-users to take full control over their energyending andeduce their CO2 emissions. Moreover, the complete analysis &
oversight over a customer behavior are proposed to energy utilities as a mean to match electricity consumption follavmives
and real time electric demands. The participation of GridPocket within SMESEC is a great opportunity for this SME
GridPocket will be able to integrate the last cybecurity solutions in their applicatigni;creasng the overall level of sysin
reliability while adoping privacypr eser vi ng met hods to protect their clie
solutions to empower their platform with more users and data. SMESEC will contribute on this direction since tha ¢
participation will facilitate the creation oflevantmaterial to increase the awareness of secure solutionséontext of Smart Grid

Bitdefender

BD provides several security products that include-éniis and antspyware capabilities againistternet security threats such
viruses, Trojans, rootkits, rogues, aggressive adware, spam and others. Bitdefender applications include web protketitn,
spam, firewall, vulnerability scanner, parental controls, document encryption and dditleefteas well as backup for corporate &
home users. Bitdefender will use SMESEC as a catapult to enter in theseghety market for SMEs and innovative digi
solutions; the SMESEC use cases will be composed from innovativeteahitiology solubns that will provide an incredible te
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J) SMESEC

Consortium
partner

Description

board to evaluate the most interesting configuration about sgwerrity for novel technology as 10T, Smart City, etc. On one
the great experience on cyksacurity of Bitdefender will provide a transversalue for SMESEC and, on the other side, the ¢
network of contacts of SMESEC will propose a long list of possible novel clients for Bitdefender. Bitdefender aims td ¢
innovative solutions market by exploiting its experience on internet seclinity will allow to potentially increase their sales eve
shortterm.

SCYTL

The worldwide leader in secure electronic voting, election management and election modernization solutions. Their
incorporate unique cryptographic protocols thatuemsnmaximum security, transparency and auditability in all types of elec
Scytl 6s groundbreaking electoral security technol omnicaly
carry out all types of electoral procesgea completely secure and auditable manner, positioning the company as the global |
this industry. Within SMESEC, Scytl will be able to update the implemented security solutions with more efficient mecl
Indeed,the proposed redife expeimentations will evaluate the SMESEC framework for thegng use case. The identified m(
costeffective cybersecurity mechanisms will be integrated on the commercial offer of ®gytbvide more functionality and ling
of protectients. for Scytl déds cl i

Easy Global
Market

EGM provides solutions and services to develop market confidence for the adoption of innovative technologies. Moreg
Gl obal Mar ket i s making the gl obgobalizatianrThkiedompény estsopgly adtive in the
major technology clusters and innovation networks, enhanced by the experience gained by their directors working inck3
projects and designing +10 worldwide label or certificapioograms Easy Global Market is funding megbof IoT Forum and i
member of key European clusters, standard bodies and alliances such as ETSI, OneM2M, AIOTI, SCS cluster, etc. Within
Easy Gl obal Mar ket , on one hand, wi || hel p pr ojueityg with sts
experience on internationalization and business model, and on the other hand, it will increase their knowledgsecucipeand
digital solutions as well as witlontactn o v e | potenti al clients in projectobds Ve

FHNW

FHNW will develop and utilize the SMESEC exploitable itectngsisting ineducationabfferings in cybersecurity for BSc and M
students as well as industtpurses within the Swiss CAS/MAS educational framewdik® 6 G-IBNW active studen)s In the
meanime FHNW intends toing the FHNWCY SEC tool to market readiness for commercial offering in cooperation with indd
and academic partners. FHNW runs more than 1000 such applied research projects with hetu&GM to establish an industri
certification programme following the experience of FHNW members in establishing the successful ireb.org and ispma.org
certification programmebut also contribute in adncing scientific knowledge and industrial practice in cybersecurity enging
with one PhD thesis and two MSc theses, pamedstalksn industry,academic conferencesd journals.

Table 5: Consortium partners individual exploitation plans
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3 Business Plan

3.1 Market analysis

As part ofmarket analysis (a quantitative and qualitative assessment of a market), SMESEC project has
initiated a first approach to the key drivers create a basis for the design and development of the

objectives of the project (an extended version of the market analysis can be found jA]D63MEs

represent in Europe about 99% of the total number of established companies and contribute in about 60%
in the valueadded productidi3]. Usually early adopters and first players in emerging markets, SMEs are

facing today cybersecurity

t hreats

t hat

may

enterprises can afford costly security solutions and own expertise resoupreseotalert and react to

cyberattacks and cybercrime threats.

The objectives of this task are to better understand the market to increase the SMESEC potentialities with
a tri-angled approach as illustrated in #igurel: Overview of SMESEC market analysis approdnh

1 Analyzing current trends, performing market segmentation and investigating

market barriers.

1 Sunwying the existing technologigslescribed in D2.13].

1 Assessing selected business and technology transfer models in different EU
countries

Endpoint
rotection

Information
and Event
Management
(SIEM]}

Intensive
technology

Endpoint
Deception Detection and

technology

Response

segmentation
{SONS)

Cloud Access
Security
Brokers

{CASE)

Identity &
access
mal r\agemenl
{IAM]

approach

Projects

Tri-angled market analysis

Figure 1: Overview of SMESEC market analysis approach
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ﬁaSMESEC

A top-down market analysis approach will include the generic Sivtiagsket domain up to

the use case pilaisnarket domains alongside with new emerging markets where SMEs
have a specific weight. As a living documethie market will be monitored throughout the
projects lifetime and any major impact on the analysis would be reported in the
forthcoming exploitation documents.

3.1.1 Initial segmentation Manufacturing

SMESEC aims to -we Others
market solution with an immediate mark

impact. With international and Europeag Whelessle/rewi trade
links, the project will provide a

harmonized solution with high quality an Businesss.
affordable cybersecurity tools validated i
multiple SMEs environment. Increasin
SMEs protection will also be ensured k
focusing on incresing awareness anc
training among these organizations.

Accommodation/food

Construction

Value Added ® Employment

The ley driver of the SMESEC projectr bi t s around SMEOG6Gs in Europe (p
therefore the direct mar ket target should include
SMEs generated 03.9 trillion in value added and e
in Figure?) [2]. Figure 2: Europe's SMEs by sectof2]

A more specific target (secondary target) wild/l p

where cybersecurity developments can genaxagecater added value to the organization
which implements those enhancements:

1 Data management

Accor di ng Eutope Iof hData A,
Management Market Report (2017 i | othes
2023)y5], published by KBV research, thé= @
Europe Internet of Things (loT) Data§ |
Management SMEs Market would witness ¢ =~ _ .~ ;
market growth of 16.1% CAGR during thé‘z ol Smart Manuacuuring
forecast peod (20177 2023).Other studies

[4] value globally this market iSD 23.8 =
Billion in 2016 and are projected to reach

15§+

Compou

USD 66.44 Billion by 2022at a Compound "o : 2 3 MarketAttractiveacs 6 7 s 5
Annual Growth Rate (CAGR) of 19.3%. Figure 3: Europe loT Data Management Marketi Key Segments
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Finally, an indirect approachotthe market segmentation with a figeined domain
selection can specifically target the main beneficiaries of SMESEC development. This
approach can be done from both vertical and horizontal perspaxtiveate precise market
segmentation both in markéomains and technology areas:

3.1.1.1 Vertical segmentation

The vertical segmentationoffers goods and services to a specific indushysinessor a

group of customers with similar needs. On the other Hamuzontal segmentationoffers

a broad range of goods and services to a wider group of customers with a wide range of
needs.

On thevertical axis for this projectthere are 4nain markes targeted which correspond to

the 4 project pilots, ai is essential to provide proven resultstt our solution enhanse
different types of SMEs operating in a range of market sectors and offering diverse products
and services, against threats and risks introduced by the recently adopted ICT advances:
SmartCity.

Industriallnternet of ThingsI{oT).

e-Voting.

Smart Grids

1
1
1
1

3.1.1.1.1 (Industrial)loT

Market size in 2022 :
561.04 USD Billion

Growth rate : 26.9%

Estimated number EU
SMEs : 2074 010

Estimated EU SMEs
market share : 35%
(64.83 USD Billion)

Type of SMEs :
Consulting, System
integrators,

INTERNET OF THINGS' . Image source: wwunsplash.com Application providers

AiSolutions aim to detect and prevent possi bl e ri
monitoring their operations and status in real time. These solutions are essential for
ensuring tbhperaheoassatedmaxi mally 'optimal, safe .

1 Grant Agreemen74078#SMESEC
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3.1.1.1.2 Smart city

Market size in 2022 : 1.201
USD Billion

Growth rate : 23.1%

Estimated number od EU
SMEs : 708 971

Estimated EU SMEs market
share : 50% (285 USD
Billion)

Type of SMEs : Start ups,
Hardware manufacturers,
Application developers

SMART CITY. Image source: wansplash.com

AProvides the tools that activate <citizen's Crezé
engages urban thinking and improves the relationship between citizens, the city

municipality and city's public services. With their own communication devices (mobile

phones) or via an application, citizens can post in real time issues and problems for

something that happens in their city and inform their fellow citizens as well as the

municipalityf or pr obl ems and inci cfents that occur every

Smartgrid

Market size in 2022 :
50.65 USD Billion

Growth rate : 19.4%

Estimated number EU
SMEs : 14 739

Estimated EU SMEs
market share : 46% (5.56
USD Billion)

Type of SMEs : Consulting,
System integrators,
Application providers

Similar fields : Water, Gas,
Oil

SMART GRID. Image source: wansgplash.com

AEnergy networks that can automatically monitor ¢
energy supply and demand accordingly. When coupled with smart metering systems, smart
grids reach consumers and suppliers by providing information onrtireal consumptio 0 .

2 Grant Agreemen740787SMESEC
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i T h eay also help to better integrate renewable energy and also open up the possibility
for consumers who produce their own energy to respond to prices and sell excess to the

gr i6d o

3.1.1.1.3 E-Voting

Estimated number EU
SMEs : around 34

Type of SMEs :
Consulting, System
integrators,
Application providers

EVOTING. Image source: wwansplash.com

One of the most critical environments from the point of view of security is the electoral
processes. To ensure privacy and integrity of the votes, electronic voting systems usually
implement advanced cryptographimotocols at application level by implementing dne

end encryption and verifiability of the election results, which detects if there have been any
attacks. However, these measures do not prevent possible‘attacks

As a niche market, there is no accuratel updated information about the market size.
Based in Austria, &/0ting.CC provides a long list of key players. This is not an exhaustive
list but the evoting activity seems to count about&®panie$7]

In addition, with legal and political constraints, for a real development, the security aspects
remain the first barrier. Trust and acceptance cannot be gathered without a strong guarantee
in sewrity, privacy and transparency in the voting process. The needed security level is
such that the end to end security is a must to ensure reliability of voting activities. This
implies security measures for data, system, transactions, VPN and assod¢iabtekisne

3.1.1.1.4 Other fields

To extend tksevertical axis other areas can also be mentioned as part of the initial
segmentation to keep theon the radar as emerging markedgpart from thefour pilots,
SMESEC will organize a®pen Call in the final year of the project to invite more SMEs
operating in diverse contextsffering various kinds of services and products. This open
call will allow SMESEC to collect additional evaluation results and make the necessary
adjustments towards a nokt and flexible security framework capable of supporting
companies and organizations wahimited budget.This first focus on pilots aims to start

3 Grant Agreemen740787SMESEC
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the SMESEC awareness, approaching market players with a vertical validated framework.
That is a first stepand the consortium will progressively extend to other fields. The
following Figure4 gives the number of SMEs in Europe depending on their acsisitgr.

Number of European SMEs by activity

4500000
4000000
3500000
3000000
2500000
2000000
1500000
1000000 -I -I -I
500000 _ —
O&% & Q,bo ‘S‘\Q/ .(,Q QQo &8 «*\Q \),\\0 S @Qg
o7 ’b‘\é & & 63\\ ol é‘& 0\?@‘ ‘@6\ @& ef@
) & S x¢
o &00 Ko,\@ (5& ,_)OQ’ e,bo ¢ ’bob @'b(\ fb"‘% \A.“')
PN N~ & ,5;\“ & 6‘% %OQQ
S SAIE RO & @
K (’00 Os& (('\\{\ Q,é' $rz~,
,\ﬂ’b el ¢ Vb «

Figure 4: SMEs landscape in Europe by activityi Source: Own creation/ Eurostats data

This combined approach (vertical and horizontal) try to investigate the wider SMEs
audience and also refers to the way the SMESEC identified solutions for market needs. This
is confirmed by the latest Eurosmart report on IoT security where some bestgsract

disseminatedrigure5 shows the preconized action canvas.
Per sector/application perform:
- Architecture model
- Policies & procedures Security requirements
- Risk assessment
- Privacy impact assessment

Major vertical common needs: Security [uncilnns:
- Technical requirements

. . . . . . =y

Figure 5: Best practices approach for security developm# i Source Eurosmart report
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3.1.1.2 Horizontal segmentation

Thehorizontal axis will include all main security product areas SMESEC aims to provide a
service as part of the project scope:

User Entity Behaviour Analytics (UEBA).

Cloud Access Security Brokef€ASB).

Endpoint Detection and Response (EDR).
Deception technology.

Secure Web Gateway.

Application security testing.

Endpoint Protection Platform (EPP).

Web application platform.

Distributed DDoS.

Intrusion detection and prevention systems.
Security Infemation and Event Management (SIEM).
Unified threat management.

Governancgrisk managemergndcompliance.

Other.

An extensive analysis on these traditional and emerging markets has been carried out in
another project deliveratdgD2.1 SME security characteristics descripti®gecurity and
market analysis and6.1 Dissemnation plan and market analysis

Those areas are susceptible to be resteand modified (add or remove) along the
projects | i f eti me as t he douldwvaycoteven thebtainedesylsst ed SMEO s
could show there is not a viable transfer to market with a significant economic impact.

A A8 -_8_9_-9_92_98_92_2_-29_-4._-42.-2°

3.1.2 PEST analysis

An initial P.E.S.T analysis has been carried out around the SMESEC framework adoption
(seeTable6). As result of this analysis, sevetalrriers and obstacles have been identified
with a direct impact on the projést achievement (as initially mentied in the grant
agreement documeiit

The first barrier is théraditional working method, which still exiss in many SMEs. It is
not only an issue of technological support but a secmnomical challenge. Such barrier
can be smoothened withsatof measures mentioned below that will dagpported through
the SMESEC results.

4 Grant Agreement number: 740787 SMESEC8 H2020DS-20162017/H2026DS-SC72016
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Description

Political

New requirements through regulations could have an impact on the technical sc
developed in the SMESEC project e.g. EU policies for privacy, data protection (as
impacts on the materialization of benefits for industrial partners). There araomm
regulations or standards at this time that restrict/limit or prohibit the use of the prg
technology in Europe.

Economical

SMESEC puts a considerable emphasis on all inputs to be collected from busineg
markets in order to orient the imptentation. This will drive the project to focus t
implementation into the more important requirements which represent the s
markets needs. Since security solutions are most of the time seen as an added cos
providing new business opporitias, SMESEC will study this barrier in two levels:

9 Costs for the provided security products/services.
9 Provide necessary examples and proofs of the negative economic impac
potential cybeiattacks have on businesses.

Social

Reluctance to new technology acceptance (from awareness to economic concerns
have a significant impact on SMESEC adoption. On the other hand, concerns on s
specifically in terms of access to sensitive information, may represent an img
obstacle for proper adoption of SMESEC solutions. Since security is not o
technological issue but also involves several organizational and procedural

SMESEC also plans to provide security guidelines addressing this purpose
collaborative pproach proposed by SMESEC naturally faces one of the most bas
conditions for any collaborative work: theust building. Another societal barrier i
human understanding of what SMESEC is building, and how to ensure this projec
commonunderstanding, especially given the number of disciplines involved.

Technological

SMESEC pays extreme attention to the interoperation of all kind of modules playing
within the cybersecurity environment. Support of existing and proposed standa
mandatory in order to guarantee the full integration and features of all re
components and interaction with external systems-attmption of these standards wol
frustrate or prevent connections to some devices or external software and systesss
of features, thus impacting business potential and revenue. Following, we sum
technological barrier in a list of important issues:

1-Replicability of proposed solutions for different domains:SMESEC solutions will b
tested in the pilot actities but also in the exploitation activities that will engage pote
early adopters and stakeholders across Europe as soon as possible (moving fr
solutions to additional local/regional tesiB/IESEC has an open call in scope to ext]
the framevork adoption).
2-Complexity for the technicians: The proposed solutions will have to be managec
technician staffs of generic SMEs, which are not security experts. SMESEC wiill
userfriendly tools in order to facilitate their use and understapdin

3-Interoperability and standard solutions: SMESEC will cope with a large diversity
components/subsystems developed using different technologies; the adopt
interoperable mechanisms is expected to lower this obstacle, which nevertheless e
underestimated.

Table 6: P.E.S.T Analysis of SMESEC frameworl{14]
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3.1.3 Competitors

The unified SMESEC framework, as the integration of multiple products residing in several segments of the security mpeket divectly
with many thirdparty solutions. Inputs of this analysis are detailed in FireCompasg¢amd include the main strengths and weaknesses of each
of the tool identified providing valuable information on the internal analysis of the market.

Market Name of | Company Strengths Weaknesses
competitor solution
Intrusion FirePover Cisco Covers all standard threat protection High-availability setup,
Dectjectlon Alerting; Inspect VPN traffic, Blocking traffic
an
Prevention Network Security| McAfee Covers all standarthreat protection Inspect VPN traffic, L2 ARP attacks; Blocking traffic; L
Systems Platform searching
Security Network IBM Complete traffic filtering Cannot add exceptions; No detect and prevent mode
TippingPoint TrendMicro Complete traffic filtering; Administratior] Cannot create own signatures
and reporting
NIPS6000 Huawei Complete traffic filtering Cannot add exceptions; No detect and prevent mode
Security ArcSight HPE Excellent Event Detection, Analytic{ No cloud services support; Not intuitive dashboards
Information Visualization; Compliance; Workflow
and Event management
Management . . . o .
9 Qradar IBM Excellent Event Detection, Analytic{ No cloud services support; No unlimited correlation rules;
Visualization; Workflow management automatic complianceonitoring
Security SIEM Intel Compliance; Metrics and Dashboards Not storing network flow data; No advanced correlation ru
No behaviotbased anomaly detection; Not flexible alerting
LogRythm LogRythm Metrics and Dashboards No advanced correlatiorules; No behaviourbased anomaly
detection; Not flexible alerting; No incident lifgycle
management
Splunk Security | Splunk Metrics and Dashboards It doesnoét ifon cubtard metalatal fiefolo logt
Intelligence normalization support for statisticalbased and heuristic
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Market Name of | Company Strengths Weaknesses
competitor solution
correlation Addi ti onal | yincidént lifedycles
management
Log & Event Managel SolarWinds Metrics and Dashboards No advanced correlation rules; Nmehaviourbased anomaly
(LEM) detection; No incidentfie-cycle management
Endpoint Carbon Black Carbon Black | Excellent detection, containment al| Botnet detection; No support for MacOS, Android, VMs
Detection remediation; Investigation tools
and . . . . .
Response AMP Cisco Very good detection; Scanning VMs Botnetdetection; No support for MacOS, Android,
Crowdstrike Crowdstrike Good detection; Some investigati Botnet detection; No advanced containment; G
capabilities Windows/Linux
FireEye FireEye Malware; Some investigation capabilitieg Botnet detection;Restricted containment and remediati
Windows only
Symantec Symantec Very good detection Botnet detection; Restricted investigation;
Application | Fortify HPE Excellent static and dynamic analys| -
Security Excellent mobile app security; Vegood
Testing integrations
Security AppScan IBM Mobile App security testing; Very goo| No APIl/framework support; No parallel testing;
static and dynamic analysis; Integrations
Veracode Veracode Mobile App security testing; Very goo| No APIl/framework support; No support for mobile devi
static and dynamianalysis; Integrations | languages; No parallel testing; No behavioural analysis
mobile; Integration with MDM vendors
Sentinel Whitehat Mobile App security testing; Very goo| | t doesnoét ifar compasiee applicadigns; rN
security static anddynamic analysis; Integrations | Windows mobile support;
Web SecureSphere Imperva Great general functionality an| Protection against netwotkyer DoS; Application Load
Application integrations Balancing
Firewall . . . .
DenyAll DenyAll General functionality No file upload controls; No protection for buffer overflows; |
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Market Name of | Company Strengths Weaknesses
competitor solution
explicit protection against business logic attacks; Li
integration capabilities
BIG-IP  Application| F5 Great  general functionality an¢ No file upload controls; Protection against SANS toj
Security Manager integrations programming errors
Trustwave Trustwave General functionality No SSL offload support; No protection against business |
attacks; Lacks some integratioapabilities
WAF Barracuda Great general functionality Lacks virtual patching; Protection against buffer overflows
Networks
Unified FortiGate Fortinet Excellent threat protection, web securi| Lacks email securitiWeb Application Firewall; No support fo
Threat network firewall; Mac
Management . . . . . . .
SG Series Sophos Network firewall; Web Security; Devic| File sandboxing; Malware prevention; outbound sp
support protection
SonicWALL SonicWALL Excellent web security and netwo| Lacks network and cloubdased sandboxing; Email conte
firewall; Overall devicesupport filtering and outbound spam protection;
Meraki MX Cisco Great email security and network firewal No SSL forward proxy and decryption; Lacks network &
Device support cloud-basedsandboxing; No available as virtual appliance
UTM SRX series Juniper Email and web security; No IPv6 support; Support only Windows, Android, iOS
Governance, | Archer eGRC EMC-RSA Excellent Policy, Risk, Compliance, Audi Limited support for policy templates, customized alerts
Risk Threat &  Vulnerability, Incident
Management Management;
and : . . . . .
Compliance OpenPages IBM Risk, Compliance, Audit, Incider Lacks contract management (vendor risk); No fiicige system
management integration and custom alerts
MetricStream MetricStream | Policy, Compliance, Audit, Incider] No contract management, risk assessment questionnaires
management; Excellent platfor|
integrations
Enterprise GRC RSAM Compliance, Threat & Vulnerability No ticketing system integration and contract management
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Market Name of | Company Strengths Weaknesses
competitor solution
Incident management; workpaper management; No Key Risk Indicators (KRI) libral
Risk Vision Risk Vision Policy, Compliance, Thread ¢ No Audit management, limited vendosk management; N
Vulnerability, Incident mnagement KRI library and assessment questionnaires
Deception Attivo Networks Attivo Identify without known patterns; Gre{ Does not protect from MitM, Spear Phishing attacks;
Technology Networks deception techniques; Multipll advanced malware protection/sandboxing
environments and integrans
IllisionBLACK SmokeScreen| Great deception techniques; Multig No Ransomware protection;
environment, deployment type
integrations
Deception Grid TrapX Many  different  deception typed No dynamic deception updates; Some limited functionality
Integrations alerts and general features;
Mazerunner Cymmetria All deception types Deployed only orprem; No insider threats; Some limite
functionalityin general features
Secure Wel Zscaler Web Security | ZScaler Threat protection; Web Traffic Contro| Lacks multiple deployment options (Cloud only)
Gateway DLP; Integrations
Triton AP-Web ForcePoint Threat protection; DLP; Deploymel No Botnet defense; No shadow IT discovery
options;Integrations
Web Security| Cisco Malware protection; Integrationy No Botnet defense; No compliance reporting templates;
Appliance Deployment options; hybrid (onprem, cloud) offering
Web Security McAfee Web Traffic control; DLP; Deploymen]| Botnet defense; Mobility support for Web Traffic Control
options
Web Security Symantec Botnet and malware defense; deploym| Fewer integrations; no clotshsed sandboxing
options
SWG TrustWave Malware protection; Web raffic Control; | No Botnet defense; No shadow IT discovery; No Cloud

DLP;

Hybrid deployment support

Table 7: Competition matrix
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3.1.4 Stakeholders analysis

One of the standard analysis to be carried out in a market analysis is the stakatelder
The key activities to perform on this subject include:

1 Identifythe stakeholders

1 Get a deeper understanding of tlagiousidentified stakeholders and start magpin
and understanding their positioning around SMESEC project. This could include
but is not limited to evaluating their degree of influertbe,degree of importance,
and their points of interest and prioritizing them.

To strengthen the analysis, it would be beneficial to directly interact with stakeholders and
to revaluate the analysis and potentially consider a more mature StakeholderAdquet
of this initial approach during year 1, a strong dissemination acfilah has been prepared
which include workshops and presentation in the main projdated events.
The methodol ogy proposed for this stakehol der
matrix (Power / Interest Matrix3]
At this initial stage the SMESEC
project has identified three main
stakehol dersdé groups:
9 Active stakeholders who take part
in the SMESEC environment (they
are either a part of the

6consumptiond of SMESEC

services or providing SMESEC

services (development.

maintenance, consultanatc). Figure 6: Identification of SMESEC stakeholders[$

1 Enabling stakeholders who add or
provide to the expansion and use of SBHE framework (who would be a parttbe
dissemination of this technologynedia or policy, subsidy, or regulations makers that
would promote or recommend consumers and providers into using this technology
Public Institutions).

M Internal stakeholders involved in
the development and establishment
of SMESEC (consortium partners)

At this initial stage of the projecthis
is the first approach to the distribution
of the stakeholder theonsortium is
consideringas illustrated in th&igure
6, however as a living document this
matrix could be updated with the
feedback obtained from the
dissemination activities carried out

. . Figure 7: Stakeholders distribution
during the forthcoming months 9
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